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What does COURE do?

1. Consulting Services:
a) Extensive IT Security Audits and Penetration Tests

of all kinds,

b) Configuration Audit and Architecture,

c) Design Social Engineering Tests,

d) Advanced Troubleshooting and Debugging,
e) Emergency Response Services.

2. R&D & CQLabs Tools & Hacks Publications.

3. Trainings & Seminars:
a) Offline (mainly via our partners worldwide),
b) Online
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The Impact of Cybercrime
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Insightful Stats for 2026
$4.4M 286 Days 68%
s the global average that's how long, of data breaches of breached organizations
cost of a data breach on average, it took involved human error are facing high levels
in 2025. to identify and contain in 2025. of security staffing
breaches involving shortages.
stolen or compromised
credentials.
Source: IBM (2025), Verizon (2025), Statista (2026)
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Impactful Hacking Stats for 2026

of all cyberattacks are aimed of data breaches are of breaches involve of organizations do not have

at small businesses. financially motivated. external actors. a cyber security incident

response plan.

Source: Verizon (2023); Accenture (2023), Kroll (2022)

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X x
¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X l OI IRE E . 4
. 4

B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X

X ¥ X X X



HoX XM ¥ M X oM X M X M M M M ¥ M ¥ M XN M ¥ M ¥ M X XN X X ¥ M ¥ M M K N N X ¥ ¥ M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ X M X M X M M ¥ M ¥ M X N N X M M X M X XM ¥ X X M ¥ H X N ¥ M X M M M X M XN N M ¥ M ¥ X

HoX oM X oM X oM X XM X X X M M ¥ M ¥ M ¥ N ¥ M ¥ M X XN X XN ¥ M ¥ M X XN ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ HN XN ¥ ¥ M ¥ X X H X M ¥ ¥ M ¥ M X N N ¥ M M X M X N ¥ ¥ ¥ M ¥ M X M ¥ ¥ ¥ M ¥ M X XN XN X ¥ ¥ M ¥ X

HoX oM OX M OX X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X M ¥ M ¥ K ¥ M X H ¥ ¥ ¥ X X X X H ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ M X X X ¥ ¥ ¥ ¥ ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X M X ¥ ¥ X ¥ ¥ MK ¥ X

¥ox oM X M X MK X X X M X ¥ M ¥ K ¥ X ¥ ¥ ¥ X ¥ X ¥ ¥ X ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ MK ¥ K ¥ ¥ X H X ¥ ¥ XK X X X H X ¥ K ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X ¥ ¥ ¥ ¥ X K oK K ¥ ¥ ¥ ¥ XN ¥ K K X ¥ ¥ X M ¥ K ¥ X

X X X K X X

I

X K M M K K K X X ¥ X K X X X

I A

oM X oM oK oM oM oM oM oM oK oM oM oM oK M oM oM oK M oM oM oK M X oM oM K K K K

*

oM XM oM X oM oM oM oM oM oK oK oM oM K X

*

oM X

Data Extraction and

Analysis Techniques

oM X X X

oM oM X X

X oM M X M

COURE

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X

¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X

B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X



X X X %X % X X X X X X X X X X X X
X X X X % S i R S T R G

X X X X X 2.0 W NI I

X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X

o X X X X X X X % X X X X X X X %X X
emo. X X X X X X X X X X X X X X X X X
X X X X XXXXXXXXXXX

X X X X X X X X X X X X X

o o X X X X X X X X X X X X X
xtracting riles from
X X X X X XM KM KK KK KR

X X X X X X x X X X X X X X X X

X X X X X X X X X X X X X X X X

X X X X X X X X X » X X X X X X

e memo um
& X X X X X % X X X X X X X X X %

& Tx ox o x x x X X X X X X X X X X X

& "KXXXX X X X X X X X X X

‘0~',xxxx R TR R

X X % % X X X X X X

v -
Ed
E |




® K K X X
® K K X X
X X X X X
X X X X X
X X X X X
E I A
E A
X M M M X
O
X O MK M M
E - A
oM oM oMK oM
X X X XK X
E O A A
x X X X X
® X X X X
® K X X X
® K K X X
® O X X X
X X X X X
X X X X X
E A A
E O A
X M M M X
I
® K K X X
X oM M oM M
A B 3
X X X XK X
X X X X X
ER O
® X X X X
® K X X X
® K X X X
® O K X X
X X X X X
X X X X X
X X X X X
E O A
E A
X M M M X
X oM M M X
X oMK MK M M
¥ oK K oK o®
X X X X X
X X X XK X
E O A
® X X X X
® X X X X
® K X X X
® K K X X
X oM M oM M
X X X X X
X X X X X
E A A
E A
X M M M X
I
X O® MK M M

Reasons for
low detection rates

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X X X X X X X X X
¥ X X X ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X

B o¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ W ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ M M M M N N N N X X ¥ ¥ ¥ ¥ ¥ ¥ M ¥ ¥ ¥ ¥ ¥ ¥ N ¥ M X X X X

X X K X o

X X X X X
x X X X X
x X X X X

X X X X X

X ¥ X X X

X X X X X

X ¥ X X X

X OX X ¥ X

X X X X X
X OX X X X
X X X X X

X X X X X

X X X X X

X X X X X
x X X X X
x X X X X
L T A
L T 3
oM oM X X
X X X X X
XX X X X X
X ¥ X X X
X X ¥ ¥ X
N X X ¥ X

X X X X X ¥ ¥ ¥ X X X

¥ X X X X ¥ ¥ ¥ X X X

¥ OX ¥ XN X ¥ ¥ O X X X

X X X X X
X OX X X X
X OX X X X
X X X X X

X X X X X

X X X X X

X X X X X

x X X X X

A A A 3
X X X X X
x X X X X

X X X X X

X X X X X

X X X X X

X ¥ X X X



HoX XM ¥ M X oM X M X M M M M ¥ M ¥ M XN M ¥ M ¥ M X XN X X ¥ M ¥ M M K N N X ¥ ¥ M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ X M X M X M M ¥ M ¥ M X N N X M M X M X XM ¥ X X M ¥ H X N ¥ M X M M M X M XN N M ¥ M ¥ X

HoX oM X oM X oM X XM X X X M M ¥ M ¥ M ¥ N ¥ M ¥ M X XN X XN ¥ M ¥ M X XN ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ HN XN ¥ ¥ M ¥ X X H X M ¥ ¥ M ¥ M X N N ¥ M M X M X N ¥ ¥ ¥ M ¥ M X M ¥ ¥ ¥ M ¥ M X XN XN X ¥ ¥ M ¥ X

HoX oM OX M OX X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X M ¥ M ¥ K ¥ M X H ¥ ¥ ¥ X X X X H ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ M X X X ¥ ¥ ¥ ¥ ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X M X ¥ ¥ X ¥ ¥ MK ¥ X

oM oM ¥ XM X M X ¥ X M K X

x

¥ox M X M X K X X X M X ¥ ¥ ¥ oK ¥ K ¥ ¥ ¥ X ¥ X X ¥ X ¥ ¥ MK ¥ MK ¥ ¥ ¥ ¥ ¥ ¥ X K X ¥ X ¥ M ¥ MK ¥ K ¥ ¥ X H X XN ¥ X X X X ¥ X ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X ¥ ¥ ¥ ¥ X MK ¥ K ¥ ¥ X

X K X

E S

=

X oK X K X

X X X K X

*

*

X K K X X

X X X X X X

*

=

X oM X K K X

X X X X X

E

X K K X X X

E S

X X X X ¥ X X

*

#1 Understaff

*

t hire enough

cybersecurity
profess

/

)
D)
—
W
-
O
4=
O
N
-
O
@)
| -
O
g
O
R
A\l
O

they don

ionals

1oNS

{

60% of organiza

Ir

struggle to keep the
qualified cybersecur

staff.

Source: ISACA

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X

ty

¥ A X X
¥ oM ¥ M M
X oM M X M

x

COURE

¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X
B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X



HoX XM X M X M M M X M M M M ¥ M X MN X M ¥ M ¥ M X X X M ¥ M ¥ ¥ M XK ¥ N ¥ M X M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ ¥ M X M X M M ¥ M ¥ H X N N M ¥ M X M X XN XN M X ¥ M K N X
HoX oM X oM X oM X XM X X XN oM oM ¥ M X M X N ¥ M X M X X X M ¥ M ¥ ¥ X XN M N ¥ M ¥ M X X XN X ¥ ¥ M ¥ M ¥ M N XN ¥ ¥ ¥ M X M X M M ¥ M ¥ M ¥ HN ¥ M ¥ M X XK X X XN ¥ X ¥ ¥ ¥ ¥ X
HoX M OX M X X X X X X X ¥ M o¥ K ¥ X ¥ N X M X X X ¥ X ¥ X M ¥ oM X ¥ ¥ ¥ X M X ¥ X X M X M ¥ M ¥ M ¥ M ¥ ¥ ¥ ¥ ¥ X X X X H XN ¥ ¥ ¥ X ¥ XN W XN ¥ M X X X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ X
¥oX oM X M X K X X X M M ¥ oM ¥ oK ¥ oK XK XN X XN X X X ¥ X ¥ X M X M X ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X X ¥ ¥ MK ¥ K ¥ ¥ ¥ X X X ¥ X X X X H M ¥ MK ¥ K ¥ X ¥ X ¥ X ¥ X X ¥ ¥ ¥ X M K ¥ X X
X oK X oM oM oK X X XK oM M oM oM K oK oK K oK K N X K XN KX K MK M KKK KK KX XN KK XK XK KK MK KKK XX XN KK X KX KK XK KK KK K KN KN KK XK XN X KK KKK

#2 Alert fatigue

8% of alerts are
never addressed.

Source: IDC

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X
¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X

B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X

¥ X X X X

LA A
oM oK X X
X X X X X
X X X X X
X X X X X
X X X X X
x X X X X
H OX M X o

AAAA

COURE

X X X X
X X X X X

*

x X X X X

X X X X X

X X X X X

X ¥ X X X



® K K X X
® K K X X
® O X O X
¥ X X X X
E A A
E I A
E A
X M M M X
O
X O MK M M
X oW oMK MK M
¥ oM K oK X
X X X XK X
E O A A
x X X X X
® X X X X
® K X X X
® K K X X
® O X X X
¥ X X X X
X OX X X X
E A A
E O A
X M M M X
I
® K K X X
X O® MK MK M
¥ X K X X
X X X X X
E O A
ER O
® X X X X
® K X X X
® K X X X
® O K X X
® O X X X
¥ OX X X X
EE A A
E O A
E A
X M M M X
X oM M M X
X oMK MK M M
W oM oMK MK M

#3 No (or poor

/% of all organizations don't
ave a plan for IR against data

reaches.

mong those that have one,

only 63% test it reqularly.

Source: Astra

X X X X X X X X X X X X ¥ ¥ ¥ X X X X X X X X X X X X X X M ¥ ¥ X X X X X ¥ X X X X X X
¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ X X X X X X ¥ M M ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ X X X X

B oX ¥ ¥ X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ M M M ¥ ¥ ¥ ¥ W ¥ ¥ K ¥ ¥ N X

X X X X X
x X X X X
x X X X X
x X X X X
x X X X X
x oE K X X
®* OE K K X
ES A
L
x OX X X X
X X X X X
X X X X X
X X X X X
X oK X X X
X oK oK X X
ES A
E A A
X X X X X

IR plan

X oM M ¥ X X X X X X X X X X X X X

oM oM ¥ X X X X X XM ¥ X X X X X X

oM O¥M O¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ X X X X X

x X X X X

X X X X X

X ¥ X X X

X X X X X

X ¥ X X X
X OX X ¥ X
oM K X X
oM oK X X
X X X X X
X X X X X
X X X X X
X X X X X
x X X X X
x X X X X
oM K X X
oM oK X X
oM oM X X

X X X X X X X X X X X

¥ X X X ¥ ¥ ¥ X X X X

¥ o¥ XN ¥ X X ¥ ¥ ¥ ¥ W

X
X

X X X X X

XX X X X X

X ¥ X X X

X X ¥ ¥ X

N X X ¥ X

¥ X X X X

¥ X X X X
¥ OX X X X

X X X X X

X X X X X

X X X X X

X X X X X

x X X X X

H OX M X o

¥ oM K oK X
X X X X X

x X X X X

X X X X X

X X X X X

X ¥ X X X



HoX XM ¥ M X oM X M X M M M M ¥ M ¥ M XN M ¥ M ¥ M X XN X X ¥ M ¥ M M K N N X ¥ ¥ M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ X M X M X M M ¥ M ¥ M X N N X M M X M X XM ¥ X X M ¥ H X N ¥ M X M M M X M XN N M ¥ M ¥ X

HoX oM X oM X oM X XM X X X M M ¥ M ¥ M ¥ N ¥ M ¥ M X XN X XN ¥ M ¥ M X XN ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ HN XN ¥ ¥ M ¥ X X H X M ¥ ¥ M ¥ M X N N ¥ M M X M X N ¥ ¥ ¥ M ¥ M X M ¥ ¥ ¥ M ¥ M X XN XN X ¥ ¥ M ¥ X

HoX oM OX M OX X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X M ¥ M ¥ K ¥ M X H ¥ ¥ ¥ X X X X H ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ M X X X ¥ ¥ ¥ ¥ ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X M X ¥ ¥ X ¥ ¥ MK ¥ X

¥ox oM X M X MK X X X M X ¥ M ¥ K ¥ X ¥ ¥ ¥ X ¥ X ¥ ¥ X ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ MK ¥ K ¥ ¥ X H X ¥ ¥ XK X X X H X ¥ K ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X ¥ ¥ ¥ ¥ X K oK K ¥ ¥ ¥ ¥ XN ¥ K K X ¥ ¥ X M ¥ K ¥ X

b X K M X

I

= M oM K K oK K X ¥ X K X X X

I A

¥ K K X X X

ing on cybersecur

oK oM XK MK X K X b

¥ M X K K K X

X X X X X X X

#4 Cutt
52% of

oM X

ty

y for

e
]

lildlgle

[ONS

L

report sacr
cybersecur

organiza

e
D,
N/
.
Qe
-
_
O
N
O
D,
D,
Q.
W

PagerDuty

Source

¥ R X X

x

oM ¥ X X

X oM M X M

COURE

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X

¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X

B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X



HoX XM ¥ M X oM X M X M M M M ¥ M ¥ M XN M ¥ M ¥ M X XN X X ¥ M ¥ M M K N N X ¥ ¥ M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ X M X M X M M ¥ M ¥ M X N N X M M X M X XM ¥ X X M ¥ H X N ¥ M X M M M X M XN N M ¥ M ¥ X

HoX oM X oM X oM X XM X X X M M ¥ M ¥ M ¥ N ¥ M ¥ M X XN X XN ¥ M ¥ M X XN ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ HN XN ¥ ¥ M ¥ X X H X M ¥ ¥ M ¥ M X N N ¥ M M X M X N ¥ ¥ ¥ M ¥ M X M ¥ ¥ ¥ M ¥ M X XN XN X ¥ ¥ M ¥ X

HoX oM OX M OX X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X M ¥ M ¥ K ¥ M X H ¥ ¥ ¥ X X X X H ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ M X X X ¥ ¥ ¥ ¥ ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X M X ¥ ¥ X ¥ ¥ MK ¥ X

¥ox oM X M X MK X X X M X ¥ M ¥ K ¥ X ¥ ¥ ¥ X ¥ X ¥ ¥ X ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ MK ¥ K ¥ ¥ X H X ¥ ¥ XK X X X H X ¥ K ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X ¥ ¥ ¥ ¥ X K oK K ¥ ¥ ¥ ¥ XN ¥ K K X ¥ ¥ X M ¥ K ¥ X

b X K M X

X X K X X X

I A ¥ M X K K X

=

¥ K K X X X

X X X X X X

*

X K K X X X

X X XK X KX X

*

¥ K MK X X X

¥ X XK X X X

*

»

Forensics

Threat
Hunting

Reactive

Proactive

LA A A A
oM oM X X
X oM M X M

COURE

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X
¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X
B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X



® K K X X
® K K X X
X X X X X
X X X X X
X X X X X
E I A
E A
X M M M X
O
X O MK M M
oM M oMK o®
oM oM oMK oM
X X X XK X
E O A A
x X X X X
® X X X X
® K X X X
® K K X X
® O X X X
X X X X X
X X X X X
X X X X X
E O A
X M M M X
I
® K K X X
X oM M oM M
A B 3
X X X XK X
X X X X X
ER O
® X X X X
® K X X X
® K X X X
® O K X X
X X X X X
X X X X X
X X X X X
E O A
E A
X M M M X
X oM M M X
X oMK MK M M
oM M oMK o®
X X X X X
X X X XK X
E O A
® X X X X
® X X X X
® K X X X
® K K X X
X oM M oM M
X X X X X
X X X X X
E A A
E A
X M M M X
I
X O® MK M M
X oM M oM M
X X X X X
X X X X X
X X X X X
®x oK X X X
®x X X X X
X K X X X
® K K X X
® O X X X
X X X X X
X X X X X
X X X X X
E A A
X oM M M X
X oM M M X
A
X O®K O M M
X X X X X
X X X X X
X X X X X
E O A
® X X X X
X X X X X
® K X X X
® K K X X

Where do we take data from?

X X X X X
X OX X X X
X OX X X X
X X X X X

X X X X X
X X X X X
X X X X X
x X X X X
A A A 3
®x X X K X
X X X X X
x X X X X

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X

¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X

B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X

COURE ::

X X X X X

X X X X X

X ¥ X X X



HoX XM ¥ M X oM X M X M M M M ¥ M ¥ M XN M ¥ M ¥ M X XN X X ¥ M ¥ M M K N N X ¥ ¥ M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ X M X M X M M ¥ M ¥ M X N N X M M X M X XM ¥ X X M ¥ H X N ¥ M X M M M X M XN N M ¥ M ¥ X

HoX oM X oM X oM X XM X X X M M ¥ M ¥ M ¥ N ¥ M ¥ M X XN X XN ¥ M ¥ M X XN ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ HN XN ¥ ¥ M ¥ X X H X M ¥ ¥ M ¥ M X N N ¥ M M X M X N ¥ ¥ ¥ M ¥ M X M ¥ ¥ ¥ M ¥ M X XN XN X ¥ ¥ M ¥ X

HoX oM OX M OX X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X M ¥ M ¥ K ¥ M X H ¥ ¥ ¥ X X X X H ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ M X X X ¥ ¥ ¥ ¥ ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X M X ¥ ¥ X ¥ ¥ MK ¥ X

¥ox oM X M X MK X X X M X ¥ M ¥ K ¥ X ¥ ¥ ¥ X ¥ X ¥ ¥ X ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ MK ¥ K ¥ ¥ X H X ¥ ¥ XK X X X H X ¥ K ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X ¥ ¥ ¥ ¥ X K oK K ¥ ¥ ¥ ¥ XN ¥ K K X ¥ ¥ X M ¥ K ¥ X

oM ox oK oK oK X X XN K K X K oM oM oM K M X K K oK M K X KN X KX KK XK KK KK KX oMK oM X X oMK oM X X oK oK oM oK K XN oM X KM KX K K K M K K KK

oM oM X X oMK oM M M oK oK oK K K X XN X K XN K X K K KM

*

oM X

oM X X X

oM oM X X

X oM ¥ X X

COURE

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X

¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X

B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X



® K K X X
® K K X X
® O X O X
¥ X X X X
E A A
E I A
E A
X M M M X
O
X O MK M M
X oW oMK MK M
oM oM oMK oM
X X X XK X
E O A A
x X X X X
® X X X X
® K X X X
® K K X X
® O X X X
X X X X X
X X X X X
E A A
E O A
X M M M X
I
® K K X X
X O® MK MK M
A B 3
X X X XK X
E O A
ER O
® X X X X
® K X X X
® K X X X
® O K X X
® O X X X
¥ OX X X X
EE A A
E O A
E A
X M M M X
X oM M M X
X oMK MK M M
W oM oMK MK M
X X X X X
X X X XK X
E O A
® X X X X
® X X X X
® K X X X
® K K X X
X OH oMK MK M
X X K X X
X X X X X
E A A
E A
X M M M X
I
X O® MK M M
X oM MK M M
¥ oM K oK X
X X X X X
E O A
®x oK X X X
®x X X X X
X K X X X
® K K X X
® O X X X
¥ X X X X
¥ OX X X X
E I A
E A A
X oM M M X
X oM M M X
A
X O®K O M M
X X X X X
¥ OX X X X
X X X X X
E O A
® X X X X
X X X X X
® K X X X
® K K X X

#2 Intel feeds

*
A
*

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X
¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X

B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X

X X X X X

oM oK X X
oM oM X X
X X X X X
X X X X X
X X X X X
X X X X X
x X X X X
H OX M X o
¥ oM K oK X
X X X X X
X X X X X

COURE ::

X X X X X

X X X X X

X ¥ X X X



HoX XM ¥ M X oM X M X M M M M ¥ M ¥ M XN M ¥ M ¥ M X XN X X ¥ M ¥ M M K N N X ¥ ¥ M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ X M X M X M M ¥ M ¥ M X N N X M M X M X XM ¥ X X M ¥ H X N ¥ M X M M M X M XN N M ¥ M ¥ X

HoX oM X oM X oM X XM X X X M M ¥ M ¥ M ¥ N ¥ M ¥ M X XN X XN ¥ M ¥ M X XN ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ HN XN ¥ ¥ M ¥ X X H X M ¥ ¥ M ¥ M X N N ¥ M M X M X N ¥ ¥ ¥ M ¥ M X M ¥ ¥ ¥ M ¥ M X XN XN X ¥ ¥ M ¥ X

HoX oM OX M OX X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X M ¥ M ¥ K ¥ M X H ¥ ¥ ¥ X X X X H ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ M X X X ¥ ¥ ¥ ¥ ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X M X ¥ ¥ X ¥ ¥ MK ¥ X

¥ox oM X M X MK X X X M X ¥ M ¥ K ¥ X ¥ ¥ ¥ X ¥ X ¥ ¥ X ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ MK ¥ K ¥ ¥ X H X ¥ ¥ XK X X X H X ¥ K ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X ¥ ¥ ¥ ¥ X K oK K ¥ ¥ ¥ ¥ XN ¥ K K X ¥ ¥ X M ¥ K ¥ X

b X K M X

I

= M oM K K oK K X ¥ X K X X X

I A

X oM oM oM oK oK oM oM XN XK M oKX KM K K M M K M K K KK

L A

I T T ¥ XK XK X XK X X

*

oM X

oM X X X

oM oM X X

X oM M X M

COURE

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X

¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X

B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X



HoX XM ¥ M X oM X M X M M M M ¥ M ¥ M XN M ¥ M ¥ M X XN X X ¥ M ¥ M M K N N X ¥ ¥ M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ X M X M X M M ¥ M ¥ M X N N X M M X M X XM ¥ X X M ¥ H X N ¥ M X M M M X M XN N M ¥ M ¥ X

HoX oM X oM X oM X XM X X X M M ¥ M ¥ M ¥ N ¥ M ¥ M X XN X XN ¥ M ¥ M X XN ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ HN XN ¥ ¥ M ¥ X X H X M ¥ ¥ M ¥ M X N N ¥ M M X M X N ¥ ¥ ¥ M ¥ M X M ¥ ¥ ¥ M ¥ M X XN XN X ¥ ¥ M ¥ X

HoX oM OX M OX X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X M ¥ M ¥ K ¥ M X H ¥ ¥ ¥ X X X X H ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ M X X X ¥ ¥ ¥ ¥ ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X M X ¥ ¥ X ¥ ¥ MK ¥ X

¥ox oM X M X MK X X X M X ¥ M ¥ K ¥ X ¥ ¥ ¥ X ¥ X ¥ ¥ X ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ MK ¥ K ¥ ¥ X H X ¥ ¥ XK X X X H X ¥ K ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X ¥ ¥ ¥ ¥ X K oK K ¥ ¥ ¥ ¥ XN ¥ K K X ¥ ¥ X M ¥ K ¥ X

oM oM oK oK X X X XN oK MK X K X oM M K M X K K oK MK K X XK MK XK KX K XK XK KK KK KX KK X KK XK XN X KK KK KN X KX KK KK XK KKK KN

oM oM X X oMK oM M M oK oK oK K K X XN X K XN K X K K KM

*

oM X

oM X X X

oM oM X X

X oM ¥ X X

COURE

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X

¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X

B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X



® K K X X
® K K X X
X X X X X
X X X X X
X X X X X
E I A
E A
X M M M X
O
X O MK M M
oM M oMK o®
oM oM oMK oM
X X X XK X
E O A A
x X X X X
® X X X X
® K X X X
® K K X X
® O X X X
X X X X X
X X X X X
X X X X X
E O A
X M M M X
I
® K K X X
X oM M oM M
A B 3
X X X XK X
X X X X X
ER O
® X X X X
® K X X X
® K X X X
® O K X X
X X X X X
X X X X X
X X X X X
E O A
E A
X M M M X
X oM M M X
X oMK MK M M
oM M oMK o®
X X X X X
X X X XK X
E O A
® X X X X
® X X X X
® K X X X
® K K X X
X oM M oM M
X X X X X
X X X X X
E A A
E A
X M M M X
I
X O® MK M M
X oM M oM M
X X X X X
X X X X X
X X X X X
®x oK X X X
®x X X X X
X K X X X
® K K X X
® O X X X
X X X X X
X X X X X
X X X X X
E A A
X oM M M X
X oM M M X
A
X O®K O M M
X X X X X
X X X X X
X X X X X
E O A
® X X X X
X X X X X
® K X X X
® K K X X

Effective Threat Hunting

X X X X X
X OX X X X
X OX X X X
X X X X X

X X X X X
X X X X X
X X X X X
x X X X X
A A A 3
®x X X K X
X X X X X
x X X X X

X X X X X

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X

¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X

B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X

COURE ::

X X X X X

X ¥ X X X



HoX XM ¥ M X oM X M X M M M M ¥ M ¥ M XN M ¥ M ¥ M X XN X X ¥ M ¥ M M K N N X ¥ ¥ M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ X M X M X M M ¥ M ¥ M X N N X M M X M X XM ¥ X X M ¥ H X N ¥ M X M M M X M XN N M ¥ M ¥ X
HoX oM X oM X oM X XM X X X M M ¥ M ¥ M ¥ N ¥ M ¥ M X XN X XN ¥ M ¥ M X XN ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ HN XN ¥ ¥ M ¥ X X H X M ¥ ¥ M ¥ M X N N ¥ M M X M X N ¥ ¥ ¥ M ¥ M X M ¥ ¥ ¥ M ¥ M X XN XN X ¥ ¥ M ¥ X
HoX oM OX M OX X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X M ¥ M ¥ K ¥ M X H ¥ ¥ ¥ X X X X H ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ M X X X ¥ ¥ ¥ ¥ ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X M X ¥ ¥ X ¥ ¥ MK ¥ X
oM oM o¥N X X ¥ ¥ M N XN X X ¥ ¥ K ¥ X ¥ ¥ ¥ X X N ¥ ¥ X M oM oM X oK ¥ ¥ o N X XN X ¥ ¥ X N XN X X X oM K K K XN XN X X X XN X X X K ¥ M X K ¥ ¥ ¥ N X X X ¥ ¥ X oM N X X X ¥ K K X X K ¥ X X N K X X K K MK K K K
X ox oM oM X X X X X M M X X X M M XK X X X ¥ X X K X K X X M M X K ¥ ¥ ¥ ¥ X X X X ¥ X M M M X X M K K ¥ X M X X X XK X X ¥ K M M X K K ¥ ¥ ¥ X X X X ¥ X M ¥ XN X X X K K X X X X X X XK X X X X X M X K K
o f o
Searc ing Tor a l'race: MajOI‘ Focus
®
X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X
¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X COURE LA (O L S
B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X X oM ¥ X X



® K K X X
® K K X X
X X X X X
¥ X X X X
X X X X X
E I A
E A
X M M M X
O
X O MK M M
E - A
oM oM oMK oM
X X X XK X
E O A A
x X X X X
® X X X X
® K X X X
® K K X X
® O X X X
X X X X X
X X X X X
E A A
E O A
X M M M X
I
® K K X X
X O® MK MK M
A B 3
X X X XK X
X X X X X
ER O
® X X X X
® K X X X
® K X X X
® O K X X
X X X X X
¥ OX X X X
X X X X X
E O A
E A
X M M M X
X oM M M X
X oMK MK M M
¥ oK K oK o®
X X X X X
X X X XK X
E O A
® X X X X
® X X X X
® K X X X
® K K X X
X OH oMK MK M
X X K X X
X X X X X
E A A
E A
X M M M X
I
X O® MK M M
X oM MK M M
¥ oM K oK X
X X X X X
X X X X X
®x oK X X X
®x X X X X
X K X X X
® K K X X
® O X X X
X X X X X
¥ OX X X X
X X X X X
E A A
X oM M M X
X oM M M X
A
X O®K O M M
X X X X X
¥ OX X X X
X X X X X
E O A
® X X X X
X X X X X
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Demo:
Spotting the Spray

X X X X X X X X X
X X X X X X X X
X X X X X X X X X

HoOXTX X X X X X X X

A X X X X X X X X X X X X X X X X X X

j X X X X X X X X X

\

A X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X

LX OX X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X
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AYX X X X X X ¥
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X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X

\
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X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X
X X X X X X X X X
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Password Spraying
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July2016
Pa$$word!
Raccoon25

Qwerty123

Authentication System
e.g. Active Directory

Company2025

IQAZ2wsX
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LA A A A
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X oM M X M
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xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

Password Spraying :: Detection

Failed Login Attempts:
Event ID 4625: Indicates a failed logon attempt.
Key fields to focus on:
Account Name: Look for multiple accounts with single failed logins.
Logon Type: Identifies the authentication type (e.qg., 2 = Interactive, 3 = Network, 10 =
Remotelnteractive).
Failure Reason: 0x18 (Bad Password) is a common error code in password spraying.

Account Lockouts:
Event ID 4740: Triggers when an account is locked out.
This can indicate repeated password spraying attempts that eventually lock accounts.

Successful Logons:
Event ID 4624: Monitor for successful logons that occur shortly after multiple failed logons.

This could indicate the attacker quessed a valid password.

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx



Password Spraying :: Detection Example

$Events = Get-WinEvent -FilterHashtable @{LogName='Security';ID=4625} -
ErrorAction SilentlyContinue

$Threshold = 10 # Adjust for sensitivity

$Results = $Events | Group-Object {$_.Properties[5].value} | where-Object
{$_.count -ge $Threshold}

foreach ($rResult in $Results) {

Write-Output "Potential Password Spraying Detected for IP: $($Result.Name)
- Failed Attempts: $($Result.Count)"”

}
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X X X X X

X ¥ X X X

X X X X X

X X X X X
X X X X X
X X X X X
¥ oM K oK X
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X X X X X
X X X X X
X X X X X
x X X X X
x X X X X
L T A
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.
Questions Prefetch can answer:
.
* What was run?
.
.
* When was it run?
.
.
 How many times?
.
« What DLLs were loaded?
.
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X X X X X X X
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X X X X X

X ™

X X X

X X X X
X X X X

X X X X X X X X X X X X X X X X X X ¥ -
X X X X X X X

X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X ¥
X X X X X X X X X X X X ¥

X X X X X X X X X X

X X X X X X X X

X X X X % -

X X X x

X X X X X X X X

X X X X X X X X

X X X X X
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with Windows
Prefetch



® K K X X
® K K X X
X X X X X
X X X X X
X X X X X
E I A
E A
X M M M X
O
X O MK M M
E - A
oM oM oMK oM
X X X XK X
E O A A
x X X X X
® X X X X
® K X X X
® K K X X
® O X X X
X X X X X
X X X X X
E A A
E O A
X M M M X
I
® K K X X
X oM M oM M
A B 3
X X X XK X
X X X X X
ER O
® X X X X
® K X X X
® K X X X
® O K X X
X X X X X
X X X X X
X X X X X
E O A
E A
X M M M X
X oM M M X
X oMK MK M M
¥ oK K oK o®
X X X X X
X X X XK X
E O A
® X X X X
® X X X X
® K X X X
® K K X X
X oM M oM M
X X X X X
X X X X X
E A A
E A
X M M M X
I
X O® MK M M

Services

X X K X o

X X X X X
x X X X X
x X X X X

X X X X X

X ¥ X X X

X X X X X

X ¥ X X X

X OX X ¥ X

X X X X X
X OX X X X
X X X X X

X X X X X

X X X X X

X X X X X
x X X X X
x X X X X
L T A
L T 3
oM oM X X
X X X X X
XX X X X X
X ¥ X X X
X X ¥ ¥ X
N X X ¥ X

X X X X X
X OX X X X
X OX X X X
X X X X X

X X X X X

X X X X X

X X X X X

x X X X X

A A A 3
X X X X X
x X X X X

X X X X X

X X X X X

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X X X X X X X X X

¥ X X X ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X

B o¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ W ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ M M M M N N N N X X ¥ ¥ ¥ ¥ ¥ ¥ M ¥ ¥ ¥ ¥ ¥ ¥ N ¥ M X X X X

X X X X X ¥ ¥ ¥ X X X

¥ X X X X ¥ ¥ ¥ X X X

¥ OX ¥ XN X ¥ ¥ O X X X

X X X X X

X ¥ X X X



xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
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XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

Services

Store configuration in the registry

« Always need some identity to run the executable!

Local Security Authority (LSA) Secrets

« Must be stored locally, especially when domain credentials are used
« Can be accessed when we impersonate to Local System

Their accounts should be monitored

« If you cannot use gMSA, MSA, use subscription for svc_ accounts (naming convention)

Conclusion: Think twice before using an Administrative account; use gMSA.

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx



X X X X X X
X X X X X X X X X

X X X X X X X X X X

kaxxxxxxxxxx

¥o¥sX X X X X X X X X

XX X X X X X X X X X
*XXXXXXXXXX

X X X X >

X X X X X X X X X X X X

X X X X X X X X X X X X

KX X X X X X X X X X X X
X X X X X X X X X X X X

X X X X X X X X X X X X X
3006100901790 90 9 M AT
S X X X X X X X X X X X

B X X X X X X X X X X X

*

X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X
¥ X X X X X X X X X X X X X X

'y

X X X X X X X X X X X X X X X X X X ¥
X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X ¥

X X X X X X X X X X X

X X X X X X X X X X

X X X X X X X X

X X X X X X X X
X X X X X X X X
X X X X X X X ¥

icS

Forens

Demo
Service
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Cached Logons

oM X X X

oM oM X X

X oM ¥ X X

COURE

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X

¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X

B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X



X ¥ ¥ X X
N X X ¥ X
¥ OX X X X
oM oK X X
¥ X X X X
¥ X X X X
X ¥ X X X
X X X X X
X X X X X
X X X X X
x X X X X
¥ oM K oK X
X X X XK X
X X X X x
X X X X X
XX X X X X
X ¥ X X X
X X ¥ ¥ X
HOX X ¥ X
oM K X X
oM oK X X
X X X X X
X X X X X
X X X X X
X X X X X
X X ¥ ¥ X
X X X X X
X X X X X
¥ oM XK K X
x X X X x
X X X X X
XX X X X X
X X X X X
X ¥ X X X
X X X ¥ X
oM X X X
oM oK X X
¥ X X X X
X X X X X
X ¥ X X X
X X X X X
X X X X X
x X X X X
x X X X X
¥ oM K K X
X X X X X
X X X X X
X X X X X
X ¥ X X X
X ¥ X ¥ X
N X ¥ ¥ X
x X X X X
LI S A A
X OX X X X
X X X X X
X ¥ X X X
X X X X X
X X X X X
X X X X X
X X X X X
¥ oM K oK X
X X XK X X
X X X X x
X X X X X
X ¥ X X X
X X X X X
X ¥ X X X
X OX X ¥ X
oM K X X
oM oK X X
x X X X X
X X X X X
X X X X X
X X X X X
x X X X X
x X X X X
oM K X X
oM oK X X
¥ X X X X
X X X X X
XX X X X X

X ¥ X X X

® K X X X
® K K X X
¥ oK K O® oM
¥ X X X X
E A A
E I A
E A
X oM M M X
X oM M MW X
X O®K MK M M
oM oMo oM M

Cached Logons: It used to be like this...

Windows 2003 / XP

The encryption algorithm is RC4.
The hash used to verify authentication is calculated as follows:

DCC1 = MD4 (MD4 (Unicode (password) )
LowerUnicode (username) )

is

DCC1l = MD4 (hashNTLM . LowerUnicode (username))

Usage in the attack

Before the attacks facilitated by pass-the-hash, we can only
rejoice in the "salting" by the username.

There are a number of pre-computed tables for users as
administrators facilitating attacks on these hashes.

X X X X X X X X X X X X ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ ¥ X X X X X X ¥ ¥ X
¥ X X X ¥ ¥ ¥ X X X X ¥ M ¥ ¥ ¥ X X X ¥ ¥ ¥ X X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H X

B oX ¥ X X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ M M M N N N X X X X X X N ¥ ¥ M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ W W ¥ ¥ X

¥ oM K oK X
X X X X X

X X X X x
X X X X X
X X X X X
X ¥ X X X
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X ox ¥ oM X X X X X M ¥ X X M K MK K XK ¥ X X X X XK X K X X M X K K X ¥ ¥ ¥ X X X X X M ¥ ¥ X X K MK K K K X X X ¥ oM X X X ®x X M X K K ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ K X X X X X X K K X X X X M X K K

Cached Logons

Windows Vista / 2008 +

The encryption algorithm is AES128.

The hash used to verify authentication is calculated as
follows:

MSDCC2 = PBKDF2(HMAC-SHA1, Iterations, DCCT,
LowerUnicode(username))

with DCC 1 calculated in the same way as for 2003 / XP.

There is actually not much of a difference with XP / 2003!
No additional salting.

PBKDF2 introduced a new variable: the number of iterations
SHA1 with the same salt as before (username).

Usage in the attack

Sysmon stores a hash base ,,ﬁ

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X ¥ M ¥ X X
¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X t OI IRE oM ¥ X X
X oM ¥ X X

B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X



©

Getting the: Cached data

MSDCC2

1. bootkey: classes from HKLM\SYSTEM\CCS\Control\Lsa + [class names for:
Data, GBG, JD, Skewl] (+arrays’ permutations) 1int[]
permutationBootKey = new int[] { 0x8, 0x5, 0x4, 0x2, Oxb, 0x9, 0xd,
O0x3, 0x0, Ox6, Ox1l, Oxc, Oxe, Oxa, Oxf, 0x7 };

2. PolEKList: HKLM\SECURITY\Policy\PolEKList [default wvalue]

3. lsakey: AES DECRYPT (key, data) -> AES (bootkey, PolEKList)

4. NLSKM secret: HKLM\SECURITY\Policy\Secrets\NL$KM

5. nlkm decrypted: AES DECRYPT (lsakey, NLSKM secret)

6. Cache Entry{id} -> HKLM\SECURITY\Cache\NL${id}

7. cache entry decrypted -> AES DECRYPT (nlkm decrypted, Cache Entry{id})

LTI I R CQURE B33



8B 04 00 00 02 00 00 00

0020n: 26 CT A8 43| 04 00 01 00 01 00 00 00

0030R: 01 00 OA 00 10 00 00 00 10 00 00 0O
DisIn: 4R 4F 26 0563 9B C3 22 |9F 97 77 E6|
0050n: CO 76 14 67 D6 68 37 04 87 72 95 DC 19 6D 26 90 Av.gOh7.+r+U.ms.
0060h: 15 SC 25 C7 AB 17 05 7B A3 DO 5C 6F 3C A7 82 4A  .\G"..{£D\o<§,J

Encrypted Cached Credentials:
0070n: 52 72 D1 B6 1F 91 6B BT 9C D2 20 9A 1B 25 ED A0 RrH9. 'k-=0 &,.%i

0080n: 68 E5 4D 3FE 42 F6 C4 BA 68 Al BD CB S5A 73 44 89 h.iH::BﬁhUh;utszh Legend
0090R: 07 C7 E2 C5 50 20 4E Dé CD 02 BA BB E6 E9 CA FO .CAAP NOI.° »z:Es

O0AOh: 8C 17 4E CF 60 F7 90 D3 37 FB 30 4B C3 95 B7 02 @&.NI'<.07GO0KA--.
00BOh: D6 38 75 63 D2 OF 15 AD 3A C4 32 53 D5 8B 66 7D  O8ucO..-:A250<f)
QQCOh:| 9D FB 5D AR 30 TE BT AS F5 SB 57 32 D9 47 EE EE Q] %0~ -¥& >W2UGLL
00DOh: SC 07 6C 3B 64 78 A7 Bl 78 C2 EA F5 98 A8 CB Bl \.l;dxSixiA&d""Ex
O0OECh: DD 34 92 00 93 9F &5 9D 38 E7 7B F9 €9 53 97 50 ¥4'.“¥Ye.B8g{uisS—P
O0FOh: CB 82 4% 38 CF B4 CR F9 4B EB D8 SE 4C D4 6D CE E,IsI EaxegiLOmi

0100n: 09 TE 6F F6 65 49 C6 S9F 61 8D 4A 16 24 3A 40 CB ~otelEY¥a.J.5:RE MName value Start  Size Color Comment
0110h: CC 3C D8 FD FC 91 6B ES5 84 SE 68 9C 69 D7 B4 FD 1I<@yii‘kd, heix’y 4 structHeader h oh a6 Fa: Ba:
0120h: 62 44 8D 23 EE OA 1E BE BB 34 EB 81 23 FE E3 OE bD.#&..%»48. #pi. ushort uname_len 16 oh 2 Fg:  Bg: [
0130n: 76 55 9E 63 9E DE 57 DC OC 60 BE A8 53 AF BD AR | vUZciBWU. % 5 %° ushort domain_len 10 h 2 Fg:  Bg:
0140h: AB 3F ED 7A EE B4 62 50 EC E1 B8 Bl 8F OF A6 2B «?izi’'bPiad, +.3!+ ﬁg:t;’"lg:'d‘-"“ i: ; i E’f :;f:
0150h: 9B 85 71 &3 D9 6C &6 09 C2 70 DC &3 E6 22 E8 08 ».gcUlf.Aplcers. hortul 0 ah > F:; Bg;
0160n: A4 55 SF 36 C2 64 1E 2B B8 80 6A AS AC 17 92 41 HU_Eid.+,Ej’¥-.*A ushort logon_script_len 0 &h 2 Fa:  Bg: I
0170nR: 3C 21 2E DF CC EA 75 SE 99 31 C4 D6 BC AF C7 04 {!.Eiéuiﬂ‘lﬁﬁﬁ_q. ushort profile_path_len 0 ch 2 Fg: Bg: W
O0180h: ushort home_dir_len 0 Eh 2 Fg: Bg: I
ulnt us:r_sld 1 163 10h 4 Byg:
-m:—
uirt u2 4 Bg:
ushort group_sids_len 1[] 1Eh 2 Fg Bog: |
1 ushort domain_nethios_name... 24 1Eh z Fa: Bg: |
Encrypted CaChed Credentlals FILETIME last_local_logon 04/25/2015 18:47:22 20h a Fg: Bg: N
ushortu3 4 28h 2 Fa: Byg:
DK = PBKDF2(PRF, Password, Salt, ¢, dkLen) ushort 4 1 @ 2 Fe By
uint us 1 2Ch 4 Fa: Ba:
ushort ug 1 30h 2 Fa: Bo:
ushort u? 10 32h 2 Fa: Bo:
Microsoft's implementation: MSDCC2= T = W e &
ushart demain_name_lsn 18 3Ch 2 Fa: Eg: N
PBKDFZ(HMAC'SHA1, DCC1, Username, 10240, 16) ushort email_len ® ) 3Eh 2 Fg: Eg: Il
[» byte iv[16] 108 | oA —wae IR 40h 16 Fa: Bo: 1IN
> byte cksum[16] AvTlaBh7 2r el fmEge Sk 16 Fa:  Bag:




KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

The number of iterations in PBKDF2 is E e
configurable through the registry: + 18 Computer

HKEY_CLASSES ROOT

HKEY LOCAL MACHINE\SECURITY\Cach
e DWORD (32) NL$lterationCount

If the number is smaller than 10240, it is -l HaROwaRe
a multiplier by 1024 (20, therefore, gives 4 sEcuRITY
20480 iterations) o pely
If the number is greater than 10240, it is
the number of iterations (rounded to L svstem
1024) -} HKEV_USERS

HEEY_CURREMT_COMFIG

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxx



X X X X X X X X

X X X X X X X X X
X X X X X X X X

Demo:
Extracting Cached
Logons

A X X X X X X X X X X X X X X X X X X

g

X X X X X X X X X X X X X X X X X X X
XXXXXXXXX{(XXXXXXXXX

X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X

B B A A B A B S e, B, B Y e, S, Do, e 1o e S 4

XyX X X X X X X

X X X X X X X X X X X X X X X X X X X X X X
KA AN R A A K KRNI I T R RN
X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X
X X X X X X X X X X
X ¥ X X X X X X X

N

\



X ¥ ¥ X X
N X X ¥ X
L A
oM oK X X
oM oM X X
¥ X X X X
X ¥ X X X
X X X X X
X X X X X
X X X X X
N OX M X o
oM oM oMK oM
x X X X X
X X X X x
X X X X X
XX X X X X
X ¥ X X X
X X ¥ ¥ X
HOX X ¥ X
L T
oM oM X X
X X X X X
X X X X X
X X X X X
X X X X X
X X ¥ ¥ X
X X X X X
A B 3
x X X X X
X X X X X
X X X X X
XX X X X X
X X X X X
X ¥ X X X
X X X ¥ X
L A A
oM oK X X
oM oM X X
X X X X X
X ¥ X X X
X X X X X
X X X X X
x X X X X
N OX M oKX
X X XK X X
X X X X
X X X X X
X X X X X
X ¥ X X X
X ¥ X ¥ X
N X ¥ ¥ X
x X X X X

ks
x
k.
b
x

DPAPI Blobs

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X X X
¥ X X X ¥ ¥ X X X X X X ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ X X X X X

B oX ¥ XN X X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ W ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ M M M ¥ N N N N ¥ X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ N

X OX X X X

X X X X X

X ¥ X X X
X X X X X
X X X X X
X X X X X
X X X X X
¥ oM K oK X
x X X X X
X X X X X
X X X X X
X ¥ X X X
X X X X X
X ¥ X X X
X OX X ¥ X
oM K X X
oM oK X X
oM oM X X

X X X X X X ¥ M ¥ X X X X X

¥ X X X X X ¥ M M ¥ X X X X

¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ O X N N

X X X X X

X X X X X

X X X X X

x X X X X

x X X X X

X X X X X
¥ OX X X X
X oMK X X X

X X X X X

XX X X X X

X ¥ X X X

X X ¥ ¥ X

N X X ¥ X

X X X X X

¥ X X X X
X OX X X X

X X X X X

X X X X X

X X X X X

X X X X X

x X X X X

A A A 3

¥ oM K oK X
x X X X X

X X X X X

X X X X X

X X X X X

X ¥ X X X



xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

Classic Data Protection API

Based on the following components:

Password, data blob, entropy

Is not prone to password resets!

Protects from outsiders when being in offline access
Effectively protects users data

NO TRESPASSING "S5

TORS WILL BE B
v'o,','ﬁosEcUTED

Stores the password history

You need to be able to get access to some of your passwords
from the past

Conclusion: OS greatly helps us to protect secrets

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx



o oo o oo oo oo ool oo oo oo ol
Getting the: Classic DPAPI S t
) e: GiIassIicC ecrets
DPAPI (classic)
A. MasterKey
1. pwdhash = MD4 (password) or SHAIL (password)
2. pwdhash key = HMACSHAl (pwdhash, user sid)
3. PBKDFZ2(.., pwdhash key,..), another elements from the file. Windows 10 no domain:
HA512, AES-256, 8000 rounds
4. Control - HMACSHAbL12
B. CREDHIST
1. pwdhash = MD4 (password) or SHAL (password)
2. pwdhash key = HMACSHAI (pwdhash, user sid)
3. PBKDFZ2(.., pwdhash key,..), another elements from the file. Windows 10 no domain:
SHA512, AES-256, 8000 rounds
4. Control - HMACSHAS1Z2
C. DPAPI blob Algorithms are written in the blob itself.



X X X X X X X X

X X X X X X X X X
X X X X X X X X

Demo:
Extracting DPAPI
Secrets

A X X X X X X X X X X X X X X X X X X

g

X X X X X X X X X X X X X X X X X X X
XXXXXXXXX{(XXXXXXXXX

X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X

B B A A B A B S e, B, B Y e, S, Do, e 1o e S 4

XyX X X X X X X

X X X X X X X X X X X X X X X X X X X X X X
KA AN R A A K KRNI I T R RN
X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X
X X X X X X X X X X
X ¥ X X X X X X X

N

\



ST IR AT K K K R X X X K
X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X
R KRR RN KRR K Kk KR K X
X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X W X X X X X X X X X <
X X X X X X X Xgx X\x x % A X X X X
X X X X X X X x o *, x %X X
X X X X X X / J »
XX WRR
x x x x x\

X

W

48

&

XX X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X ¥
X X X X X X X X X X X X X X X X
XXXXXXXXXXXXXXYA.

X X X X X X X X X X
X X X X X X X X X X

X X X X X X X X
X X X X X X X X
X X X X X X X X

Demo
What about KeePass?



HoX XM X M X M M M X M M M M ¥ M X MN X M ¥ M ¥ M X X X M ¥ M ¥ ¥ M XK ¥ N ¥ M X M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ ¥ M X M X M M ¥ M ¥ H X N N M ¥ M X M X XN XN M X ¥ M K N X
HoX oM X oM X oM X XM X X XN oM oM ¥ M X M X N ¥ M X M X X X M ¥ M ¥ ¥ X XN M N ¥ M ¥ M X X XN X ¥ ¥ M ¥ M ¥ M N XN ¥ ¥ ¥ M X M X M M ¥ M ¥ M ¥ HN ¥ M ¥ M X XK X X XN ¥ X ¥ ¥ ¥ ¥ X
HoX M OX M X X X X X X X ¥ M o¥ K ¥ X ¥ N X M X X X ¥ X ¥ X M ¥ oM X ¥ ¥ ¥ X M X ¥ X X M X M ¥ M ¥ M ¥ M ¥ ¥ ¥ ¥ ¥ X X X X H XN ¥ ¥ ¥ X ¥ XN W XN ¥ M X X X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ X
¥oX oM X M X K X X X M M ¥ oM ¥ oK ¥ oK XK XN X XN X X X ¥ X ¥ X M X M X ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X X ¥ ¥ MK ¥ K ¥ ¥ ¥ X X X ¥ X X X X H M ¥ MK ¥ K ¥ X ¥ X ¥ X ¥ X X ¥ ¥ ¥ X M K ¥ X X
¥ ox oM oM X X X X X M M X X ¥ M K X X X ®X X X X XK X K X X M M X K K ¥ ¥ ¥ X X X X ¥ X M M M X X MK K K X X M X X X X K X X X X M X K K X X ¥ X X X X X X X ¥ X X X X ¥ X X

N OX X X

®

LA A
X X X X
¥ X X X X
X X X X X
X X X X X
X X X X X
x X X X X
X ¥ X X
A A A
X X X X
X X X x
X X X X X
X X X X X

*
*
»
x

DPAPI in pictures. Example: KeePass ProtectedUserKey.bin

The master password for KeePass files DPAP| blob: Legend

encrypted & stored as cipherlext (80 bytes)

(V< =R

[}

L o

a3
gg 15
38 FT E4

(V3]

J AYEZIEr

o] *r.”

Jdszan. 3.
waE R

non

=

F
B
E
D
BC
[
=
5
A
3

0

n

T I BT

(53]

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X
¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X

B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X

X ¥ X X X

X ¥ ¥ X X
COURE oo
X oM M X M



X X X X X X X X X X X X X X X X X
X X X X % X X X X X X X X X X X %

X X X X X X X X X X X X X X X X X

X X X X X b O St Bl o6 SR e B4 W B TR RK

X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X

® X X X X % PR e JEC TG S LG S B
emo. X X X X % XX X X X X X X X X X X
X X X X X X X X X X X X X X X

X X X XX X X X X X X X X

X X X X X X X X X X X X X

at about

X X X X % X X X X X X X X X X

X X X X X X »x X X X X X X X X X X

. X X X X X X X X X X X X X X X X X

, X X X X X X X NN AKX RN K KR

on“ec Ions. X X X X X X X 90, 50090 0K I M
o X X X X X X x R T O T8 P e T B

X X X X X X X SR b SO L S SR PR fFd Bk

“XXXXX ~ T 33 30 O OO SRS TED ENY £ 3

i 3 L X X X X X ‘ _‘_xxxxxxx

X X X- X X X X X X



Summary: what to learn?

X X X X X X X X X X X X ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X X X X X X X X X X X x X ox X X X X ¥ ¥ X X X X X X ¥ ¥ ¥ X X X
¥ X X X X ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X X X ¥ ¥ M ¥ ¥ ¥ X X X ¥ ¥ X X X X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X X X oM ¥ ¥ ¥ ¥ ¥ ¥ X M X ¥ X M ¥ M ¥ ¥ N X QRE

B o¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ W ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ M M M M N N N N X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N ¥ M X X X X X N X ¥ o¥ ¥ XN ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X




oM oM X M X XM X oM M M M XK

oM oM X M X XM X oM ¥ oM ¥ H XN N X M X M M M XN X M ¥ M ¥ M ¥ H ¥ N X

»

HoX XM ¥ XM X M X M X M M ¥ M ¥ M ¥ M ¥ N ¥ M X M X X X X ¥ M ¥ M M XK N N X M X M X X X X M ¥ M ¥ H ¥ N X

HoX oM X oM X oM X XM X X X M M ¥ M ¥ M ¥ N ¥ M ¥ M X XN X XN ¥ M ¥ M X XN ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ HN XN ¥ ¥ M ¥ X X H X M ¥ ¥ M ¥ M X N N ¥ M M X M X N ¥ ¥ ¥ M ¥ M X M ¥ ¥ ¥ M ¥ M X XN XN X ¥ ¥ M ¥ X

HoX oM OX M OX X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X M ¥ M ¥ K ¥ M X H ¥ ¥ ¥ X X X X H ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ M X X X ¥ ¥ ¥ ¥ ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X M X ¥ ¥ X ¥ ¥ MK ¥ X

oM X ¥ XM X ¥ X M ¥ oK ¥ ¥ ¥ X ¥ ¥ ¥ ¥ X ¥ X ¥ ¥ ¥ M ¥ K ¥ ¥ ¥ ¥ X X ¥ XK ¥ X ¥ ¥ X ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ ¥ ¥ ¥ X MK K K X

oM X ¥ XM X ¥ X M ¥ oMK O¥X ¥ X ¥ ¥ ¥ X MK X ¥ ¥ ¥ ¥ ¥ MK ¥ K ¥ X ¥ ¥ X

*

A A 4

X X K X ¥ X X X X X X X X X X X X X X X

*

X X X X X X X

*

X K K X *

4

¥ X X X X ¥ X X X X ¥ X K X X X X XK X X X X M X X K X X ¥ X M X X X X X X ¥

»

X X K X X X X X XK XK X X X

*

Get to know us better!
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and find out more about COQURE!

LA A A A
L A A A 4
X oM M X M

COURE

¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ M K K N N

¥ oM M OM M N X X

x

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X
¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X

B oX ¥ ¥ X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ M M M ¥ ¥ ¥ ¥ W ¥ ¥ K ¥ ¥ N X


https://cqu.re/adp
https://cqureacademy.com/events/azureday-poland-2026/

HoX XM ¥ M X oM X M X M M M M ¥ M ¥ M XN M ¥ M ¥ M X XN X X ¥ M ¥ M M K N N X ¥ ¥ M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ X M X M X M M ¥ M ¥ M X N N X M M X M X XM ¥ X X M ¥ H X N ¥ M X M M M X M XN N M ¥ M ¥ X

HoX oM X oM X oM X XM X X X M M ¥ M ¥ M ¥ N ¥ M ¥ M X XN X XN ¥ M ¥ M X XN ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ HN XN ¥ ¥ M ¥ X X H X M ¥ ¥ M ¥ M X N N ¥ M M X M X N ¥ ¥ ¥ M ¥ M X M ¥ ¥ ¥ M ¥ M X XN XN X ¥ ¥ M ¥ X

HoX oM OX M OX X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X M ¥ M ¥ K ¥ M X H ¥ ¥ ¥ X X X X H ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ M X X X ¥ ¥ ¥ ¥ ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X M X ¥ ¥ X ¥ ¥ MK ¥ X

¥ox oM X M X MK X X X M X ¥ M ¥ K ¥ X ¥ ¥ ¥ X ¥ X ¥ ¥ X ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ MK ¥ K ¥ ¥ X H X ¥ ¥ XK X X X H X ¥ K ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X ¥ ¥ ¥ ¥ X K oK K ¥ ¥ ¥ ¥ XN ¥ K K X ¥ ¥ X M ¥ K ¥ X

b X K M X

I

= M oM K K oK K X ¥ X K X X X

I A

oK oM XK MK X K X X K MK K K X X

¥ M X K K K X

X X X X X X X

*

oM X

DOWNLOAD THE TOOLS

//resources.cqureacademy.com/tools/

Nttps

student
CQUREAcademy#123

Username

Passwora

oM X X X

oM oM X X

X oM M X M

COURE

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X

¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X

B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X


https://resources.cqureacademy.com/tools/

X ¥ ¥ X X

N X X ¥ X

X X X X X

¥ X X X X
X X X X X

¥ X X X X

X ¥ X X X

X X X X X

X X X X X
X X X X X
N OX M X o
oM oM oMK oM
x X X X X
X X X X x
X X X X X
XX X X X X
X ¥ X X X
X X ¥ ¥ X
HOX X ¥ X
L T
oM oM X X
X X X X X
X X X X X
X X X X X
X X X X X
X X ¥ ¥ X
X X X X X
A B 3
x X X X X
X X X X X
X X X X X
XX X X X X
X X X X X
X ¥ X X X
X X X ¥ X
L A A
oM oK X X
oM oM X X
X X X X X
X ¥ X X X
X X X X X
X X X X X
x X X X X
N OX M oKX
X X XK X X
X X X X
X X X X X
X X X X X
X ¥ X X X
X ¥ X ¥ X
N X ¥ ¥ X
x X X X X
LI S A A
oM oM X X
X X X X X
X ¥ X X X

X X X X X
X X X X X
X X X X X
X X X X X
¥ oM K oK X
x X X X X
X X X X X
X X X X X
X ¥ X X X
X X X X X
X ¥ X X X
X OX X ¥ X
oM K X X
oM oK X X
oM oM X X
X X X X X
X X X X X
X X X X X
x X X X X
x X X X X
L T A
oM oK X X
oM oM X X
X X X X X
XX X X X X
X ¥ X X X
X X ¥ ¥ X
N X X ¥ X

X X X X X

oM oK X X
oM oM X X
X X X X X
X X X X X
X X X X X
X X X X X
x X X X X
A A A 3
¥ oM K oK X
X X X X X
X X X X X

Visit our BLOG and discover more about
cybersecurity solutions & tools:

https://cqureacademy.com/blog

-

X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X X ¥ ¥ ¥ X X X

-
S8 X X X X XM oM oM oM oM XM M X X M X X ¥ M X ¥ N X ¥ M M ¥ ¥ X
Y

¥ OX ¥ ¥ XM oM oM oM ¥ ¥ ¥ N N ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ M K K N N

COURE ::

X X X X X

X X X X X

X ¥ X X X



¥ oM X X X M M M X

¥ ¥ ¥ ¥ X M M X N

X X X X X X X X X
X H X X X X X X X
X M X X X X X X X
B oX X XN X X M X X

X oK X X X M M X X

Thank you!

®oM oW oW M M M M M
Mo oW oW oM M M W W
WM oW oW oW M M W W
¥ oK X X M K oK K oM
X X X X X X XK X X
X X K X X X X XK X
¥ X X X oM oM oK X %
¥ oM oW oW N oM oM X X
X oM ¥ N N oM oM X X
¥ oM oM N N M M O X
¥ oK OH N N M M O X
¥ oK O® O® N N X O X
X oX ¥ X X ¥ X K M
¥ X X X X X M K X
X oX X XN X X M X X
¥ oM oM o®N M M M M M
®o®M oM oW M M oM M N
Mo oW oW oM M oM M M
¥ oK OH N N M M O X
WM oW oW W M M W W
oM oM OX O xK M oK K K
X X K X X X X KX X
X X X X X X X X X
¥ X oW oW oM oM oM X X
¥ oM ¥ oW N oM oM X X
¥ oM oM N N M M O X
¥ oK OH N N M M O X
¥ oK O® ON N M M O X
X oX ¥ x X ¥ X K M
¥ X X X X X M N N
oKX K X X X M X X
¥ oM oM oM N M oM M oM
¥ oM oM oM M M M M oM
Mo oW oW M M oM M M

¥ X X X X H XK X X

X X ® X X ® X X X

EE A
X X X X X X X X X
X X X X X X X X X

X X X X X X X X X

X oX X X X M M X X

¥ oM X X X M M M X

¥ oM X X X M M M X

¥ oM X N X M M X N

X K X X X X K X
¥ K K X X X K K X
X M X X X X X X X
X M XK X X X K X X

® o o® o® X X % oK X

X oK XK X X M ¥ KX X

X X X X X H ¥ X X

X X X X X ®K X X X

X X ¥ X X X X X X

X X X X X X X X X
X X X X X X X X X
X X X X X X X X X

X oX X X X M M X X

¥ oX X X X M M M X

X X X X X X X X X
X X X X X X X X X

oM X X X M M M X

¥ o¥ X X X M M M X

¥ oM X X X ¥ M M X



»
%

e
> -
Rt

®x M X X X

® M M M X

oM M M X

COURE

X K X
X K X
X X
® X X
® o® X
® o® X
® o® X
K oX X
K oX M
X K X
X X X
x x
x
x
x ‘ 4
¥ X e 4
X oK X - ::s:
¥ X X X X X X
% %X % » % X X
X X X X % @ ® oK X
X X X X % X X X
¥ X X X = ® X X
¥ X X X = ® oK X
X X X X % K oX X
X X X X X ®oX X
X X X X X X oK X
¥ X X X ¥ X M X
X X X X % X oK X
XXXXX x x
xxxxx (- +— »
xxxxx m n x
xxxxx e w e ®
xxxxx e m o
oM M M M c _| e X K X
X X X X “ n g L A
X X X X % ® oK M
X X X X % . . n e m m ® XK X
oM o® oH oM t o m ﬁMd I
¥ X X X H ® XK X
X X X X X omm d +— ®oX X
X X X X X e t omm an — R
X oK oM oK X e s c v % -.Dl.w R
X X X X a -- n X K X
XXXXX X X
,,,,, II et o 3 .
xxxxx = ()] N o© ®© *
xxxxx omm L 2 "
xxxxx t k x h om VA ﬁDd *
xxxxx E t W L] WJ ®
KKKKK ®
B f ._WJ — o &) LI
X oK oM o® o r o e - ) % m m X oK M
oM oM oW o P— D) - —+— (@) ® oM oM
XXXXX “ s o "“ m -w w % M X X
X X X X X .I f s Z A = O W o m X X X
X X X X X ® X X
X o® ¥ oM X c s .ﬂ S mu (L] G D muu w W oW N
X X X X X .I O y e . X X X
) D © 5 B
X XX K X s s y > m (- c @ m X o® X
X X X %X X “ | ] n C e O O (V) 7] X K %
xxxxx a - Dl . — U d X ® X
xxxxx a “ q a O M v g e m a LR
xxxxx omm “ — Ll c M (D] - w “ X X x
xxxxx e e “ C A R U C e ¥ oM oM
xxxxx A a oo 4 4 q b = X OH X
xxxxx I u h E E = YH— ) S = ® oK M
WM oM oM M -_— w w @ © o oM N
L A “ c d u R R O O qn) o c. LI
oM oM oMo U U — — — @ W LI A
X X X X o® U e n a Q Q m Flb w W P
X X X X = ® X X
X X X X X F T a DI c c M M O , w ® o® X
X X X X X ®oX X
X X X X X K oX X
X X X X % K oX M
X X X X X X X X
XXXXX X X X

xxxxx

xxxxx



¥ oM X X X M M M X

¥ ¥ ¥ ¥ X M M X N

¥ K OH O® N N X O N

X H X X X X X X X
X M X X X X X X X

¥ oK X X XM M M X X

Unleashing the Forensics

Skillset:

Techniques for Extraction
and Analysis of the Evidence

Paula Januszkiewicz

Azure Days, Warsaw, 121 of March 2026

¥ OK X N N X M K X
¥ oK X N ¥ X ¥ K X
¥ oM X X X K oM oM X
O T O I A
® oM O® oM oM K oW oM M
¥ oK K ¥ ¥ X K K X
X X K X X X X XK X
¥ K X X X X X K %
¥ X X X X X X X X
X X X X X X X X X
¥ X X X X X X X X
X K X X X X X X X
X K K X X X X M X
X oX ¥ X X ¥ X K M
¥ X X X X X M K X
X oK X N N K X K X
XK KON N X M K X
¥ OK KON N X M K X
¥ oM O® X X K oM oK X
X X X X X X X X X
® oM O® oM OH K oM M X
¥ oK K X ¥ X K K M
X X K X X X X KX X
X K X X X X X K X
¥ K X X X X X K X
¥ X X X X X X X X
X X X X X X X X X
X X X X X X X X X
X K K X X X X M X
X K OH X X X X M X
¥ X X X X X M N N
oKX K X X X M X X
XK X N N K M K X
¥ oK X N N X M K X
¥ oM KON X K oM oK X
¥ oM O® X X M oM oM X
¥ oM O® O X K oM M X
® oM O® oM oM oK oW oM M
X XK K X X X X KX X
X X K X X X X KX X
X K X X X X X K %
¥ X X X X X X X X
X X X X X X X X X
X X X X X X X X X
X K X X X X X X X
R TR S S S I
X M K X X X K X K
B X K X X X M X X

¥ oM X X M M M X X

¥ oK ¥ X XM M M K X

X oK XK X X M ¥ KX X

X X X X X H ¥ X X

X X X X X ®K X X X

X X ¥ X X X X X X

E A
X X X X X X X X X

X X X X X X X X X

X oX X X X M M X X

¥ oX X X X M M M X

X X X X X X X X X

X X X X X X X X X

oM X X X M M M X

¥ o¥ X X X M M M X

¥ oM X X X ¥ M M X
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b X K M X

I

= M oM K K oK K X ¥ X K X X X

I A

X oM oM oM oK oK oM oM XN XK M oKX KM K K M M K M K K KK

L A

I T T ¥ XK XK X XK X X
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Misconfiguration

Check for Legacy
Configuration or

H#2

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X X X
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X
L
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b
b
®
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x
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®
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Decommission of old solutions or their default settings

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ M ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X X X X X X X X X X X X ¥ X X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X

¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M X X X

B oX ¥ XN X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ M M M ¥ N N N ¥ ¥ X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N ¥ X X X X X X N N M M ¥ o¥ ¥ XN ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X
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Password Spray
Escalates

X X X X X X X X X
X X X X X X X X
X X X X X X X X X

HoOXTX X X X X X X X

A X X X X X X X X X X X X X X X X X X

j X X X X X X X X X

\

A X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X

LX OX X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X
/‘)EXXXXXVXXXXXXXXXXXXXXX

AYX X X X X X ¥

A
Al

X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X

\
b

X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X
X X X X X X X X X




File Actions Edit View Help
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¥ox oM X M X MK X X X M X ¥ M ¥ K ¥ X ¥ ¥ ¥ X ¥ X ¥ ¥ X ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ MK ¥ K ¥ ¥ X H X ¥ ¥ XK X X X H X ¥ K ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X ¥ ¥ ¥ ¥ X K oK K ¥ ¥ ¥ ¥ XN ¥ K K X ¥ ¥ X M ¥ K ¥ X

oM oM X oK oK oK X X XN XK M X K X M K MK MK K KX

LI

¥ K M XK X X X X X X XK X X X X M X X K X ¥ ¥ X M X X X X X K ¥ X X K K K K X K

oM oM X X oMK oM M M oK oK oK K K X XN X K XN K X K K KM

*

L

#3

Absence of Insight

Look for Persistence

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X X X

¥ oH X X M M X X M X X X M M M M X N X N M X ¥ ¥ M X X X M M M M K N X N N X ¥ X M X X X M K M M M M X M M X

B oX ¥ X X ¥ X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ M M M M N N N N ¥ X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N X



xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

Persistence Through Misconfiguration

© Key learning points:

®© The best approach is to avoid using a solution until
we know when it fails (time matters too)

®© Solution may have some 'backdoor weakness'

® Some antivirus solutions can be stopped by SDDL
modification for their services

®© Passwords are stored in various configuration
files/places

® Lack of monitoring adds up -> Golden Ticket etc.

©

Privilege Access Management not in place

®© Example: How to get access to the password
management portal?

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxx



® K K X X
® K K X X
¥ oK K R O
X K K oK oM
E A A
E A
E A
X M M M X
O
oM oK oM X
oM oM oM X

x X X X X

X X X X X
¥ X X X x
X X X X X
XX X X X X
X ¥ X X X
X X ¥ ¥ X
¥ OX X ¥ X
oM X X M
¥ X X X X
¥ X X X X
x ¥ X X X
X X X X X
X X X X X
X X ¥ ¥ X
x X X X X
X X X X X
X X X X X
x X X X X
X X X X x
XX X X X X
X X X X X
X ¥ X X X
¥ X X ¥ X
oM X X X
¥ OX X X X
¥ X X X X
x X X X X
X ¥ X X X
X X X X X
X X X X X
x X X X X
x X X X X
¥ oM K K X
X X X X X
X X X X x
X X X X X
X ¥ X X X
X ¥ X ¥ X
¥ X ¥ ¥ X
x X X X X
LI S A A
¥ X X X X
¥ X X X X

Persistence Used by Malware

© Key learning points:

)

)

© ©

© © © v O

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X ¥ ¥ ¥ xX X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X
!!XXKKKKXXXXKKKX!!XXKKKI}(XXXKKK.'K)IZ!!XXKKKI}(XXXKKK)IZX!XXKKKI}(XXXKKKXX!!XXKKKIXX:XKKKIX!l OIIRE

Persistence through Windows mechanisms (services, task
scheduler, etc.)

Autoruns / FRST are very helpful

Malware payload (e.g. PowerShell script) may be stored in the
reqistry

Malware as a debugger for other apps

Extension hijacking (e.g. *.txt files are opened with malware by
default)

DLL hijacking attacks

Callback on shutdown

Adding entries to Group Policy

WMI repository

Domain persistence, like AdminSDHolder, etc.

x
»
»
®
*

X X X X X

x X X X X

¥ oM K oK X

X X X X X

= X X X X

X X X X x

X ¥ X X X

X X X X X

X ¥ X X X

¥ OX X ¥ X

oM X M M

¥ OX X X X

x X X X X

X X X X X

X X X X X

X X X X X

x X X X X

x X X X X

oM X X M

¥ OX X X X

¥ X X X X

¥ X X X x

XX X X X X

X ¥ X X X

X X ¥ ¥ X

¥ X X ¥ X

B o¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ M M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ oM M N N N N X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K MK X X

oM X ¥ X

¥ X X X X

¥ X X X X

¥ X X X X

X X X X X

X X X X X

X X X X X

x X X X X

x X X X X

¥ oM K oK X

¥ X X X X

X X X X x

X X X X X

X X X X X

X ¥ X X X



X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X

XX X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X

X X X X X X X X X
X X X X X X X X X X

XX X X X X X X X X X
X x X X X X X X X X X
X X X X X X X X X X X

X X X X X X X X X X X X
¥oX X X X X X X X X X X

X X X X X X X X X X X X
X X X X X X X X X X X X
X X X X X X X X X X X X

X X X X X X X X X X X X X
C ITHCEN SR T BN 0N I SR TR PR

%‘KKXXXXXKXXX
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*
>
—~

X X X X X X X X X X X X X X X X
¥ X X X X X X X X X X X X X X

2t

-

X X X X X X X X X X X X X X ¥

X X X X X X X X X X

X X X X X X X X
X X X x X X x x§
X X X X X X X X%
X X X X X X X ¥

Demo
Persistence



¥ X X X
X X X X X
X X X X
¥ X X X
X X X X X
X X X X

o
X X
x X
o
k9

® K K X X
® K K X X
® O X O X
E I A
E A
X M M M X
O
X O MK M M
X oW oMK MK M
¥ oM K oK X
X X X XK X
E O A A
x X X X X
® X X X X
® K X X X
® K K X X
® O X X X
¥ X X X X
X OX X X X
E A A
E O A
X M M M X
I
® K K X X
X O® MK MK M
E A
E O A
ER O
® X X X X
® K X X X
® K X X X
® O K X X
® O X X X
E O A
E A
X M M M X
X oM M M X
X oMK MK M M
W oM oMK MK M
E A
E O A
® X X X X
® X X X X
® K X X X
® K K X X

x
x
»
»
kg

X X X X X
X ¥ X X X
X X X X X

®

H4
The Lack of Threat
Hunting Skills

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X X X
¥ X X X X ¥ ¥ ¥ ¥ X X X ¥ M ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ X X X X X X X ¥ ¥ ¥ X X X ¥ ¥ ¥ X XN XN X X X

B oX ¥ X X ¥ X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ M M M M N N N N ¥ X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N X

X X X X X

X X X X X

X X X X X

X X X X
X X X X X

x X X X X

X X X X X

X ¥ X X X

X X X X X

X ¥ X X X

X OX X ¥ X

X X X X X

¥ X X X
X X X X X

X X X X X

X X X X X

X X X X X

x X X X X

x X X X X

X X X X X

X X X X
X OX X X X

X X X X X

XX X X X X

X ¥ X X X

X X ¥ ¥ X

N X X ¥ X

¥ X X X X

X X X X
¥ OX X X X

X X X X X

X X X X X

X X X X X

X X X X X

x X X X X

H OX M X o

X X X X
X X X X X
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x X X X X

X X X X X

X X X X X

X ¥ X X X



X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X

XX X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X

X X X X X X X X X
X X X X X X X X X X

XX X X X X X X X X X
X x X X X X X X X X X
X X X X X X X X X X X

X X X X X X X X X X X X
¥oX X X X X X X X X X X

X X X X X X X X X X X X
X X X X X X X X X X X X
X X X X X X X X X X X X

X X X X X X X X X X X X X
C ITHCEN SR T BN 0N I SR TR PR

%‘KKXXXXXKXXX
-

*
>
—~

X X X X X X X X X X X X X X X X
¥ X X X X X X X X X X X X X X

2t

-

X X X X X X X X X X X X X X ¥

X X X X X X X X X X

X X X X X X X X
X X X x X X x x§
X X X X X X X X%
X X X X X X X ¥

Demo
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Recycle Bin  desktop.ini

Untitled3.ps1
R =
cert.txt tools.msc

Google
Chrome

a L

desktop.ini PuTTY
(64-bit)

Microsoft
Edge

= ® m O ¥

Logon Domain:
User Name:

IP Address:

Subnet Mask:

Default Gateway:

DNS Server:

W10

RACCOONS
jbond

(none)
10.1.1.100
(nong)
255.255.255.0
0.0.0.0
(none)
10.1.1.1

|
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oM oM X oK oK oK X X XN XK M X K X M K MK MK K KX

LI

¥ K M XK X X X X X X XK X X X X M X X K X ¥ ¥ X M X X X X X K ¥ X X K K K K X K

oM oM X X oMK oM M M oK oK oK K K X XN X K XN K X K K KM
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Response Readiness

Define Incident

#5

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X X X

¥ oH X X M M M X M X X X M M M M X N X N M X ¥ X M X X X M M M M M N X N N X ¥ K M X M X ¥ X M M M M X M M X

B oX ¥ X X ¥ X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ M M M M N N N N ¥ X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N X



HoX XM ¥ M X oM M M X M M M M ¥ M X N X N ¥ M X M X X X M ¥ M ¥ ¥ M X ¥ N X M X M X X XN X M ¥ M ¥ H ¥ N X M ¥ ¥ ¥ M X M X M M ¥ M ¥ H ¥ N N M X M X M X M XN ¥ X ¥ M K M X XN M X M M M M X X X M
HoX oM X oM X oM X X X XM XN oM oM ¥ M ¥ M ¥ N ¥ M X M X X X M ¥ M ¥ ¥ M XN ¥ N XN M X M X X N X M ¥ M ¥ M X M XN X ¥ ¥ ¥ M X M X X M ¥ M ¥ H ¥ N ¥ M ¥ ¥ X XK X XN XN ¥ ¥ ¥ M ¥ ¥ N N ¥ ¥ ¥ M X M X N X X
HoXE oM X M X M X X X X XM ¥ M o¥ K ¥ X ¥ N X M X X X ¥ X M X M ¥ oM X ¥ ¥ ¥ X M XN ¥ X X M X ¥ ¥ M ¥ M ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ X H M ¥ ¥ ¥ X ¥ M ¥ N ¥ M ¥ X X ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ ¥ ¥ XN ¥ X ¥ X X ¥ X XN
¥ox oM X M X X X X X XM M ¥ oM ¥ oK ¥ XK ¥ XN X X X X X ¥ X ¥ X M X M X ¥ ¥ ¥ X ¥ X ¥ X ¥ X X ¥ ¥ K ¥ K ¥ ¥ ¥ X X W X XK X ¥ X H M ¥ K ¥ K ¥ ¥ ¥ XN X XN ¥ X ¥ ¥ ¥ ¥ X ¥ K ¥ ¥ ¥ ¥ ¥ X ¥ XN ¥ X X ¥ X X
oX X X X X X X X X X X X X ¥ ¥ ¥ X X X X X X ¥ X X X X ¥ X ¥ X K ¥ ¥ X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X X X X X ¥ ¥ X X X ¥ ¥ K X ¥ ¥ X X X X ¥ X X X ¥ X X X ¥ ¥ ¥ ¥ X ¥ X X X X X X X X X
77 o/ _ More than 77% of organizations do not test their incident
o response plan.
5 4 d . Organizations with both an IR team and IR plan testing
ays identified breaches 54 days faster than those with neither.
The average time to investigate an incident is
2 6 1 da S > approximately 26.1 days, and the time to resolve incidents
. [ ] O ®
is an additional 17.1 days.
19% of companies highlight managing the complexities of
1 9 % > having too many tools as a significant challenge in their
digital forensics and incident response activities.
On average, SOC Team Members spend one-third of their
3 2 % > typical workday investigating/validating incidents that are
not a real threat.
Sources: IBM Security (2023), ThriveDX (2022), IDC (2023), Morning Consult (2023)
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X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X

XX X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X

X X X X X X X X X
X X X X X X X X X X

XX X X X X X X X X X
X x X X X X X X X X X
X X X X X X X X X X X

X X X X X X X X X X X X
¥oX X X X X X X X X X X

X X X X X X X X X X X X
X X X X X X X X X X X X
X X X X X X X X X X X X

X X X X X X X X X X X X X
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X X X X X X X X X X X X X X X X
¥ X X X X X X X X X X X X X X

2t

-

X X X X X X X X X X X X X X ¥

X X X X X X X X X X

X X X X X X X X
X X X x X X x x§
X X X X X X X X%
X X X X X X X ¥
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ident Ready

Inc



X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X

XX X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X

X X X X X X X X X
X X X X X X X X X X

XX X X X X X X X X X
X x X X X X X X X X X
X X X X X X X X X X X

X X X X X X X X X X X X
¥oX X X X X X X X X X X

X X X X X X X X X X X X
X X X X X X X X X X X X
X X X X X X X X X X X X

X X X X X X X X X X X X X
C ITHCEN SR T BN 0N I SR TR PR

%‘KKXXXXXKXXX
-

*
>
—~

X X X X X X X X X X X X X X X X
¥ X X X X X X X X X X X X X X

2t

-

X X X X X X X X X X X X X X ¥

X X X X X X X X X X

X X X X X X X X
X X X x X X x x§
X X X X X X X X%
X X X X X X X ¥

Demo
\ [cle



al S_]a =i on V — D

W10

Logon Domain: RACCOONS
’ Usar Name: jbond’
IP Address: (none)
10.1.1.100
Subnet Mask: (none) N
255.255.255.0
Default Gateway: 0.0.0.0
DNS Server: (none)
10.1.1.1
ools.msc
‘ E
Gooble . C O U | a
Chrome cun
desktop.ini PuTTY -
(64-bit) '
[
f r‘ '
(2] r'd
Microsoft e
Edge

— S

== ﬂ - 6 ! N @ %) POL E_}.




® K K X X
® K K X X
® O X O X
¥ X X X X
E A A
E I A
E A
X M M M X
O
X O MK M M
X oW oMK MK M
oM oM oMK oM
X X X XK X
E O A A
x X X X X
® X X X X
® K X X X
® K K X X
® O X X X
X X X X X
X X X X X
E A A
E O A
X M M M X
I
® K K X X
X O® MK MK M
A B 3
X X X XK X
E O A
ER O
® X X X X
® K X X X
® K X X X
® O K X X
® O X X X
¥ OX X X X
EE A A
E O A
E A
X M M M X
X oM M M X
X oMK MK M M
W oM oMK MK M
X X X X X
X X X XK X
E O A
® X X X X
® X X X X
® K X X X
® K K X X
X OH oMK MK M

ks
x
k.
b
x

oM oM X X
X X X X X

#6
Support Yourself with
Al

¥ X X X X ¥ ¥ ¥ ¥ X X X ¥ M ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ X X X X X X X ¥ ¥ ¥ X X X ¥ ¥ ¥ X XN XN X X X

K!XXKKKMMXXXXK!()()()t!XXKK)()()(XXXKK)(KKXXXKKKMMXXXXKKKKMXXXvi

X ¥ X X X

X X X X X

X X X X X

X X X X X

X X X X X

¥ oM K oK X
x X X X X

X X X X X

X X X X X

X ¥ X X X

X X X X X

X ¥ X X X

X OX X ¥ X

X X X X X
¥ OX X X X
X X X X X

X X X X X

X X X X X

X X X X X

x X X X X

x X X X X

X X X X X
¥ OX X X X
X oMK X X X

X X X X X

XX X X X X

X ¥ X X X

X X ¥ ¥ X

N X X ¥ X

X X X X X

¥ X X X X
X OX X X X

X X X X X

X X X X X

X X X X X

X X X X X

x X X X X

H OX M X o

¥ oM K oK X
x X X X X

X X X X X

X X X X X

X X X X X

X ¥ X X X



HoX XM X M X M M M X M M M M ¥ M X MN X M ¥ M ¥ M X X X M ¥ M ¥ ¥ M XK ¥ N ¥ M X M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ ¥ M X M X M M ¥ M ¥ H X N N M ¥ M X M X XN XN M X ¥ M K N X
HoX oM X oM X oM X XM X X XN oM oM ¥ M X M X N ¥ M X M X X X M ¥ M ¥ ¥ X XN M N ¥ M ¥ M X X XN X ¥ ¥ M ¥ M ¥ M N XN ¥ ¥ ¥ M X M X M M ¥ M ¥ M ¥ HN ¥ M ¥ M X XK X X XN ¥ X ¥ ¥ ¥ ¥ X
HoX M OX M X X X X X X X ¥ M o¥ K ¥ X ¥ N X M X X X ¥ X ¥ X M ¥ oM X ¥ ¥ ¥ X M X ¥ X X M X M ¥ M ¥ M ¥ M ¥ ¥ ¥ ¥ ¥ X X X X H XN ¥ ¥ ¥ X ¥ XN W XN ¥ M X X X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ X
¥oX oM X M X K X X X M M ¥ oM ¥ oK ¥ oK XK XN X XN X X X ¥ X ¥ X M X M X ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X X ¥ ¥ MK ¥ K ¥ ¥ ¥ X X X ¥ X X X X H M ¥ MK ¥ K ¥ X ¥ X ¥ X ¥ X X ¥ ¥ ¥ X M K ¥ X X
¥ ox oM oM X X X X X M M X X ¥ M K X X X ®X X X X XK X K X X M M X K K ¥ ¥ ¥ X X X X ¥ X M M M X X MK K K X X M X X X X K X X X X M X K K X X ¥ X X X X X X X ¥ X X X X ¥ X X

N OX X X

®

LA A
X X X X
¥ X X X X
X X X X X
X X X X X
X X X X X
x X X X X
X ¥ X X
A A A
X X X X
X X X x

*
*
»
x

How can you use a KQL Query to prove

or refute a hypothesis?

y writing custom KQL queries, cybersecurity professionals can
create targeted searches to identify specific threat indicators
and potentially stop attacks before they can cause significant

damage.
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How to create good KQL Queries?
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— Use time filters first

— Use 'has’ instead of ‘contains’

— Don't filter on a calculated column

—> Select the table with the fewest rows to be the first

one (left-most in query)
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What does Al bring to threat hunting
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Creates KQL queries
and combines them
with additional insights
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ChatGPT: The Power of Al

¥ K X X K KX X b

X X XK XK X ¥ X

x

oM X X X X

*

Built on GPT-4 architecture for superior language

- Advanced conversational Al by OpenAl
comprehension

-~ Understands complex queries
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tGPT and KQL can be used?

atGPT helps refine queries for non-experts
-~ KQL extracts precise data from large datasets
Their combined power enables accurate and efficient threat detection

- Automated threat detection using ChatGPT-guided KQL queries
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@ chat.openai.com/sh

Shared Chat « Default

please show me kql query for sentinel which will search for teamviewer on all devices

Certainly! In Azure Sentinel, you can use Kusto Query Language (KQL) to search for specific
data across your data sources. If you want to search for TeamViewer-related information on
all devices, you might need to have the relevant data source configured, such as Windows

Security Events or any other relevant logs. Here's a general example of a KQL query that you

could use as a starting point:

kql D Copy code

// Search for events related to TeamViewer on all devices

SecurityEvent

| where EventID == 4688 // This event ID corresponds to process creation eve
| where CommandLine contains "teamviewer"” // Adjust the keyword if needed

| project TimeGenerated, ComputerName, SubjectUserName, CommandLine

| order by TimeGenerated desc

Please note that the above query assumes that you have security event logs collected in
Azure Sentinel and that the EventID 4688 corresponds to process creation events on your
systems. You might need to adapt the query to match the specifics of your environment and

data sources.

Also, the keyword ~"teamviewex™ " in the ~CommandLine" filter is used as a simple example.
Depending on how TeamViewer appears in the logs, you might need to adjust this keyword

or use additional filters to narrow down the search.

Remember to refer to the documentation for Azure Sentinel and your data sources to ensure

you're using the correct event IDs, field names, and other specifics for your environment.

Continue this conversation
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