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What does CQURE do?

1. Consulting Services:

a) Extensive IT Security Audits and Penetration Tests

of all kinds,

b) Configuration Audit and Architecture,

c) Design Social Engineering Tests,

d) Advanced Troubleshooting and Debugging,

e) Emergency Response Services.

f)

2. R&D & CQLabs Tools & Hacks Publications.

•

3. Trainings & Seminars:

a) Offline (mainly via our partners worldwide),

b) Online



Get to know us better!

Scan the QR code or visit

https://cqu.re/adp

to get access to this presentation

and find out more about CQURE!

https://cqu.re/adp
https://cqureacademy.com/events/azureday-poland-2026/


The Impact of Cybercrime





$4.4M
is the global average 

cost of a data breach 

in 2025.

68%
of data breaches 

involved human error 

in 2025.

286 Days
that’s how long, 

on average, it took 

to identify and contain 

breaches involving 

stolen or compromised 

credentials.

>50%
of breached organizations 

are facing high levels 

of security staffing 

shortages.

Source: IBM (2025), Verizon (2025), Statista (2026)

Insightful Stats for 2026



43% 
of all cyberattacks are aimed 

at small businesses.

95%
of data breaches are 

financially motivated.

83%
of breaches involve 

external actors.

64% 
of organizations do not have 

a cyber security incident 

response plan.

Impactful Hacking Stats for 2026

Source: Verizon (2023); Accenture (2023), Kroll (2022)



Data Extraction and 
Analysis Techniques



Demo:
Extracting files from 
the memory dump



Reasons for 
low detection rates



#1 Understaffing

62% of organizations feel 
they don’t hire enough 
cybersecurity 
professionals. 

60% of organizations 
struggle to keep their
qualified cybersecurity 
staff.
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Source: ISACA 



#2 Alert fatigue

28% of alerts are 
never addressed.
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Source: IDC 



#3 No (or poor) IR plan

27% of all organizations don’t
have a plan for IR against data 
breaches.

Among those that have one, 
only 63% test it regularly.
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Source: Astra 



52% of 
organizations 
report sacrificing 
cybersecurity for 
speed-to-market. 

#4 Cutting on cybersecurity
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Source: PagerDuty



Proactive

Threat 
Hunting

Forensics

Reactive

vs



Where do we take data from?

External 

threat 

intelligence 

feeds

System 

alerts

Network 

logs
Other places



#1 Indicators of compromise / attack



#2 Intel feeds



#3 Vulnerability scan



Formulating a hypothesis



Effective Threat Hunting

Human 

Expertise

Threat 

Intelligence
Good Tools

Predefined 

Procedures

2nd step is to create a hypothesis about how the hacker could perform the attack.

Threat hunters look for information that indicates ongoing attacks in the system.



Memory & disk dumps

Processes 

Sessions

Network connections 

Drivers / Rootkits

Modules (DLLs etc.)

Injections (Shellcode etc.)

Persistance (Services etc.)

WMI and PowerShell activity 

Timeline 

Event Logs 

Dedicated logs 

Files that can be extracted

Searching for a Trace: Major Focus
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Searching for a Trace: Optional
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Threads 

Handles

Hidden Processes (ActiveProcessLinks)

Threads

Registry 

API Hooks

UserAssist

Shellbags

ShimCache

Alternate Data Streams

Profile anomalies (NTUSER)

Run dialog

Most Recently Used (MRU)

Management Console (MMC)

Remote Desktop connections

Prefetch files

Recent documents

Automatic Destinations (LNK)

Application Logs

Temporary Internet Files

Deleted files – recoverable from the disk

Hiberfil.sys

Memory dumps

NTFS Filesystem Analysis

Master File Table (MFT) Critical Areas

NTFS System Files

NTFS Metadata Attributes

$Logfile and $UsnJrnl

$StdInfo and $Filename

Timestamp Manipulation

Non-EXE files

Resident & Nonresident files

NTFS Structures

B-Tree Index

$I30 indexes



Demo:

Is Mimikatz deleted? 



Demo:

Spotting the Spray



Password Spraying

Attacker

Joe

Louise

Glenn

Ragnar

Dave

Jane

Raccoon25

July2016

Pa$$w0rd!

Raccoon25

Qwerty123

Company2025

!QAZ2wsX

Authentication System 

e.g. Active Directory





Password Spraying :: Detection
Failed Login Attempts:

Event ID 4625: Indicates a failed logon attempt.

Key fields to focus on:

Account Name: Look for multiple accounts with single failed logins.

Logon Type: Identifies the authentication type (e.g., 2 = Interactive, 3 = Network, 10 = 

RemoteInteractive).

Failure Reason: 0x18 (Bad Password) is a common error code in password spraying.

Account Lockouts:

Event ID 4740: Triggers when an account is locked out.

This can indicate repeated password spraying attempts that eventually lock accounts.

Successful Logons:

Event ID 4624: Monitor for successful logons that occur shortly after multiple failed logons. 

This could indicate the attacker guessed a valid password.



$Events = Get-WinEvent -FilterHashtable @{LogName='Security';ID=4625} -
ErrorAction SilentlyContinue

$Threshold = 10 # Adjust for sensitivity

$Results = $Events | Group-Object {$_.Properties[5].Value} | Where-Object
{$_.Count -ge $Threshold}

foreach ($Result in $Results) {

Write-Output "Potential Password Spraying Detected for IP: $($Result.Name)
- Failed Attempts: $($Result.Count)"

}

Password Spraying :: Detection Example



USN Journal



USN Journal
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Types of records stored:

• Creations

• Modifications

• Deletions

• Renames

Information contained in the USN records

USN Journal helps to establish a timeline 

and analyze it

• Timestamp

• Filename

• Attribute

• Reason



Demo: 
Data extraction and 
analysis with USN 
Journal



Windows Prefetch



Windows Prefetch
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Prefetch file:

Questions Prefetch can answer:

Name of the 
executable

8-character hash of 
the location where it 

was run

• What was run?

• When was it run?

• How many times?

• What DLLs were loaded?

NOTEPAD.EXE-D8513F98.pf



Demo: 
Digital treasure hunt 
with Windows 
Prefetch



Services



Services

Store configuration in the registry

• Always need some identity to run the executable! 

Local Security Authority (LSA) Secrets

• Must be stored locally, especially when domain credentials are used

• Can be accessed when we impersonate to Local System 

Their accounts should be monitored 

• If you cannot use gMSA, MSA, use subscription for svc_ accounts (naming convention)

Conclusion: Think twice before using an Administrative account; use gMSA.



Demo:
Service Forensics
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Cached Logons



Cached Logons: It used to be like this…
Windows 2003 / XP 

The encryption algorithm is RC4. 

The hash used to verify authentication is calculated as follows: 

DCC1 = MD4(MD4(Unicode(password)) . 

LowerUnicode(username)) 

is 

DCC1 = MD4(hashNTLM . LowerUnicode(username)) 

Usage in the attack

Before the attacks facilitated by pass-the-hash, we can only 

rejoice in the "salting" by the username. 

There are a number of pre-computed tables for users as 

administrators facilitating attacks on these hashes.
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Windows Vista / 2008 +

The encryption algorithm is AES128. 

The hash used to verify authentication is calculated as 

follows: 

MSDCC2 = PBKDF2(HMAC-SHA1, Iterations, DCC1, 

LowerUnicode(username)) 

with DCC 1 calculated in the same way as for 2003 / XP.

There is actually not much of a difference with XP / 2003!

No additional salting. 

PBKDF2 introduced a new variable: the number of iterations 

SHA1 with the same salt as before (username). 

Usage in the attack

Sysmon stores a hash base

Cached Logons



MSDCC2

1. bootkey: classes from HKLM\SYSTEM\CCS\Control\Lsa + [class names for: 

Data, GBG, JD, Skew1] (+arrays’ permutations) int[] 

permutationBootKey = new int[] { 0x8, 0x5, 0x4, 0x2, 0xb, 0x9, 0xd, 

0x3, 0x0, 0x6, 0x1, 0xc, 0xe, 0xa, 0xf, 0x7 }; 

2. PolEKList: HKLM\SECURITY\Policy\PolEKList [default value] 

3. lsakey: AES_DECRYPT(key, data) -> AES(bootkey, PolEKList) 

4. NL$KM secret: HKLM\SECURITY\Policy\Secrets\NL$KM 

5. nlkm_decrypted: AES_DECRYPT(lsakey, NL$KM secret)

6. Cache_Entry{id} -> HKLM\SECURITY\Cache\NL${id} 

7. cache_entry_decrypted -> AES_DECRYPT(nlkm_decrypted, Cache_Entry{id})

Getting the: Cached data

46



Encrypted Cached Credentials

DK = PBKDF2(PRF, Password, Salt, c, dkLen)

Microsoft’s implementation: MSDCC2=

PBKDF2(HMAC-SHA1, DCC1, username, 10240, 16) 

Encrypted Cached Credentials:

Legend



Cached Logons: Iterations

The number of iterations in PBKDF2 is 
configurable through the registry: 

HKEY_LOCAL_MACHINE\SECURITY\Cach
e DWORD (32) NL$IterationCount

If the number is smaller than 10240, it is 
a multiplier by 1024 (20, therefore, gives 
20480 iterations)

If the number is greater than 10240, it is 
the number of iterations (rounded to 
1024) 

48



Demo: 
Extracting Cached 
Logons



DPAPI Blobs



Classic Data Protection API
Based on the following components:

Password, data blob, entropy

Is not prone to password resets! 

Protects from outsiders when being in offline access 

Effectively protects users data

Stores the password history

You need to be able to get access to some of your passwords 
from the past

Conclusion: OS greatly helps us to protect secrets



Getting the: Classic DPAPI Secrets 

DPAPI (classic)

A. MasterKey

1. pwdhash = MD4(password) or SHA1(password) 

2. pwdhash_key = HMACSHA1(pwdhash, user_sid) 

3. PBKDF2(…, pwdhash_key,…), another elements from the file. Windows 10 no domain: 

HA512, AES-256, 8000 rounds

4. Control – HMACSHA512

B. CREDHIST 

1. pwdhash = MD4(password) or SHA1(password) 

2. pwdhash_key = HMACSHA1(pwdhash, user_sid) 

3. PBKDF2(…, pwdhash_key,…), another elements from the file. Windows 10 no domain: 

SHA512, AES-256, 8000 rounds

4. Control – HMACSHA512

C. DPAPI blob Algorithms are written in the blob itself.

52



Demo:
Extracting DPAPI 
Secrets



Demo:
What about KeePass? 



DPAPI in pictures. Example: KeePass ProtectedUserKey.bin

The master password for KeePass files 

encrypted & stored as cipherText (80 bytes)
DPAPI blob: Legend

55



Demo:
What about RDP 
Connections? 



Summary: what to learn?

57

• First and foremost, prevent unwanted 
programs from running. 

• Block file writes to unusual places, if 
possible, such as public user profile in 
Windows. 

• Reduce privileges so more advanced 
persistence techniques would fail due to 
missing privileges.

• File system permissions should be checked 
regularly and be as restricted as possible.

• Lock down configuration files (read-only) 
and put ACLs on specific registry keys.



Get to know us better!

Scan the QR code or visit

https://cqu.re/adp

to get access to this presentation

and find out more about CQURE!

https://cqu.re/adp
https://cqureacademy.com/events/azureday-poland-2026/


DOWNLOAD THE TOOLS

https://resources.cqureacademy.com/tools/

Username: student

Password: CQUREAcademy#123!

https://resources.cqureacademy.com/tools/


Visit our BLOG and discover more about 
cybersecurity solutions & tools:

https://cqureacademy.com/blog



Thank you! 
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#2
Check for Legacy 
Configuration or 
Misconfiguration



Key learning points:

Certificate Services are often misconfigured:

Default certificate request website should 

be removed

Review of templates and template 

permissions

Regular audits of identity services (Active 

Directory etc.) are necessary

SQL issues – TDS provides by default a lack of 

encryption

ODBC Driver – check if it has a secure 

networking layer built into it

Decommission of old solutions or their default settings



Demo:

Password Spray 
Escalates



Demo:

Persistence



#3
Absence of Insight: 
Look for Persistence



Key learning points:

The best approach is to avoid using a solution until 

we know when it fails (time matters too)

Solution may have some ‘backdoor weakness’ 

Some antivirus solutions can be stopped by SDDL 

modification for their services

Passwords are stored in various configuration 

files/places

Lack of monitoring adds up -> Golden Ticket etc.

Privilege Access Management not in place

Example: How to get access to the password 

management portal?

Persistence Through Misconfiguration



Key learning points:
Persistence through Windows mechanisms (services, task 

scheduler, etc.)

Autoruns / FRST are very helpful

Malware payload (e.g. PowerShell script) may be stored in the 

registry 

Malware as a debugger for other apps

Extension hijacking (e.g. *.txt files are opened with malware by 

default)

DLL hijacking attacks

Callback on shutdown

Adding entries to Group Policy

WMI repository

Domain persistence, like AdminSDHolder, etc.

Persistence Used by Malware



Demo:

Persistence



#4
The Lack of Threat 
Hunting Skills



Demo:

dfsCoerce



Demo:

dfsCoerce



#5
Define Incident 
Response Readiness



54 days

More than 77% of organizations do not test their incident 

response plan.

Sources: IBM Security (2023), ThriveDX (2022), IDC (2023), Morning Consult (2023) 

26.1 days

Organizations with both an IR team and IR plan testing 

identified breaches 54 days faster than those with neither.

19%

The average time to investigate an incident is 

approximately 26.1 days, and the time to resolve incidents 

is an additional 17.1 days.

32%
On average, SOC Team Members spend one-third of their 

typical workday investigating/validating incidents that are 

not a real threat.

77%

19% of companies highlight managing the complexities of 

having too many tools as a significant challenge in their 

digital forensics and incident response activities.



Demo:

Incident Ready?



Demo:

NGC



Demo:



#6
Support Yourself with 
AI



How can you use a KQL Query to prove 
or refute a hypothesis?

By writing custom KQL queries, cybersecurity professionals can 
create targeted searches to identify specific threat indicators
and potentially stop attacks before they can cause significant 

damage.



Use time filters first

Use ‘has’ instead of ‘contains’

Don't filter on a calculated column

Select the table with the fewest rows to be the first 

one (left-most in query)

How to create good KQL Queries?



Speeds up hypothesis 

verification

Offers support in 

information 

enrichment

Creates KQL queries 

and combines them 

with additional insights

Allows for automation 

and faster response

What does AI bring to threat hunting?



ChatGPT: The Power of AI

Advanced conversational AI by OpenAI

Understands complex queries

Built on GPT-4 architecture for superior language 

comprehension



How ChatGPT and KQL can be used?

ChatGPT helps refine queries for non-experts

KQL extracts precise data from large datasets

Their combined power enables accurate and efficient threat detection

Automated threat detection using ChatGPT-guided KQL queries



Demo:

ChatGPT + KQL



Demo:
ChatGPT + KQL
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