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Breaking Trust:
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CQURE: CEO, Cybersecurity Expert, Penetration Tester
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Microsoft MVP on Cloud and Datacenter Management
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What does COURE do?

1. Consulting Services:
a) Extensive IT Security Aud

b) Configuration Audit and Architecture

c) Design Social Engineering Tests

d) Advanced Troubleshooting and Debugging
e) Emergency Response Services

2. R&D & CQlLabs Tools & Hacks Publications.

3. Trainings & Seminars:

a) Offline (mainly via our partners worldwide)
b) Online (you will hear more about it at the end of this

webinar, so stay with us!)
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To ensure good quality of your experience:

1. If you have problems with watching the webinar, try re-logging into Zoom session.

2. It the streaming on Zoom breaks for any reason, please observe the chat for news from
our Team — we should be back shortly.

3. If there is a connection or software problem, please check your email inbox for
Instructions.

4. Should the problems persist, please let us know in the comment section or via email —
info@cqureacademy.com.

5. We will be answering your questions at the end of the webinar during the Q&A session,
so write them down in the chat!

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
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1. A presentation and technical demos from our Experts

2. Tips on how you can learn with us

3.

Live Q&A!

4. You will get access to the tools we will be using here!
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Time for the challenge!

Which key is used in a Public Key
nfrastructure to prove that a
message or data packet is sent
from the sender and has not been
modified in transit?

To answer, scan the QR or go to:

https://cqureacademy.com/webinar25/
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Q&A

Time to ask your questions
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CVE-2025-33073 :: Narrative

Windows S
Released: J

More details:
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2025-

33073

GitHub - mverschu/CVE-2025-330/3

MB Client Elevation of Privilege Vulnerability
un 10, 2025
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xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

CVE-2025-33073 :: Attack Vectors

Way No 1.

To add DNS record, which indicates our machine -> listening with impacked
and performing a relay (PetitPotam or PrinterBug) to this machine with
special DNS — authentication to “ourselves” + dumping SAM

Way No 2:

Starting responder with lImnr poisoning -> listening with impacked and
performing a relay to vulnerable machine -> Coercer attack with point a
concrete DNS that does not exist, but LLMNR poisoning can indicate that it
supposed to go to us —relay + dumping SAM Relay

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxx



CVE-2025-33073

Prep. by Krystian Tyton

A X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X

4

X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X
X X X X X X X X

X X X X X X X X X X X
X X X X X X X X X X
x ¥ X X X X X X X

x X X X X X X x
Xix X X X X X X X
X X X X X X X X X

>

x

o

X X X X ¥UiR.X
X X X X A X X XX

xdx X x X X X X

x
)

X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X
THKOX X X X ¥ X X X X X X X X X X X X X X %

X X X X X X X X X X X X X X X %X ¥ X X X X X

% % X RN R KX D K MW W I

$ X X R X K KR KA N R RIN MR R IRENTR R

X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X



X X X X X X
X X X X X X X X X X X X

X X X X X X X X X X X X X
X X X X X X X X X

X X X X X X X X X X X
X X X X X X X X X X
X X X X X X X X X X

X oX X X X X X X X X X

X X X X X X X X X X X
X X X X X X X %X X X X
X X X X X X X X X X X

X X X X >

x OX X X X X X X X X X X
XK R R KKK KK KKK

e
—

-

-

X X X X X X X X X X X X X
X X X X X X X X X X X X

X X X X X X X X X X X X X X X
X X X X X X X X X X %X %X X X %
50 3T TR R RN
X X X X K KKK KRR K X KX

X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X ’
X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X ¥

X X X X X X X X X X X X ¥

X X X X X X X X X X

X X X X X X X x4

X X X X X X X X
X X X X X X X X

X X X X X X X x

ing?

What about bad

plann
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HoX oM X M X M X XM X X X oM M ¥ M X M ¥ N ¥ M ¥ M X X X XN ¥ M ¥ M X M ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ H X ¥ ¥ ¥ ¥ XK X H X M X M M ¥ M X M N ¥ M M X M X N X ¥ X M ¥ M X M ¥ ¥ ¥ ¥ ¥ M X X X X ¥ ¥
HoXE oM OX M X X X X X X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ N ¥ M ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X ¥ ¥ M ¥ K ¥ M X ¥ ¥ M ¥ X X X X M X ¥ ¥ ¥ ¥ ¥ ¥ W XN ¥ X X M X XN ¥ ¥ ¥ M ¥ M ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X X X ¥ ¥
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Pla“nlng a CA-infrastructure

Planni d defini 80% of a PK ject

. - d / t t- . |It | d t .
| . . . |

imit A to the CA-syst
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X x X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ‘ Ql |RE X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X

X X X X X

x

X ¥ X X X



HoX XM X XM X M M M X M M M M ¥ M ¥ N ¥ N ¥ M X M X X X M ¥ M M ¥ M X N N X M X M X X X X
HoX oM X oM X oM X X X X XN oM oM ¥ M ¥ M ¥ N ¥ M X X X X X M X M ¥ ¥ X X ¥ XN XN M X M X X XN X
HoX oM OX M X M X X X X X ¥ M o¥ K ¥ X ¥ N X M X X X ¥ X ¥ X M ¥ ¥ X ¥ ¥ ¥ X ¥ XN ¥ X X X X
¥oX oM X M X X X X X X M ¥ oM ¥ oK ¥ XK ¥ X X X X X X ¥ X ¥ X M X M X ¥ X ¥ X ¥ X K X ¥ X X
®oX oM oM oM oM oM oK oM oK oM oM oM oM oM oM oK X X N oM oM oM oKX oM oK M oM oM oM oM oM oK MoK N oK M oM K M K K XN

X X X X

X X X X X
x X X X X
x X X X X
X X X X X
X X ¥ X X
X OX ¥ X X
X KoK X
X X oK X
R
X oH K oK X
X KoK K X
X X X ® X
X X ® ® X
X X X K X
X KoK X
WoW oK o
X X X X
X X X X
X X X X X
X X X X X
X X X X X

x
x
b3
x
x
x
s

Planning a CA-infrastructure

Creating a multi-tier CA-infrastructure is common

An offline CA is always OFFLINE!

¥ X ¥ X X

¥ ¥ ¥ X
E A A A
X X X X
X X X X
x X X X X
X X X X X
X X X X X
x X X X X
x X X X X
H OX X M
LA A
X X X X
X X X x
X X X X X
X ¥ X X X
¥ X X ¥ X
¥ X X ¥ X

®
®
®
®
®
®
®
x

/ good practice.

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

x

X X X X X X X X X X X X X X X X X X X X X

x

x

x

X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X

N OX X X

®

oM KoM
X X X X
X X X X
X X X X X
X X X X X
X X X X X
X X X X X
X ¥ X X
X X X X
X OX X X
x X X X
X OX X X X
x OX X X X

*
*
»
x

CQURE ::::

X ¥ X X X



¥ ¥ X X X
¥ ¥ ¥ X
¥ X X X
M OX X X
X X X X

x X X X X

x X X X X

X X X X X

X X X X X

X X X X X
X ¥ X X
X X X X
X X X x

x
®
®
®
*
*
»

X X X x
X X X X x
X ¥ X X X
¥ ¥ X X X
¥ X ¥ ¥ X
¥ OX X ¥ X

H OX X M

X X X X
¥ X X X X
x ¥ X X X
x X X X X

x
®
®

X X X X X

¥ X ¥ ¥ X

X K o® X X
X oK oKX X X
X X X X X
x X X X X
X X X X X
x X X X X
X X X X X
X X ¥ X X
oM M M X

¥ oM X MW

ETE

R
X KoK K X
X X oK X X
X X X X X
X K X X X
X K X X X

X KoK X

®
®
®
*

X X X

X X X X

X X X X

X X X X X
X X X X X
X X ¥ X X
X OX ¥ X X
X KoK X

X X X

R

X oH K oK X
X KoK K X
X X X X X
X X ® ® X
X K X X X
X KoK X
WoW oK o

X X X X

X X X X

X X X X X
X X X X X
X X X X X
X X ¥ X X
¥ X ¥
HOX X
T
I

X K X K X
X X X K X
X X X X X
X K X X X
X K X X X
oM X

E I

R

X X X X

X X X X X
X X X X X
X X ¥ X X
X OX ¥ M X

»
x
*
*
®
*
*
»
x
®
®
®
®
®
®
®
x

N OX X X

®

L A
X X X X
X X X X
X X X X X
x X X X X
X X X X X
X X X X X
X ¥ X X
X X X X
X OX X X
x X X X
X OX X X X
x OX X X X

*
*
»
x

Design / Default (weal ciphers / auditing)

CA-Certificates:

ertificate

Certification Path

Value

lgarithm shalR5A
sh algorithm shal

Subject

VWEBI
Sonntag, 25

Samstag,

T Y T

Puihlir

X X X X X X X X X X X X X
X X X X X X X X X X X X X

X X X X X X X X X X X X X

S s W '

¥ I T
[ L S Py | I A

W= 1
L |

X X X X X X X X X X
X X X X X X X X X X

X X X X X X X X X X X

No Auditing:

WEBINAR-ROOTCA

Extensions 5 : e Managers
( Exit Module

Agents

you must enable the “Audit ob

Events to audi:

[ Back up and

| Change CA corfiguration

ue and manage certif
and publish
Store and retri

art and s

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X

x

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

CQURE ::::

X ¥ X X X



HoX XM ¥ M X oM X M X M M M M ¥ M ¥ M XN M ¥ M ¥ M X XN X X ¥ M ¥ M M K N N X ¥ ¥ M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ X M X M X M M ¥ M ¥ M X N N X M M X M X XM ¥ X X M ¥ H X N ¥ M X M M M X M XN N M ¥ M ¥ X

HoX oM X oM X oM X XM X X X M M ¥ M ¥ M ¥ N ¥ M ¥ M X XN X XN ¥ M ¥ M X XN ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ HN XN ¥ ¥ M ¥ X X H X M ¥ ¥ M ¥ M X N N ¥ M M X M X N ¥ ¥ ¥ M ¥ M X M ¥ ¥ ¥ M ¥ M X XN XN X ¥ ¥ M ¥ X

HoX oM OX M OX X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X M ¥ M ¥ K ¥ M X H ¥ ¥ ¥ X X X X H ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ M X X X ¥ ¥ ¥ ¥ ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X M X ¥ ¥ X ¥ ¥ MK ¥ X

¥ox oM X M X MK X X X M X ¥ M ¥ K ¥ X ¥ ¥ ¥ X ¥ X ¥ ¥ X ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ MK ¥ K ¥ ¥ X H X ¥ ¥ XK X X X H X ¥ K ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X ¥ ¥ ¥ ¥ X K oK K ¥ ¥ ¥ ¥ XN ¥ K K X ¥ ¥ X M ¥ K ¥ X

b X K M X

X X K X X X

X X K X X X X X M X K K X X ¥ X K X X X

=

¥ K K X X X

Windows-Components

¥ X MK X X X X X b

¥ M X K K K X

X X XK X KX X

*

¥ K MK X X X

X X X X X X X

*

oM X

of a CA-infrastructure

One or more Certification Authorities

Revocation-Server (CRL and/or OCSP)

Proxy (CEP / CES)

Management-Server (with enrollment-Tools)

Group Policies

Backup

Agents on CA-Servers

X X X X X

X X X X X

X X X X X

COURE

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X ¥X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X



X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ X X X ¥ ¥ X X XK X X X XN M M M M X X X X ¥ ¥ ¥ X X X X X X ¥ ¥ ¥ X X X X X X X X X
X X X X X ¥ ¥ X X X X X ¥ ¥ ¥ ¥ X X X X X X K X X X X X X H K ¥ KX X X X X XK ¥ ¥ X X X X X XK ¥ ¥ X X X X X X X XK X
X X X X X ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ ¥ X x®X X X X HX K XK X x®X X X X M H K K K XK XK XK XK ¥ ¥ X X X X X XK ¥ K X X X X X X K K X
B X X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ K X X X xX X X X X X x X X X XK K K K K K K X ¥ ¥ ¥ K ¥ X X X X K K X X X X H X X X X
KoK oM oxK oM oxX M oxX M oKX oM oM M oM oM oK oM oK K M M oM oM oM oKX M oK oM M oM oK oM K oM oK M oM N XK M oK M oM M oM M oM oM oK K oK K oM oK M K M
Hey Racoons? Some
~ ?
IONS? ;|
quest 2:)
e ——
P
‘..
>
‘Q

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X xX X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X

X X X X X

X X X X X

X X X X
X X X X X

x X X X X

X X X X X

X ¥ X X X

X X X X X

X ¥ X X X

X OX X ¥ X

X X X X
¥ X X X
X X X X X

®

X X X X X

X X X X X

X X X X X

x X X X X

x X X X X

X X X X X

X X X X
X OX X X X

X X X X X

XX X X X X

X ¥ X X X

X X ¥ ¥ X

N X X ¥ X

¥ X X X X

X X X X
¥ OX X X X

X X X X X

X X X X X

X X X X X

X X X X X

x X X X X

H OX M X o

X X X X
X X X X X

*

x X X X X

X X X

X X X X X

X X X X X

X ¥ X X X



- K & =
L
RN E

= K =X
XK ==

X ¥ ¥ X X

N X X ¥ X

XK E =

X X X X X
X X X X X
X X X X X
X X X X X

X ¥ X X X
X X X X X

#2. Insecure
Configuration

HEEE
R OE N
XX xx
X = =

EE NN
EE X N
]
=
=
£

X X X X X
X X X X X
X X X X X

X X X X X

x

X X X X X

oM M oMK o®

R ==

X

oM oM oMK oM
x X X X X
X X X X X

x X X
x X X
X X X

HE R = N
L
L
]

X X X X X

XX X X X X

X ¥ X X X

x

MoM oM oM oM oM oM oM oM N N N M M oM oM X N N XN X X M M N N N N N oM oM oM oM N M N N N XN XN M M N N N X M M M M N N N X X X XXM N M oN oM M M M M
MoM oM oM M M oM oM oM ON N N X M oM X X XN X X X X M X XN XN XN X X X oM oM oM oM M N N N X X X X X X X X X O H X X X X X X X X X X H X X M M M M X
HWoM oM oM M M M M oM ON N N X oM oM X X X X X X X X X X XN XN X X X ¥ oM oM oM M M X X X X X X N X X X X X ¥ ¥ X X X X X X X M M M M M M M M M X
¥oX oM X M X XK X ¥ X M X ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X ¥ X ¥ ¥ ¥ ¥ ¥ K ¥ K ¥ ¥ ¥ ¥ ¥ ¥ ¥ K X ¥ ¥ H M ¥ K ¥ K ¥ ¥ H X ¥ M ¥ X X ¥ ¥ ¥ X M K K X X
X oX ¥ X X X X X X XM ¥ X X X K MK X X ¥ X X X M K X ¥ X XK M X M K X ¥ X X X X X ¥ X X X M X X K K K K X X X X X XK X X X ®x X X X K K X X
BoE oM oM oMM NN KKK N N NN

£ M M M N M NN MNNKKNKNMNENENKNR

o oM oM oMM NMNKEENNNN

W N M ON N NN M N KKK N NNXX

® X N M

M NN

® N N M

X NN N

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

HodoE oNE KR N

X X X X X

ERE A A
¥ OX X X X X X X
¥ oKX XK oK oK X X X
X X X X K X X X
X X M K X X X X
R OK R OE oM ON X NN
HEHEXHNMNMNIKKNNK
K E X B HE M ¥ M K
N R OB N OM N N NN
oK oE M oM oM M N XN X
HOHN N MM MMNNMNN
B oK B =5 8 ¥ ¥ ¥ ¥ K
oK oE MO N N NN X

COURE

X X X X X
x X X X X
x X X X X

NN NN NE N
BN N NN NRK N
BN oM NN ON K N
BN N OKNN NN
NN N NN NN N
HHNNNNNN
H N ¥ XX ¥ B ¥

X X X X X
X X X X X
X ¥ X X X

XK OHX
"R E]

HE NN
H N ¥ N

X X X X X
X X X X X
X X X X X



¥ ¥ ¥ X
¥ X X X

X X X
X X X X
X X X X
X ¥ X X
X X X X
X X X x
X X X x
¥ X ¥ X
H OX X M
X X X X
X X X X
¥ X X X
X ¥ X X
X X X X
X X X x
¥ X ¥ X
M X ¥ X

E I
X X X X
X X X X
X ¥ X X

¥ ¥ X X X
*
x X X X X
X X X X X
X X X X X
X X X X X
X X X X x
X ¥ X X X
¥ ¥ X X X
¥ X ¥ ¥ X
x ¥ X X X
x X X X X
X X X X X
¥ X ¥ ¥ X
X X X X x
XX X X X X
¥ ¥ X X X
¥ X ¥ ¥ X
»
x X X X X
X X X X X
X X X X X
x X X X X

x
x
o
»
x
x
x
x
4
x
x
b3
»
x
x
x
x
x
x
b4
»
x
x

X X X

X X X x
X X X x
X ¥ X X

E
X X X X
X X X X
X X X X

X X X
X X X X
X X X x
¥ ¥ ¥ X
E A A A

X X X
X X X X
H OX X M

L A 3
X X X X
X X X x
N OX X X

L A
X X X X
X X X X
X ¥ X X

E
X X X X
X X X x

X X X X X
X ¥ X X X
¥ ¥ X ¥ X
¥ X ¥ ¥ X
x X X X X
x X X X X
X X X X X
X X X X X
*
X X X X x
X ¥ X X X
X X X X X
¥ X ¥ X X
»
x X X X X
X X X X X
X X X X X
X X X X X
x X X X X
X X X X X
X ¥ X X X
¥ X X ¥ X
¥ X X ¥ X
X X X X X
x X X X X
X X X X X
X X X X X
*
X X X X X
X ¥ X X X

»
x
*
*
®
»
*
*
»
x
®
®
®
®
®
®
®
x
®
®
®
»
*
*
»
x

Insecure Configuration (security

Missing Hardening:

&

Prasa Cirt s Al + Dudets f0 undack.

NO permission delegation:

ion View Help

Active Directory Sites and Services [Webinar-DC.intran|| Name Type Description
Sites
Services

AlA Container
| CDP Container
| Certificate T... Container

Certification... Container

AuthN Policy Configuration
Claims Configuration

Group Key Distribution Service
Microsoft SPP

MsmgServices Public Key Services Properti

Enroliment S... Container

NetServices

Public Key Services General Object Secu Attribute Editor

RRAS Group or user names:
Shadow Principal Configuration 82 Athenticated Users
Windows NT g8 SYSTEM

FTA0RAPKI (INTRANET\ORAPKI)

82 Domain Admins (INTRANET\Domain Admins)

2 Enterprise Admins (INTRANET\Enterprise Admins)

Remove

Pemissions for 0RAPKI

Full control
Read

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ‘ Ql |RE X X X X
X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

x

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X ¥ X X X



¥ ¥ X X X

¥ X X ¥ X

¥ OX X X X

oM OX X X
¥ X X X X
x X X X X
x X X X X
X X X X X
X X X X X
X X X X X
x X X X X
x X X X X
X X X X X
®x X X X X
X X X X x
X ¥ X X X
¥ ¥ X X X
¥ X ¥ ¥ X
¥ OX X ¥ X
oM X X M
¥ X X X X
¥ X X X X
x ¥ X X X
x X X X X
X X X X X
¥ X ¥ ¥ X
x X X X X
X X X X X
X X X X X
x X X X X
X X X X x
XX X X X X
¥ ¥ X X X
¥ X ¥ ¥ X

¥ X X ¥ X

oM X X X

oMK oK oK oK

¥ X X X X

x X X X X

x X X X X

X X X X X

X X X X X

x X X X X

x X X X X

¥ oM K K X

X X X X X

X X X X X
X X X X X

X ¥ X X X

¥ ¥ X ¥ X
¥ X ¥ ¥ X
x X X X X
¥ X X X X
¥ X X X X
¥ X X X X
x X X X X
x X X X X
X X X X X
X X X X X
x X X X X
oM oK oK X
X X X X X
= X X X X
X X X X x
X ¥ X X X
X X X X X
¥ X ¥ X X
¥ OX X ¥ X
oM X M M

oMK K oK oK

Insecure Configuration (defaults

Missing CAPolicy:

[BasicConstraintsExtension]
PathLength=1
Critical=Yes

[Strings]
szOID NAME_CONSTRAINTS = "2.5.29.30"
[Extensions]

Critical = %szOID NAME_CONSTRAINTSY%
%szOID NAME CONSTRAINTS% = "{text}"
_continue_ = "SubTree=Include&"
_continue_ = "DNS = .pki.lab.de&"
_continue_
_continue_
_continue_

"SubTree=Exclude&"
"DNS = *.pki.lab.de&"

"DIRECTORYNAME = CN=pki.lab.de&"

Default installation:

File

Action
Mame

| Certificates
| Pending Requests
| Failed Requests

| Certificate Terplates

rdinate Certification Authority

inistrator

x X X X X

x X X X X

X X X X X

X X X X X

X X X X X

x X X X X

oM oM O X
oMK K oK X
XK K oK X
x X X X X
X X X X X
X X X X X
X X ¥ X X

J certsrv - [Certification Authority (LocalWEBINAR-SUBCA-CA\Certificate Templates]

Intended Purpose

Client Authenticati
File

Clent Authentica

Encrypting File

¥ X X ¥ X

oM X ¥ X

oM oM KM
¥ X X X X
¥ X X X X
X X X X X
x X X X X
X X X X X
X X X X X
x X X X X
¥ oM K oK X
¥ X X X X
x X X X X
X X X X X
X ¥ X X X

Server Authentic...

ver Authentic...

cure Email, Cl...

soft Trust List Signing, Encrypting...

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X ¥X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X

X ¥ X X X

X X X X X
CQURE o
X X X X X



kL
o
¢ o
®
k1

X X KX X X X X K X ¥ X X X XK X KX X X K K K X E I X X K X ¥ X X X K X X X X X M X K X K A A A

" Insecure Configuration (deprecated
features)
Legacy Tools: Better option:

im| (\ﬁ‘l Microsoft Active Directory Certific X +

< C %] https://webinar-subca.intranet.pki.l...

Microsoft Active Directory Ceriificate Services — WEBINAR-SUBCA-CA Home

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other
program. By using a certificate, you can verify your identity to people you communicate
with over the Web, sign and encrypt messages, and, depending upon the type of
certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate,
certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Active Directory
Certificate Services Documentation

Select a task:
Request a cedificate

View the status of a pending_certificate request
Download a CA certificate, certificate chain, or CRL

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X xX X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X x XXXXXXXXXXXXXQRE

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X x X X X X X X X X X X X X X




¥ ¥ ¥ X
¥ X X X

X X X
X X X X
X X X X
X ¥ X X
X X X X
X X X x
X X X x
¥ X ¥ X
H OX X M
X X X X
X X X X
¥ X X X
X ¥ X X
X X X X
X X X x
¥ X ¥ X
M X ¥ X

E I
X X X X
X X X X
X ¥ X X

X X X
X X X x
X X X x
X ¥ X X

E
X X X X
X X X X
X X X X

X X X
X X X X
X X X x
¥ ¥ ¥ X
E A A A

X X X
X X X X

¥ ¥ X X X
*
x X X X X
X X X X X
X X X X X
X X X X X
X X X X x
X ¥ X X X
¥ ¥ X X X
¥ X ¥ ¥ X
x ¥ X X X
x X X X X
X X X X X
¥ X ¥ ¥ X
X X X X x
XX X X X X
¥ ¥ X X X
¥ X ¥ ¥ X
»
x X X X X
X X X X X
X X X X X
x X X X X
X X X X X
X ¥ X X X
¥ ¥ X ¥ X
¥ X ¥ ¥ X
x X X X X
x X X X X
X X X X X
X X X X X
*
X X X X x
X ¥ X X X
X X X X X
¥ X ¥ X X
»
x X X X X
X X X X X
X X X X X

x
®
®
®
b3
*
*
»
x
®
®
®
»
*
*
»
x
®
®
®
®
b3
*
*
»
x
*
*
®
»
*
*
»
x
®
®
®
®

X X X X X
x X X X X

Insecure Configuration (templates)

Template Version:

Certificate Templat

File  Action i HE|[:|

= | H M

(Group or user name

ion  Intended Purpo

41 HR Authenticated User

Email

ent Authentication,

Errall
Autoennoll

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

lzsua

H OX X M
L A 3

X X X X
X X X x
X X X X X
X ¥ X X X
¥ X X ¥ X
¥ X X ¥ X

®
®
®
x

Template Permissions:

equirements

yptography ey A ticn

Allow

X X X X X X X X

X X X X X X X X

X X X X X X X X

N OX X X

®

L A
X X X X
X X X X
X X X X X
x X X X X
X X X X X
X X X X X
X ¥ X X

*

COURE

E

*

X X X X

»

X X X x

x

X X X X X

X ¥ X X X

X ¥ X X X



H oX XM X XM X M X M X X X M ¥
HoX M X M X M X X X X X M X
HoXE M X M X XM X X X XM X M XN
¥o® oM X XN X K X X X M X ¥ X
oM oM X X X X X X X ¥ X X X

Insecure Confi

X X X X X
XX X X X X
X ¥ X X X
¥ X ¥ ¥ X
¥ OX X ¥ X

H OX X M

X X X X
¥ X X X X
x ¥ X X X
X X X X X
X X X X X
¥ X ¥ ¥ X
x X X X X

X ¥ X X

X X X X

X X X x
X X X X x
XX X X X X
X X X X X
¥ X ¥ ¥ X

®
®
*
»
x

¥ X X ¥ X

M X ¥ X
X X X X
X X X X
x X X X X
x X X X X
X X X X X
X X X X X
x X X X X
X ¥ X X

®
®
®
*

Common misunderstanding:

Purp

[J Include s

|| Ao

X X X X X X X X X X X X X X
X X X X X X X X X X X X X X

X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X

x

LA A A

X X X X
x X X X X
x X X X X
X X X X X
X X X X X
X OX ¥ X X

X KoK X

X X oK X

R
X oH K oK X
X KoK K X
X X X ® X
X X ® ® X
X X X K X
X K X X X

WoW oK o

X X X X

X X X X
X X X X X
X X X X X
X X X X X
X X ¥ X X
oM M M X

HOX X

T

I
X K X K X
®x X X ® %
X X ® X X
X X ® K X
X K X X X

oM X

X X X X

R
x X X X X
x X X X X
X X X X X
X X ¥ X X
X OX ¥ M X

x
x
x
b3
x
x
s
x
b4
»
x
b4
»

guration (templates)

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X

x

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

N OX X X

®

X oK R o
X oK oM oM
E A
E A
X oM M M X
X oM M MW X
oM o® oH X
HoM oMM
A A A
E A
E A
E A
®x X X X X

*
*
»
x

CQURE ::::

X ¥ X X X



HoX XM ¥ M X M X M X XM M M M ¥ M X MN X N ¥ M X M X X X M ¥ M ¥ M M XK N N X M X M X XM XN X M ¥ M ¥ H ¥ N XN N ¥ X X X
HoX oM X oM X M X XM X XM X oM oM ¥ M X M X N X M X M X X X M ¥ M ¥ oM X XN ¥ N ¥ M X M X X XN X ¥ ¥ M ¥ H ¥ M XN XN ¥ ¥ ¥ X
HoX oM X M ¥ X X X X X X ¥ M ¥ K ¥ X ¥ N ¥ M ¥ X X ¥ X ¥ X M ¥ oM X ¥ ¥ ¥ XN ¥ X ¥ X X M X M ¥ M ¥ M ¥ M X ¥ X ¥ ¥ X
¥oX oM X M X K X X X M M ¥ M ¥ oK ¥ oK ¥ XN X X X X X ¥ X ¥ X M X M X ¥ ¥ ¥ X ¥ X ¥ X ¥ X X ¥ ¥ K ¥ K ¥ ¥ X X X ¥ ¥ X
oM XK oM XM oM oK M X oM X M XM ¥ oM M K X x H ¥ M M K K K H M M M M K ¥ H M X M M K ¥ M M M K M X M M K K K K X ¥ X M K
ion$
g0t Qu3stion$?
( i1k?)
remember g0tmilk?
———
-
‘..
r o
.0,

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X xX X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X

X X X X X

X X X X X

X X X X
X X X X X

x X X X X

X X X X X

X ¥ X X X

X X X X X

X ¥ X X X

X OX X ¥ X

X X X X
¥ X X X
X X X X X

®

X X X X X

X X X X X

X X X X X

x X X X X

x X X X X

X X X X X

X X X X
X OX X X X

X X X X X

XX X X X X

X ¥ X X X

X X ¥ ¥ X

N X X ¥ X

¥ X X X X

X X X X
¥ OX X X X

X X X X X

X X X X X

X X X X X

X X X X X

x X X X X

H OX M X o

X X X X
X X X X X

*

x X X X X

X X X

X X X X X

X X X X X

X ¥ X X X



X ¥ ¥ X X
N X X ¥ X
L A
oM oK X X
oM oM X X
¥ X X X X
X ¥ X X X
X X X X X
X X X X X
X X X X X
N OX M X o
oM oM oMK oM
x X X X X
X X X X x
X X X X X
XX X X X X
X ¥ X X X
X X ¥ ¥ X
HOX X ¥ X
L T
oM oM X X
X X X X X
X X X X X
X X X X X
X X X X X
X X ¥ ¥ X
X X X X X
A B 3
x X X X X
X X X X X
X X X X X
XX X X X X
X X X X X
X ¥ X X X
X X X ¥ X
L A A
oM oK X X
oM oM X X
X X X X X
X ¥ X X X
X X X X X
X X X X X
x X X X X
N OX M oKX
X X XK X X
X X X X
X X X X X
X X X X X
X ¥ X X X
X ¥ X ¥ X
N X ¥ ¥ X
x X X X X

o
X X
x X
o
L

#3. Top
,,Backdoors”

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X

X ¥ X X X
X X X X X
X X X X X
X X X X X
X X X X X
¥ oM K oK X
x X X X X
X X X X X
X X X X X
X ¥ X X X
X X X X X

X X X X X X X X X X X
X X X X X X X X X X X
X X X X X X X X X X X

X ¥ X X X
X OX X ¥ X
oM K X X
oM oK X X
oM oM X X
X X X X X
X X X X X
X X X X X
x X X X X
x X X X X

X X X X X X X X X X
X X X X X X X X X X
X X X X X X X X X X

X X X X X
¥ OX X X X
X oMK X X X

X X X X X

XX X X X X

X ¥ X X X

X X ¥ ¥ X

N X X ¥ X

X X X X X

¥ X X X X
X OX X X X

X X X X X

X X X X X

X X X X X

X X X X X

x X X X X

A A A 3

¥ oM K oK X
x X X X X

X X X X X

X X X X X

X X X X X

X ¥ X X X



xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

Escalation Attacks against AD CS (ESC)

ESC1: Misconfigured Certificate Template (Account with enroll permission,
Requestor supplied in the request, ClientAuthentication, no Manager
Approval

=>» Requestor can supply SAN (e.g. administrator@pki.lab)
and can authenticate using the cert (fixed in 2025-02)

ESC2: Similar to ESC1, but ‘Any Purpose” as EKU

=» Requestor can supply SAN (e.g. administrator@pki.lab)
and can authenticate using the cert (fixed in 2025-02)

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx


mailto:administrator@pki.lab
mailto:administrator@pki.lab

HoX XM X M X M M M X M M M M ¥ M X MN X M ¥ M ¥ M X X X M ¥ M ¥ ¥ M XK ¥ N ¥ M X M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ ¥ M X M X M M ¥ M ¥ H X N N M ¥ M X M X XN XN M X ¥ M K N X
HoX oM X oM X oM X XM X X XN oM oM ¥ M X M X N ¥ M X M X X X M ¥ M ¥ ¥ X XN M N ¥ M ¥ M X X XN X ¥ ¥ M ¥ M ¥ M N XN ¥ ¥ ¥ M X M X M M ¥ M ¥ M ¥ HN ¥ M ¥ M X XK X X XN ¥ X ¥ ¥ ¥ ¥ X
HoX M OX M X X X X X X X ¥ M o¥ K ¥ X ¥ N X M X X X ¥ X ¥ X M ¥ oM X ¥ ¥ ¥ X M X ¥ X X M X M ¥ M ¥ M ¥ M ¥ ¥ ¥ ¥ ¥ X X X X H XN ¥ ¥ ¥ X ¥ XN W XN ¥ M X X X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ X
¥oX oM X M X K X X X M M ¥ oM ¥ oK ¥ oK XK XN X XN X X X ¥ X ¥ X M X M X ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X X ¥ ¥ MK ¥ K ¥ ¥ ¥ X X X ¥ X X X X H M ¥ MK ¥ K ¥ X ¥ X ¥ X ¥ X X ¥ ¥ ¥ X M K ¥ X X
¥ ox oM oM X X X X X M M X X ¥ M K X X X ®X X X X XK X K X X M M X K K ¥ ¥ ¥ X X X X ¥ X M M M X X MK K K X X M X X X X K X X X X M X K K X X ¥ X X X X X X X ¥ X X X X ¥ X X

Escalation Attacks against AD CS (ESC)

ESC3: Misconfigured Certificate Template for Enrollment Agent

=>» Requestor can request other certificates for different users (e.qg.
administrator@pki.lab) and can authenticate using the cert.

ESC4: Write-Permission on CA templates for non-Admins
=> Lead to ESCI-3 vulnerability

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X ¥X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X

N OX X X

®

LA A
X X X X
¥ X X X X
X X X X X
X X X X X
X X X X X
x X X X X
X ¥ X X
A A A
X X X X
X X X X x

*
*
»

COURE ::

X X X X X

X X X X X

x

X ¥ X X X


mailto:administrator@pki.lab

HoX XM X M X M M M X M M M M ¥ M X MN X M ¥ M ¥ M X X X M ¥ M ¥ ¥ M XK ¥ N ¥ M X M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ ¥ M X M X M M ¥ M ¥ H X N N M ¥ M X M X XN XN M X ¥ M K N X
HoX oM X oM X oM X XM X X XN oM oM ¥ M X M X N ¥ M X M X X X M ¥ M ¥ ¥ X XN M N ¥ M ¥ M X X XN X ¥ ¥ M ¥ M ¥ M N XN ¥ ¥ ¥ M X M X M M ¥ M ¥ M ¥ HN ¥ M ¥ M X XK X X XN ¥ X ¥ ¥ ¥ ¥ X
HoX M OX M X X X X X X X ¥ M o¥ K ¥ X ¥ N X M X X X ¥ X ¥ X M ¥ oM X ¥ ¥ ¥ X M X ¥ X X M X M ¥ M ¥ M ¥ M ¥ ¥ ¥ ¥ ¥ X X X X H XN ¥ ¥ ¥ X ¥ XN W XN ¥ M X X X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ X
¥oX oM X M X K X X X M M ¥ oM ¥ oK ¥ oK XK XN X XN X X X ¥ X ¥ X M X M X ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X X ¥ ¥ MK ¥ K ¥ ¥ ¥ X X X ¥ X X X X H M ¥ MK ¥ K ¥ X ¥ X ¥ X ¥ X X ¥ ¥ ¥ X M K ¥ X X
¥ ox oM oM X X X X X M M X X ¥ M K X X X ®X X X X XK X K X X M M X K K ¥ ¥ ¥ X X X X ¥ X M M M X X MK K K X X M X X X X K X X X X M X K K X X ¥ X X X X X X X ¥ X X X X ¥ X X

Escalation Attacks against AD CS (ES

ESCS5: Misconfigured Permission in Active Directory

N OX X X

®

LA A
X X X X
¥ X X X X
X X X X X
X X X X X
X X X X X
x X X X X
X ¥ X X
A A A
X X X X
X X X x

*
*
»
x

=>» Attacker can modify trusted CAs and or can control computer settings.

ESC6: If the EDITF_ATTRIBUTESUBJECTALTNAME?Z is enabled on the CA

= Lead to ESCT-3 vulnerability

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X ¥X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X

COURE ::

X X X X X

X X X X X

x

X ¥ X X X



X ¥ ¥ X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X

¥ X X ¥ X

¥ X X X

®

X X K X
X X K X
X X X X X
X X X K X
X X X X X
X X O K X
X oK oK X X
® oM X oK
X oM ¥ oK
X X X %
x X X X X
x x X X X
x X X X X
X X X X X
X X X X X
X X X X X
X X K X
ER A
X X X X X
X XK X X X
X X X K X
X X X K X
X X X X X
X oK oK K X
® oM X oK
X X K %
X X X %
x X X X X
x x X X X
X X X X X
X X X X X
X X X X X
X X K X
X X X X
X X K X
X X X X X
X X X K X
X X X K X
X X M K X
X oK oK X X
® oM X K
X X X X
X X X %
x X X X X
x X X X X
X X X X X
X X X X X
X X X X X
® oM X O®
X oK ¥ %
ER A
X X X X X
¥ X X X X
X X X X X
X X O K X
X K MK K X
XK oK K X
oM oK oK
X X K %
X X X %
x X X X X
X x X X X
X X X X X
X X X X X
X X X X X
X X K X
X X X X
X X K X
X X X X X
X X X K X
X X X K X
X X M K X
X oK oK X X
X X K X
X X X X
ER A
x X X X X
x X X X X
X X X X X
X X X X X
X X X X X
X X K X
¥ X X X
ER A
X X X X X
X X X K X
X X X X X
X X O K X
X oK oK X X
® oM X oK

*
*
»
®
®
*
»
x
®
®
®
*
*
»
=
*
®
®
®
®
®
®
®
®
®
®
*

Escalation Attacks against AD CS (ESC)

ESC7: Wrong permission on CA: Non-Admin (CertManager) have Manage
CA permission

=>» Attacker can modity CA registry which leads to ESC6.

ESC8: NTLM replay attack agains web service (Certsrv / CEP / CES). Also
called PetitPotam

=» Forge Certificate for DomainController to authenticate as DC

A A A

*

X X X X

»

X X X x

x

xX X X C X X
e QURE X
X X X X X

X X X X X

X X X X X

x

X ¥ X X X



KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

Escalation Attacks against AD CS (ESC)

ESCO: If StrongCertificateBindingEnforcement is not enabled
(enabled by 2025-02) and attacker has permission on user account

=>» |eads to ESC1-3.

ESC10: StrongCertificateBindingEnforcement is configured insecure
and the attacker can use SAN entry to authenticate as Computer (DC)

=» Forge Certificate for DomainController to authenticate as DC and gain
access to critical data

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
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Escalation Attacks against AD CS (ESC)

ESCT1: NTLM replay attack if RPC encryption is not enforced
=> leads to ESC1-3.

ESC12: CAs Private key compromise with Yubikey HSM

N OX X X

®

LA A
X X X X
¥ X X X X
X X X X X
X X X X X
X X X X X
x X X X X
X ¥ X X
A A A
X X X X
X X X x

*
*
»
x

= Access Key (,Password”) is stored in registry and can be used to recover

key. Sign new certs.

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X ¥X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X

COURE ::

X X X X X

X X X X X

x

X ¥ X X X
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Escalation Attacks against AD CS (ESC

ESC13: It msDS-OIDToGrouplLink is used and accounts have enroll
permission on the template they are a member of the group without being
a member in AD

ESC14: use altSecurityldentities with explicit certificate mapping.

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ‘ Ql |RE X X
X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X ¥X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X

X X X X X

x

X ¥ X X X
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Escalation Attacks against AD CS (ESC

N OX X X

®

LA A
X X X X
¥ X X X X
X X X X X
X X X X X
X X X X X
x X X X X
X ¥ X X
A A A
X X X X
X X X x

*
*
»
x

ESC15: Misues Application Palicies in V1-Templates when subject name is

supplied in the request

ESC16: CA is configured not to add SID to certificates which might bypass

StrongCertificateMapping (it not required by DomainControllers

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X ¥X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X

COURE ::

X X X X X

X X X X X

x

X ¥ X X X



® K K X X
® K K X X
X X X X X
X X X X X
X X X X X
E I A
E A
X M M M X
O
X O MK M M
oM M oMK o®
oM oM oMK oM
X X X XK X
E O A A
x X X X X
® X X X X
® K X X X
® K K X X
® O X X X
X X X X X
X X X X X
E A A
E O A
X M M M X
I
® K K X X
X oM M oM M
A B 3
X X X XK X
X X X X X
ER O
® X X X X
® K X X X
® K X X X
® O K X X
X X X X X
X X X X X
X X X X X
E O A
E A
X M M M X
X oM M M X
X oMK MK M M
oM M oMK o®
X X X X X
X X X XK X
E O A
® X X X X
® X X X X
® K X X X
® K K X X

E A A
X X X
X XM X
X oH X
I

X X X X X
X ¥ X X X
X X X X X
X X X X X
X X X X X

PetitPotam

- )
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X K X o

-
x
x
x

®x X X K X
x X X X X
X X X X X
X X X X X
X ¥ X X X
X X X X X
X ¥ X X X
X OX X ¥ X
L T 4
L T 3
oM oM X X
X X X X X
X X X X X
X X X X X
x X X X X
x X X X X
L T A
L T 3
oM oM X X
X X X X X
XX X X X X
X ¥ X X X
X X ¥ ¥ X
N X X ¥ X

X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X
X OX X X X
X OX X X X
X X X X X

X X X X X

X X X X X

X X X X X

x X X X X

A A A 3
X X X X X
x X X X X
x X X X X

x
x

X X X X X

x

X X X X X

x

X ¥ X X X

x



X ¥ ¥ X X
N X X ¥ X
L A
oM oK X X
oM oM X X
¥ X X X X
X ¥ X X X
X X X X X
X X X X X
X X X X X
N OX M X o
oM oM oMK oM
x X X X X
X X X X x
X X X X X
XX X X X X
X ¥ X X X
X X ¥ ¥ X
HOX X ¥ X
L T
oM oM X X
X X X X X
X X X X X
X X X X X
X X X X X
X X ¥ ¥ X
X X X X X
A B 3
x X X X X
X X X X X
X X X X X
XX X X X X
X X X X X
X ¥ X X X
X X X ¥ X
L A A
oM oK X X
oM oM X X
X X X X X
X ¥ X X X
X X X X X
X X X X X
x X X X X
N OX M oKX
X X XK X X
X X X X
X X X X X
X X X X X
X ¥ X X X
X ¥ X ¥ X
N X ¥ ¥ X
x X X X X

o
X X
x X
o
L

Maybe questions?

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

X X X X X

X ¥ X X X
X X X X X
X X X X X
X X X X X
X X X X X
¥ oM K oK X
x X X X X
X X X X X
X X X X X
X ¥ X X X
X X X X X

X X X X X X X X X X X
X X X X X X X X X X X
X X X X X X X X X X X

X ¥ X X X
X OX X ¥ X
oM K X X
oM oK X X
oM oM X X
X X X X X
X X X X X
X X X X X
x X X X X
x X X X X

X X X X X X X X X X
X X X X X X X X X X
X X X X X X X X X X

X X X X X
¥ OX X X X
X oMK X X X

X X X X X

XX X X X X

X ¥ X X X

X X ¥ ¥ X

N X X ¥ X

X X X X X

¥ X X X X
X OX X X X

X X X X X

X X X X X

X X X X X

X X X X X

x X X X X

A A A 3

¥ oM K oK X
x X X X X

X X X X X

X X X X X

X X X X X

X ¥ X X X



X X X X X X X X X
X X X X X X X X
X X X X X X X X

XixX X X X X X X X
X X X X X X X X X

#4. Secure
Design

W

X X X X ¥UiR.X X

X X X X X X X X X X X X X X X X X X X

X X X X X X X X X

n

X X X X X X X X X X X X X X X X X X X X X
IX X % 3 X & XN XK XKW KRR KWK
.\.\xxxxxxxxxxxxxxxxxxxx

ST K X X X X Y X X X X X X X X X X X X X X X

K

X X X X X X X X X X X X X X X %X ¥ X X X X X
% % X RN R KX D K MW W I
$ X X R X K KR KA N R RIN MR R IRENTR R
X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X
X X X X X X X X X X
x ¥ X X X X X X X
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oM oM ¥ XM X M X ¥ X M K X

x

¥ox M X M X K X X X M X ¥ ¥ ¥ oK ¥ K ¥ ¥ ¥ X ¥ X X ¥ X ¥ ¥ MK ¥ MK ¥ ¥ ¥ ¥ ¥ ¥ X K X ¥ X ¥ M ¥ MK ¥ K ¥ ¥ X H X XN ¥ X X X X ¥ X ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X ¥ ¥ ¥ ¥ X MK ¥ K ¥ ¥ X

b X K M X

X X K X X X

X X X X X X X

=

X oM X K K X

E T T A

How it can look like?

*

*

X H X X ¥ X

X X X X X X

*

»

¥ K MK X X X

X X X X X X

*

»

Offline
RootCA

WebServer

Online-

f Responder

1se

Enterpr

SubCA

Certificate

Clients

X X X X X
X X X X X
X X X X X

COURE

X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X
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X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X ¥X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X



H oX X ¥ XM X M M M X X X ¥ M ¥ X
HoX oM X oM X oM X M X X X X M ¥ X
HoX M X M ¥ M X M X X X ¥ M ¥ X
A A A A A A A A A A A
X oX oM X X X X X X XK ¥ X X K K X

X ¥ X X X
X X ¥ ¥ X

HOX X ¥ X

oK RO
X X X X

E A A
E O A
X M M M X
I
® K K X X
oM oM oM X

®oM oMM

X X X X
E A
ER O
® X X X X
® K X X X
® K X X X
® O K X X
¥ K K RO

X X X X
E A A
E O A
E A
X M M M X
X oM M M X
X oMK MK M M
oM oM oM X

X X X X

E A
E A
® X X X X
® X X X X
® K X X X
® K K X X
X OH oMK MK M

X X X X

X X X X
E A A
E A
X M M M X
I
X O® MK M M
oM oM oM M

oM oK oK

X X X X
EA A
®x oK X X X
®x X X X X
X K X X X
® K K X X
® O X X X

X oK RO

X X X X
E A A
E A A
X oM M M X
X oM M M X
A
X O®K O M M

oK RO

X X X X

EE A
E A
® X X X X
X X X X X
® K X X X
® K K X X

®
*
»
®
®
®

Security considerations

. Apply all TierO protections

2. Restrict Access
3. Limit network connection

4. Audit Services and Configuration changes

5. Do your housekeeping (Patching / Updates

https://specterops.io/wp-content/uploads/sites

N OX X X

®

LA A
X X X X
X X X X X
X X X X X
X X X X X
X X X X X
x X X X X
x X X X X
A A A
X XK X X
X X X X x

*
»
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X X
X X
X X

X X X

x
x
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X X X X X

X X X X X

x

X ¥ X X X
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Advanced Windows Security Course 2026

LIVE Trainings

You'll join our 2-hour long live classes on a special interactive
plaform - happening twice a week at 7PM CET (10 AM PST /1 PM
EST).

Action packed
You'll go through 12 modules in 6 weeks. We're not fluffing around,
you've been warned.

Once a Year Only
We organize this course only once a year, in its last quarter. The 2026
edition is updated with latest trends, new tools, and challenges.

Extra Materials
We've prepared for you tools, slides, extra materials, and homework
for each session.

12-month Access
You'll aet a full year of online access to all the recordings counted
from the first class.
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°. 5 The Training Lab

During the course, you'll have access to a special training platform
where you can safely test your hacks.

Social & Network
You'll become a member of a closed Discord group, where you can
not only share your challenges and geeky jokes, but also network.

CQURE Certificate -

"Windows Security Master 2026"

You'll receive an official CQURE certificate “Windows Security Master
2026" after passing the final exam. Yes, there will be a final exam.

Interactive Classroom
After every class, you'll be able to ask questions.
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