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Each organization processing 

sensitive data must aim for a 

responsible security culture.

Awareness >> Behavior >> Culture



Awareness comes with experience



Behavior comes with awareness



Culture comes 
with 
understanding



Did you know that one of the main reasons for information loss are…

Culture comes with understanding



2HIPPA Secure Now, “A look at the cost of healthcare data breaches,” Art Gross, March 30, 2012

Have accidentally sent sensitive 
information to the wrong person1

58%

…of senior managers admit to 
regularly uploading work files to a 
personal email or cloud account1

87%

Average per record cost of a data 
breach across all industries2

$240
PER RECORD

1Stroz Friedberg, “On The Pulse: Information Security In American Business,” 2013

Data Leakage



We have the best security solutions…



…but the security landscape has changed.



Cybersecurity Ventures predicts 
there will be additional 3.5 million 

cybersecurity job openings by 2021

*Source: Cybersecurity Ventures

https://cybersecurityventures.com/jobs/


Unmanaged & 

Mobile Devices

Roadmaps and Guidance

1. Securing Privileged Access

2. Office 365 Security

3. Rapid Cyberattacks 
(Wannacrypt/Petya)

Managed Clients

Cybersecurity Reference Architecture
April 2019 – https://aka.ms/MCRA | Video Recording | Strategies

3rd party IaaS

Office 365

Dynamics 365

This is interactive!

1. Present Slide

2. Hover for Description

3. Click for more information

+Monitor

On Premises Datacenter(s)

Azure Sentinel – Cloud Native SIEM and SOAR (Preview)

SQL Encryption &

Data Masking

Data Loss Protection

Data Governance

eDiscovery

https://docs.microsoft.com/en-us/sccm/
https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/
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Simplifies the eDiscovery process and helps analyze unstructured data within Office 365, efficiently review documents, and make scope reduction decisions for eDiscovery.
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/microsoft-threat-experts
https://www.microsoft.com/en-us/microsoftservices/campaigns/cybersecurity-protection.aspx#stage-3


“ THERE ARE TWO KINDS OF BIG COMPANIES,  THOSE 
WHO’VE BEEN HACKED, AND THOSE WHO DON’ T KNOW 

THEY’VE BEEN HACKED.”
- JA M E S  CO M E Y,  F B I  D I R E C TO R

Median number of 
days attackers are 

present on a victims 
network before 

detection

200+
Days after detection 

to full recovery

80
Impact of lost 

productivity and 
growth

$3Trillion

Average cost of a data 
breach (15% YoY 

increase)

$3.5Million



7 Security Issues that just 
should not happen



Here comes the 1st issue…





Bootkey:

Class names for keys from HKLM\SYSTEM\CCS\Control\Lsa

HKLM\SECURITY\Cache

HKLM\SECURITY\Policy\Secrets

HKLM\SECURITY\Policy\Secrets



Classic Data Protection API

Based on the following components:

Password, data blob, entropy

Is not prone to password resets! 

Protects from outsiders when being in offline access 

Effectively protects users data

Stores the password history

You need to be able to get access to some of your passwords 
from the past

Conclusion: OS greatly helps us to protect secrets



Classic DPAPI 
Flow: getting 
the system’s 
secrets (easy)



Cached Logons: It used to be like this…

Before the attacks facilitated by pass-the-hash, we can only 

rejoice the "salting" by the username. 

There are a number pre-computed tables for users as 

Administrator facilitating attacks on these hashes. 



Cached Logons

There is actually not much of a difference with XP / 

2003!

No additional salting. 

PBKDF2 introduced a new variable: the number of 

iterations SHA1 with the same salt as before (username). 



DK = PBKDF2(PRF, Password, Salt, c, dkLen)

Microsoft’s implementation: MSDCC2=

PBKDF2(HMAC-SHA1, DCC1, username, 10240, 

16) 

Legend



Cached Logons: Iterations

The number of iterations in PBKDF2, it is 

configurable through the registry: 

HKEY_LOCAL_MACHINE\SECURITY\Cache DWORD 

(32) NL$IterationCount

If the  number is less than 10240, it is a multiplier by 

1024 (20 therefore gives 20480 iterations)

If the number is greater than 10240, it is the number 

of iterations (rounded to 1024) 



Classic DPAPI 
Flow: getting 
the user’s 
secrets



Retrieving Golden Key from LSA – CQURE’s way

LS
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LSASRV.DLL

G$BCKUPKEY_PREFERRED

G$BCKUPKEY_940db612-ee8f-4a31-

84b3-8f80c25be855

AD secret? HOW?!

CQLsassSecretsDumper GoldenKey.pfx

?

?
?
?

?
?

?



DomainKey contains some 

GUID and 

256-byte len secret – RSA??

Dude, look in

the AD...

DPAPI-AD: How did we do it?



DPAPI in pictures Example: KeePass 
ProtectedUserKey.bin

DPAPI blob:

Legend
The master password for KeePass files encrypted 

& stored as cipherText (80 bytes)



Solution: Privileged Access Management

Administrative / power user access

A privileged user is someone who has administrative access to

critical systems

Privileged users have sometimes more access than we think

(see: SeBackupRead privilege)

Privileged users have possibility to read SYSTEM and SECURITY

hives from the registry

Domain Admins should log on only to the Domain Controllers

Access Monitoring / Effective Access 
We need to know about who and where has access to

Access should be role driven





Solution: Whitelisting

Code execution prevention

It is an absolute necessity taking into consideration the current 
security trends

PowerShell is a new hacking tool

Scripting languages are the biggest threat 

Ransomware can be in a form of PowerShell script

Just Enough Administration: PowerShell should be blocked for users 
and limited for helpdesk to use the necessary commands

It is necessary to know what executes on your 

servers

Sysmon is perfect for this 

AppLocker / DeviceGuard in the audit mode



You received a voice mail : VOICE548-457-6638.wav (27 KB)

Caller-Id: 548-457-6638

Message-Id: S5VAAC

Email-Id: paula.j@gmail.com

Download and extract the attachment to listen the message.

We have uploaded fax report on dropbox, please use the following link to download your file:

https://www.dropbox.com/meta_dl/eyJzdWJfcGF0aCI6ICIiLCAidGVzdF9saW5rIjogZmFsc2UsICJzZXJ2ZXIiOiAiZGwuZ
HJvcGJveHVzZXJjb250ZW50LmNvbSIsICJpdGVtX2lkIjogbnVsbCwgImlzX2RpciI6IGZhbHNlLCAidGtleSI6ICJueGxzcWh
0MDF5ZnloOHMifQ/AAPQJWOgwKVSIAJCmizztc3dqjAIfdlgyD87Cw0mgJOIxw?dl=1

Sent by Microsoft Exchange Server

Scenario





Question: Is this a phishing email?



Attacks happen FAST and are HARD to stop

If an attacker sends an email to 

100 people in your company…

…23 people will open it… …11 people will open the 

attachment…

…and six will do it in the 

first hour.

Source: VerizoData Breach Investigations Report





Classic Data Protection API

Based on the following components:

Password, data blob, entropy

Is not prone to password resets! 

Protects from outsiders when being in offline access 

Effectively protects users data

Stores the password history

You need to be able to get access to some of your 
passwords from the past

Conclusion: OS greatly helps us to protect secrets



Solution: Incident Response Plan

Action list
In case of emergency situation: allows to act reasonably 
and according to the plan

Increases chances that evidence is gathered properly

Allows to define responsibilities for recovery

Discussions provide management with understanding of 
security

Recovery plan
Centralization of the event logs

BYOD management strategy

‘Connect and go’ approach for better efficiency





Lack of SMB Signing (or alternative) 
Key learning points:
✓ Set SPNs for services to avoid NTLM:

SetSPN –L <your service account for 
AGPM/SQL/Exch/Custom>

SetSPN –A Servicename/FQDN of hostname/FQDN of 
domain domain\serviceaccount

✓ Reconsider using Kerberos authentication all over

https://technet.microsoft.com/en-us/library/jj865668.aspx

✓ Require SPN target name validation

Microsoft network server: Server SPN target name 
validation level

✓ Reconsider turning on SMB Signing

✓ Reconsider port filtering

✓ Reconsider code execution prevention but do not 
forget that this attack leverages administrative accounts 



SMB2/3 client and SMB2/3 server signing settings

Setting Group Policy Setting Registry Key

Required * Digitally sign communications (always) 

– Enabled

RequireSecuritySignature = 1

Not Required ** Digitally sign communications (always) 

– Disabled

RequireSecuritySignature = 0

* The default setting for signing on a Domain Controller (defined via Group Policy) is “Required”. 

** The default setting for signing on SMB2 Servers and SMB Clients is “Not Required”.

Server – Required Server – Not Required

Client – Required Signed Signed

Client – Not Required Signed* Not Signed**

Effective behavior for SMB2/3:

* Default for Domain Controller SMB traffic. 

** Default for all other SMB traffic.



Allowing unusual code execution

Key learning points:
Common file formats containing malware are:

✓ .exe (Executables, GUI, CUI, and all variants like SCR, CPL etc)

✓ .dll (Dynamic Link Libraries)

✓ .vbs (Script files like JS, JSE, VBS, VBE, PS1, PS2, CHM, BAT, 

COM, CMD etc)

✓ .docm, .xlsm etc. (Office Macro files)

✓ .other (LNK, PDF, PIF, etc.)

If SafeDllSearchMode is enabled, the search order is as follows:

1. The directory from which the application loaded

2. The system directory

3. The 16-bit system directory

4. The Windows directory

5. The current directory

6. The directories that are listed in the PATH environment 

variable



Old protocols or their default settings



Solution: Machine Learning for Threat Protection

For example: What if  we use a custom reflective PE Loader to create and run custom code?





Solution: Talk Security to Employees

Sad facts

Photo: the New York Times Magazine



Agenda



Why human 
factor is so 
important?



Reason 1: Security is both a Reality and Feeling

For Security Practicioners

Security is a reality based on the mathematical

probability of risks

For End User

Security is a feeling

Success lies in influencing the “feeling” of security



Reason 2: Not every attack(er) is that smart

Control efficiency

Risk severity/ 

Attacker 

Smartness/ 

Attack 

Efficiency

Technology & Processes

Awareness & Competence

Automatic security controls – AV, Updates

Technology + Human – Firewall configuration,  

Choosing a secure Wifi

Human  – Recognizing a zero day attack, 

Phishing mails, Not posting business 

information in social media

The very smart attacker

1

2

3

4

People exaggerate risks 

that are spectacular or 

uncommon



Reason 3: Technology…yes, but humans… of 
course!

Aircrafts have become more advanced, but 

does it mean that pilot training 

requirements have reduced?

Medical technology has become more 

advanced, but will you choose a hospital  

for it’s machines or the doctors?
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Context and Leadership

Information Security Charter

Culture and Awareness

Information Security 

Organizational Structure

Prevention

Identity and Access 

Management

Identity Security

Data Security

Hardware Asset 

Management

Data Security & Privacy

Infrastructure Security

Network Security

Evaluation and Direction

Security Risk Management

Security Strategy and 

Communication

Security Policies

Endpoint Security

Malicious Code

Application Security Cloud Security

Vulnerability Management

Cryptography Management

Physical Security

HR Security

HR Security

Change and Support

Configuration and Change 

Management

Vendor Management

Compliance, Audit, and Review

Security Compliance 

Management

External Security Audit

Internal Security Audit

Management Review of 

Security

Detection

Security Threat Detection

Log and Event Management

Measurement

Metrics Program

Continuous Improvement

Response and Recovery

Security Incident 

Management

Information Security in BCM

Security eDiscovery and 

Forensics

Backup and Recovery

A best-of-
breed 
security 
framework



The 11 key cyber security questions

1. Do we treat cyber security as a business or IT responsibility? 

2. Do our security goals align with business priorities? 

3. Have we identified and protected our most valuable processes and information?

4. Does our business culture support a secure cyber environment?

5. Do we have the basics right? (For example, access rights, software patching, 

vulnerability management and data leakage prevention.)

6. Do we focus on security compliance or security capability?

7. Are we certain our third-party partners are securing our most valuable information? 

8. Do we regularly evaluate the effectiveness of our security? 

9. Are we vigilant and do we monitor our systems and can we prevent breaches? 

10. Do we have an organized plan for responding to a security breach?

11. Are we adequately resourced and insured?



Summary: Best Practices 

Understanding is the key to security
Continuous vulnerability discovery

Context-Aware Analysis

Prioritization 

Remediation and Tracking

Configuration reviews

Put on the Hacker’s Shoes

Prevention is the key to success
How can we know what to prevent if we do not know what is 
the threat? 



Additional Resources

Websites

Ars Technica

The Register

The Hacker News

Dark Reading

Krebs on Security

Computer World

Threat Post

Beta News

Tech News World

Tech Crunch

ZDNetSecurity Affairs

Computer Weekly

Network World

SC Magazine

Wired

Schneier on Security



Q&A



Visit our BLOG and discover more about 
cybersecurity solutions & tools:

https://cqureacademy.com/blog



If you want level up your 

Windows Cybersecurity Skills 

JOIN OUR ONLINE TRAININGS
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