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Did you know that one of the main reasons for information loss are...

NEDUCATED
EMPLOYEES

TODAY'S ORGANIZATIONS
EXPERIENCE AN AVERAGE OF

THE TOP CAUSE OF
ORGANIZATIONAL

DATA BREACHES: 74.4 INC/IDENTS/YEAR

OF UNINTENTIONAL DATA LOSS
"NEGLIGENT INSIDERS" THROUGH EMPLOYEE NEGLIGENCE
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Data Leakage

PER RECORD
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.Of senior managers admit to
regularly uploading work files to a
personal email or cloud account’

Have accidentally sent sensitive Average per record cost of a data
information to the wrong person' breach across all industries?

IStroz Friedberg, “On The Pulse: Information Security In American Business,” 2013

2HIPPA Secure Now, "A look at the cost of healthcare data breaches,” Art Gross, M
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We have the best security solutions...



...but the security landscape has changed.
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Cybersecurity Ventures predicts

there will be additional 3.5 million
cybersecurity job openings by 2021

ty Ventures
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HoX oM X oM X oM X XM X X X M M ¥ M ¥ M ¥ N ¥ M ¥ M X XN X XN ¥ M ¥ M X XN ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ HN XN ¥ ¥ M ¥ X X H X M ¥ ¥ M ¥ M X N N ¥ M M X M X N ¥ ¥ ¥ M ¥ M X M ¥ ¥ ¥ M ¥ M X XN XN X ¥ ¥ M ¥ X

HoX oM OX M OX X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X M ¥ M ¥ K ¥ M X H ¥ ¥ ¥ X X X X H ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ M X X X ¥ ¥ ¥ ¥ ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X M X ¥ ¥ X ¥ ¥ MK ¥ X

oM oM ¥ XM X M X ¥ X M K X

x

¥ox M X M X K X X X M X ¥ ¥ ¥ oK ¥ K ¥ ¥ ¥ X ¥ X X ¥ X ¥ ¥ MK ¥ MK ¥ ¥ ¥ ¥ ¥ ¥ X K X ¥ X ¥ M ¥ MK ¥ K ¥ ¥ X H X XN ¥ X X X X ¥ X ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X ¥ ¥ ¥ ¥ X MK ¥ K ¥ ¥ X

X K X

E S

=

X oK X K X

"THERE ARE TWO KINDS OF BIG COMPANIES, THOSE
WHO'VE BEEN HACKED, AND THOSE WHO DON'T KNOW

X X X K X

*

*

X K K X X

X X X X X X

*

=

X oM X K K X

X X X X X

E

X K K X X X

E S

¥ X XK X X K X ®

»

¥ M X K ¥ X

X X X X X

*

THEY'VE BEEN HACKED.

-JAMES COMEY, FBI DIRECTOR

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X XM ¥ ¥ ¥ ¥ X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X

LA A A A
L A A A 4
X oM M X M

COURE

¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M x X X
H o¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ M ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ M X M N N X X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ W ¥ M MK MK X X
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xxxxx
XXXXX
xxxxx
xxxxx
xxxxx
xxxxx
xxxxx
xxxxx
xxxxx
XXXXX
xxxxx
xxxxx

KKKKK

KKKKK
!!!!!
KKKKK
xxxxx
XXXXX
xxxxx
xxxxx
xxxxx
XXXXX
xxxxx
xxxxx
xxxxx
XXXXX
XXXXX
XXXXX
XXXXX

KKKKK

should not happen

7 Security Issues that just

XXXXX

xxxxx

xxxxx

xxxxx
xxxxx

XXXXX
KKKKK
ﬁﬁﬁﬁﬁ

KKKKK

xxxxx
xxxxx

xxxxx

xxxxx
XXXXX
xxxxx
xxxxx

xxxxx

x oM X X X
® l ol IRE oM oM X X
o oM ¥ X X
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157

IN APPROXIMATELY 15% OF
PHYSICAL SECURITY TESTS
PERFORMED AT CLIENT SITES
WRITTEN PASSWORDS
WERE FOUND ON AND
AROUND USER
WORKSTATIONS

#1: PATHETIC
PASSWORDS

THE MOST COMMON
CORPORATE PASSWORD
IS Password! BECAUSE IT
JUST BARELY MEETS THE

MINIMUM COMPLEXITY

REQUIREMENTS OF
ACTIVE DIRECTORY FOR
LENGTH, CAPITALIZATION

AND NUMERICAL FIGURES



#2: PEEPING

@

WORKERS SURVEYED THAT SAY THEY O
HAVE BEEN ABLE TO SNEAK A PEEK AT A e
CO-WORKER'S OR STRANGER'S WORK

STATION IN THE WORKPLACE OR A
PUBLIC PLACE

ONE IN THREE WORKERS LEAVE

® & o
THEIR COMPUTERS LOGGED ON
TO NETWORK RESOURCES AND
UNLOCKED WHEN THEY ARE AWAY
FROM THEIR DESK

6 q °/o OF MALWARE 1S KEY LOGGER OR APPLICATION-
o SPECIFIC — WHICH OFTEN REQUIRES DETAILED
KNOWLEDGE OF OR PHYSICAL ACCESS TO A TARGETED SYSTEM




X ¥ ¥ X X
N X X ¥ X
L A
oM oK X X
oM oM X X
¥ X X X X
X ¥ X X X
X X X X X
X X X X X
X X X X X

x
x
x
»
ks

oM oM oMK oM
X X X XK X
E O A A
x X X X X
® X X X X
® K X X X
® K K X X
® O X X X
X X X X X
X X X X X
E A A
E O A
X M M M X
I
® K K X X
X O® MK MK M
A B 3
X X X XK X
X X X X X
ER O
® X X X X
® K X X X
® K X X X
® O K X X
X X X X X
¥ OX X X X
X X X X X
E O A
E A
X M M M X
X oM M M X
X oMK MK M M
¥ oK K oK o®
X X X X X
X X X XK X
E O A
® X X X X
® X X X X
® K X X X
® K K X X
X oM M oM M
X X K X X
X X X X X
E A A
E A
X M M M X
I
X O® MK M M
X oM MK M M

A 4
X x
x ®
X
4

X X X X X
X X X X X
X ¥ X X X
X X X X X
X ¥ X X X
X OX X ¥ X
L T 4
oM oK X X
oM oM X X
X X X X X
X X X X X
X X X X X
x X X X X
x X X X X
L T A
oM oK X X
oM oM X X
X X X X X
XX X X X X
X ¥ X X X
X X ¥ ¥ X
N X X ¥ X

Bootkey:
Class names for keys from HKLM\SYSTEM\CCS\Control\Lsa

More information: http://cqureacademy.com/blog

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X XM ¥ ¥ ¥ ¥ X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X
¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M x X X

H o¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ M ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ M X M N N X X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ W ¥ M MK MK X X

X X X X X
¥ X X X X
X OX X X X
X X X X X

X X X X X
X X X X X
X X X X X
x X X X X
A A A 3
¥ oM K oK X
X X X X X
X X X X X

COURE ::

X X X X X

X X X X X

X ¥ X X X
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HoX oM X oM X oM X XM X X X M M ¥ M ¥ M ¥ N ¥ M ¥ M X XN X XN ¥ M ¥ M X XN ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ HN XN ¥ ¥ M ¥ X X H X M ¥ ¥ M ¥ M X N N ¥ M M X M X N ¥ ¥ ¥ M ¥ M X M ¥ ¥ ¥ M ¥ M X XN XN X ¥ ¥ M ¥ X
HoX oM OX M OX X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X M ¥ M ¥ K ¥ M X H ¥ ¥ ¥ X X X X H ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ M X X X ¥ ¥ ¥ ¥ ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X M X ¥ ¥ X ¥ ¥ MK ¥ X
¥ox oM X M X MK X X X M X ¥ M ¥ K ¥ X ¥ ¥ ¥ X ¥ X ¥ ¥ X ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ MK ¥ K ¥ ¥ X H X ¥ ¥ XK X X X H X ¥ K ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X ¥ ¥ ¥ ¥ X K oK K ¥ ¥ ¥ ¥ XN ¥ K K X ¥ ¥ X M ¥ K ¥ X
X oK X oM oM oK M oX M oM MK M oM K KK K K K N X KX KX K XN KM KKK KK KX XN KK XK KKK KM KK KK XX XK KX KX KK XK KK KK KKK KK KK XK XN X KK KK KN X KN KK KK XK KKK KN

Classic Data Protection API

Password, data blob, entropy

Protects from outsiders when being in offline access
Effectively protects users data

NO TRESPASSING

BE
ATORS WILL
VIO;ROSECUTED

You need to be able to get access to some of your passwords
from the past

Conclusion: OS greatly helps us to protect secrets

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X XM ¥ ¥ ¥ ¥ X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X x X
¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M x X X l ol IRE x X
® OM

H o¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ M ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ M X M N N X X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ W ¥ M MK MK X X




X X X X X X X X X X
XX X X X X X X X X
X X X X X X X X X X
X X X X X X X X X X

X X X X X X
X X X X X X X X X

X X X X X X X X X X X
X oxX X X X X X X X X X
X X X X X X X X X X X
X X X X X X X X X X X

> TNc ek | N S

X X X X X X X X X X X X X
JOX X X X X X X X X X X X
%X X X X X X X X X X X %X
X X X X X X X X X X X X

X X XK KK X X X X X X X

-/E ~

X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X

¥ X X X X X X X X X X X X X X X

.-\ﬂ\\ !

L

N

X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X ¥
X X X X X X X X X X X X X X X X

X X X X X X X X X X X X ¥

X X X X X X X X X X
X X X X X X X =

X X X X X X %X x
X X X X X X X X
X X X X X X X X
;90 A 6 XAH

s

4

the system

gett

Classic DPAPI
Flow

secrets (easy)
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The encryption algorithm is RC4.

The hash is used to verify authentication is calculated as follows:
DCC1 = MD4 (MD4 (Unicode (password))
LowerUnicode (username) )

1s

DCC1 = MD4 (hashNTLM . LowerUnicode (username))

[ 1
———t
p= 7 weon o
CEESY=T
YT ¥
= b
28 s o
I Y
T
Vi e
_ |- 1
I
.

Before the attacks facilitated by pass-the-hash, we can only
rejoice the "salting" by the username.

There are a number pre-computed tables for users as
Administrator facilitating attacks on these hashes.

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
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The encryption algorithm is AES128.

The hash is used to verify authentication is calculated as
follows:

MSDCC2 = PBKDF2(HMAC-SHAT1, Iterations, DCC1,
LowerUnicode(username))

with DCC 1 calculated in the same way as for 2003 / XP.

There is actually not much of a difference with XP /
2003!
No additional salting.

PBKDF2 introduced a new variable: the number of
iterations SHA1 with the same salt as before (username).

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X XM ¥ ¥ ¥ ¥ X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X oM X X X
¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M x X X t OI IRE oM oM X X
oM ¥ X X
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=
- A

0ooon: 10 00 OA 00 10 00 oo oo GONGE DENGE DN
0010n: 8B 04 00 00 02 00 00 00 OA 00 18 00
oo2on: 26 C7 A8 45 04 00 01 00 01 00 00 0O
0030h: 01 00 OA OO 10 OO OO0 0O 10 00 0O 00

TT:ln: 4B 4F 26 05 63 9B C3 22(9F 97 77 E6|

0050n: CO 76 14 67 D6 68 37 04 87 72 95 DC 19 6D 26 90 Av.gOh7.#r+U.ma.
0060h: 15 SC 25 C7 A8 17 05 7B A3 DO SC 6F 3C A7 82 4A .\%C"..{£D\o<§,J
0070h; 52 72 D1 B6 1F 91 6B B7 9C D2 20 9A 1B 25 ED A0  Rxfg. ‘k-m0 &.%%
0080h: &8 E5 4D 3E 42 Fe C4 BA &8 Al BD CB S5A 73 4A B9 hﬁH::—Bﬁﬁ“]:li’dEZ.sgh Legend
0090R: 07 CT7T E2 C5 50 20 4E De CD 02 BA BBE E6 E9 CA FO .CARP HETI. °wzeESs

Q0AOR: 8C 17 4E CF &0 F7 S0 D3 37 FB 30 4B C3 55 BT 02 E€.NI =.6700KA. -.
0O0BOR: D6 38 75 63 D2 OF 15 AD 3A C4 32 53 D5 8B 66 7D  O8ucO..-:A250< £}
00COh: 9D FB 5D AA 30 7E B7 A5 F5 9B 57 32 D9 47 EE EE  .0]*0~-¥& >W206i4
00DOR: SC 07 &C 3B €64 78 AT Bl T8 C2 EA F5 98 A8 CB Bl \.1;dxSixhes" Ex

Encrypted Cached Credentials:

OOECh: DD 34 92 00 93 9F 65 9D 38 E7 7B F9 69 53 97 50 ¥4’ . Ye.8g{0i5—P
O0OFOh: CB 82 49 38 CF B4 CA F9 4B EB D8 8E 4C D4 6D CE K, 181 EaxegZLimi
0100h: 02 7E 6F F6 65 49 C6 9F 61 8D 4A 16 24 3A 40 CB .~odelEY¥a.J.$:GE Name Value Start  Size Color Comment
0110h: CC 3C D8 FD FC 91 6B ES5 84 SE 68 9C 69 D7 B4 FD I<@vii‘kd, heix‘vy | # structHeaderh ah 96 Fqg: Bag:
0120h:| €2 44 EBD 23 E8 OA 1E BE BB 34 EB &1 23 FE E3 OE | bD.#&,.Ma48,$#pi. ushort uname_len 16 ah 2 Fg: Bg:
0130h: 76 55 9E 63 9E DE 57 DC OC 60 BE A8 53 AF BD AR vUEcZBWU. % 5 %* ushort domain_len 10 2h 2 Fg:  Bg:
0140h: AB 3F ED 7A EE B4 62 50 EC E1 B8 Bl 8F 9E A6 2B «?izi bPia, +.2'+ ushort mail_nick_len 16 4h 2 Fo:  Ba:
0150h: 9B 85 71 &3 D9 &C &6 09 C2 70 DC &3 E6 22 ES 08  ».gcUlf.hplczre. E::::::’l—'en iﬂ ghh i Eg: ggj-
D160h: A4 55 S5F 36 C2 64 1E 2B BS 80 6A AS AC 17 92 41 HU_Eid.ﬁ-,Ej'l’-r;'A ushort logon_ script_len 0 AR 2 Fg; Bg;-
0170n: 3C 21 2E DF CC EA 75 SE 99 31 C4 D6 BC AF C7 04 <!.pisui=iAdc¢. sshort profie. poth, len 0 ch ) Fg:  Bg: MM
0180h: ushort home_dir_len 0 Eh 2 Fq. Elg. ||
ulnt user_sld 1163 10h
-_
. uintu2 4 Fa:
Encrypted Cached Credentials hartgrowp_sids Jon 10 2 e o
ushort domain_nethios_name... 24 1Eh 2 Fa: Bag:
— FILETIME last_local_logon 04/25/2015 18:4722 20k 2 Fg: Bg: I
DK = PBKDF2(PRF, Password, Salt, ¢, dkLen) FLeTIve ° 8P
ushort u4 1 24h 2 Fg:  Bg:
uint us 1 2Ch 4 Fa: Ba:
. . . ushort ué 1 3ah 2 Fa: Bao:
Microsoft’s implementation: MSDCC2= bortu7 1 sh 2 s ey
uint ud 16 34h 4 Fg: Bg:
uint ug 16 3sh 4 Fg: Bg:
PBKDFZ(H MAC'SHA1, DCC1, Username, 102401 ushort domain_name_len 18 3Ch 2 Fg: Bg: I
ushort emall_len 36 3Eh 2 Fag: Bag: BN
16 [» byte iv[18] JD&IC»A'Y—WEE“‘IR" 40h 16 Fao: Bg: 1IN




Cached Logons: Iterations

.

File Edit View Favorites Help
4 {8 Computer Mame Type Data
HEKEY_CLASSES ROOT

- REG_5Z (value not set)
HKEY_CURRENT_USER 24/ NLS REG_BINARY 12 00 Oc 00 1a 00 00 00 00 0
HKEY_LOCAL_MACHINE

£ CDo000C00D %4 NLS10 REG_BINARY 00 00 00 00 00 00 00 00 00
DRIVERS 4| NLS2 REG_BINARY 1000 Oc 00 10 00 00 00 00
ARDWARE 24| NLS3 REG_BINARY 08 00 Oc 00 08 00 00 00 00
SAM 4| LS4 REG_BINARY 0D 00 00 00 00 00 00 00 00
SS— 24| NLS5 REG_BINARY 0D 00 00 00 00 00 00 00 00

Cache %4 NLSE REG_BINARY 00 00 00 00 00 00 00 00 00
Policy 4| NLST REG_BINARY 0D 00 00 00 00 00 00 00 00
RXACT %4 NLSS REG_BINARY 00 00 00 00 00 00 00 00 00
SAM 24| LS REG_BINARY 0D 00 00 00 00 00 00 00 00 0
SOFTWARE #4|NLSControl REG_BINARY 04000100 0a 00 00 00
SYSTEM
HKEY_USERS
HKEY_CURRENT_CONFIG

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X X M ¥ ¥ X X X X X ¥ X X X X X X M M ¥ X X X X X X X X 3} X oX X XM M oM oM oM M X X X X X ¥ X X X X X X X ¥ ¥ X M X X oM oM M X
¥ X X X X ¥ X X X X X ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ X X X X X ¥ M M ¥ ¥ X X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ X X E A S A A s ¢ M X M ¥ ¥ ¥ X X ¥ ¥ X M ¥ M M ¥ M X l I RE oM ¥ X 3
H o¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ M ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ M X M N N X X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ W ¥ M MK MK X X oM ¥ X X




Classic DPAPI
Flow: getting

X X X X X X X X

X X X X X X X X X
X X X X X X X X
XTx X X X X X X X

the user’s
secrets

X X X X X X X X X X X X X X X X X X X
I X X X X X X X X X { X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X

¥ % X X K X X K RN KK KRR K KKK

LX X X X X X X X X X X X X X X X X X X X

X X X X X ¥ X X X X X X X X X X X X X X X
XA A AR AN A K KR IR TN I AT W R
X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X
X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X X X X X X X

X X X X X X X X X X X
X X X X X X X X X X
X ¥ X X X X X X X

/N
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Retrieving Golden Key from LSA - CQURE's way

AD secret? HOW?!

CQLsassSecretsDun per Golder 'KGY—PrX
X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X XM ¥ ¥ ¥ ¥ X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X x X
!!XXKKKKXXXXKKKKX!XXXKKI}(!XXXKKK)IZ!XXXKKKIXXXXKKK)IZX!XXXKKIIXXXXKKIX!!XXKKKI!XXXKKKIX!l QIIRE x X
. 4
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DomainKey contains some
GUID and
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DPAPI-AD: How did we do it?

Dude, look in
the AD...

256-byte len secret — RSA??

x

Comment

uintyersion
uint §nk

0415b7d

Ae=DaEI-AZ

oM X X X X X X ¥ ¥ X X X X X X ¥ X X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X

)(XXXKKKKXXXXKKKXX}(X' QllRE
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X X X X X

X ¥ X X X
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*
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DPAPI in pictures Example. KeePass
ProtectedUserKey.bin

Name Start Size Color Comment

01 15 D1 11 8C 7A 00 CO ....BE.B..N.Ez.A [EEEEadvlgcl]l, E-EE-_

uint version 1 Oh
struct GUID provider  df2dacd0-1501-11d 1-8c7a-00c04fc 29 7eb 4h

[
[
=

Fg: Eig:

T pa— T o - uint mkyversion i 14h 4h Fa: Ba:

003 0h: a0 oo L oo Qo Q0 01 Q0 Q0 20 00 0] 10 S5E &7 - . .
—~ — _ struct GUID mkguid ae354f9e-21cf-466 2-acea-tbe 2fcfc23b3 13h 10h Fa: Bg: N

) D7 E4 CB 14 23 53 B4 8E 4B 44 61 F9 TdoOw=EE.#5 ZKDan Jint flags 0 28h h Fo:  Ba:

0050h F4 25 08 23 44 DC 35 32 C2 70 00 00 I&v.5%.#D052hp.. uint descriptionlen 2 oh ah Fg: Bg:

0060h: 00 OC 30 00 00 00 02 00 00 20 00 00 00 D6 BD  ...€...... .. OB ey =0h +h Fg: B

40 BS 3D 14 B7 6A 84 54 56 6E 6C 03 B8 9D 8D DA @¥=.-j,Tvnl.,..U uint cipherAlgo 26128 3h 4 Fg:  Ba:

DO AF C8 1B F2 16 26 E4 1C F3 A3 FA 10 1B 50 00 P E.d.&d8.68a..P. it kevien acg 36h a4 Fa:  Ba:

00 00 2F C6 SA 86 OF 66 04 BA 25 D5 C2 A3 8% EB  ../EZt.f.°30hc%e uint saltLen 32 34h 4 Fg:  Bg

2C 33 E1 38 6E D6 41 OE D3 E9 E7 E3 B7 5D B2 E8 ,348n0n.0éci-]=2 byte salt[32] ~qTde0 x5E O #S “ZKDallZvp6%0#D05... 3Eh 20h Fo:  Bo:

B4 3F 79 36 OF 6E 1F D1 €7 DO B7 06 D8 Cl 20 25 ~“?y6.n.figP-.@4 % uint stronglLen 0 SEh 4h Fo:  Bg:

Cl BS DF 11 9F DD FF A4 CF BC A€ 3E 20 AS C9 4C Aps.¥iyminl> ¥EL uint hashAlgo 32782 62h 4h Fg:  Ba:

AA D4 C3 16 4F €8 C7 AB BO €6 80 ES5 DA 2D 6E A0 *0A.OhC«°f€aU0-n uint hashlen 512 66 4h Fg:  Ba:

CA 35 40 00 00 oo IDNODIOTC3 22 BD 40 €E EB 58 ESe.... Ams@nex uint hmaclen 2 |6Ah h Fg:  Bg:

54 CT B8 9D 7E 1E 6A 93 41 59 EB B3 SE 4A 66 72 TG,.~.3"AYe*ZJfr byte hmac[32] Ov2@¥=01j.TVnl0 9-UD EC608a00... 6Eh 20h  Fg:  EBg:

SF 43 OA D9 40 CC 37 09 19 AF 6F 7C 91 21 1F €0 C.U@i7.. o|'!." E'”:"F"‘If”?"ttesnj S'i"-—f—' R Es 348 OA LGS g';':: ;";h Eg' :q.

B . - y . onL A £%08, 358n0A CI0ECE ] 22... . : :

59 35 2E 20 0l CE 38 F7 E4 5C 0D BA 8B 28 80 11 Y¥5. .Is<a\.35«(£. yte cpherText[80]  /&ZTOIfCI2%0AL%:€,338n0ACI0ECA ] 28 g g

54 54 AB 74 91 5o «5 R uint signLen a4 ; ) ) Ezh 4h Fa: Ba:

— = ol byte sign[64] O OA™:@neXTC @~0i"Ave2ZIfr_CU..  Eth 40h Fo:  Bo:

X X X X X X X X X X X X ¥ ¥ ¥ X X X X X X X X X X X X X X M ¥ ¥ X X X X X ¥ X X X X X XM M ¥ ¥ X X X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X X X ¥ ¥ X X X
X X x { X ( X 4 X oM ® L X X X oM M X ¥ X X ¥ ¥ ¥ X X X X oM M X ¥ oX X M M X ¥ X X X ¥ ¥ X X X l I RE

H o¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ M ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ M X M N N X X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ W ¥ M MK MK X X



xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

Solution: Privileged Access Management
| © Administrative / power user access

A privileged user is someone who has administrative access to
critical systems

Privileged users have sometimes more access than we think
(see: SeBackupRead privilege)

Privileged users have possibility to read SYSTEM and SECURITY
hives from the registry

Domain Admins should log on only to the Domain Controllers

We need to know about who and where has access to
Access should be role driven

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxx



#3: USB STICK UP

Q/ OF USERS WHO FIND RANDOM
@ @ © USB STICKS IN A PARKING LOT WILL
PLUG THEM INTO THEIR COMPUTERS

ADD THE €
N COMPANY e
LOGO,

AND THAT o/
NUMBER INCREASES TO 9 o =

S — % OF USERS REPORT HAVING EXPERIENCED A
» VIRUS INFECTION THROUGH A USB DEVICE



lution: Whitelisti
Solution: itelisting
It is an absolute necessity taking into consideration the current
security trends
PowerShell is a new hacking tool
Ransomware can be in a form of PowerShell script
Just Enough Administration: PowerShell should be blocked for users
and limited for helpdesk to use the necessary commands
Sysmon is perfect for this
AppLocker / DeviceGuard in the audit mode



HoX XM ¥ M M oM M oM X M M M M ¥ M X N N N ¥ M X M X X X XN ¥ M ¥ M M K M N X M X M X XM X X M M M ¥ H ¥ N XN N X ¥ X M X M X M M ¥ M ¥ M N N N M M M X M X XM X X X M ¥ H XN KN ¥ N X M M M X X X X
HoX oM X oM X M X XM X M X oM oM ¥ M X M X N ¥ M X M X XN X XN ¥ M ¥ oM X XN ¥ N ¥ M X M X X XN X M ¥ M ¥ M ¥ HN XN N ¥ M ¥ XK X H X M ¥ ¥ M ¥ M X MN W M M M X M X N XN ¥ X M ¥ M X N ¥ ¥ ¥ M X M X X XN X
HoXE oM X M X X X X X X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ XN M ¥ ¥ M X ¥ X ¥ ¥ M ¥ M ¥ M X ¥ ¥ ¥ ¥ MK X X X X X ¥ M ¥ K ¥ X X XN oM oM X oM X M X M ¥ oM X ¥ ¥ ¥ X M ¥ M X ¥ X ¥ ¥ ¥ M ¥ X ¥ ¥ X oM oM X M X X
¥ox M X M X X X X X X M ¥ oM ¥ oK ¥ X ¥ XN X XN X XK X ¥ X ¥ X M X M oK ¥ X ¥ X ¥ X K X X X X ¥ ¥ K K K X ¥ ¥ X oM XM ¥ XM X M X M ¥ oK ¥ ¥ ¥ ¥ X ¥ ¥ X X X X ¥ X X ¥ ¥ X ¥ ¥ ¥ X oK M X X X
X oK X X X X X X X X X X X X K K X XK X X X X X X X X X X X X K X X M X X X X X X X X X X X X X X X X X X X oM ¥ oK ¥ ¥ oM oM oM oM oK oK oM oM XN N M X oK oM X oM N N oM oM oM M oK K X W L A

Scenario
You receive the email about the new voice mail:

You received a voice mail : VOICE548-457-6638.wav (27 KB)
Caller-Id: 548-457-6638

Message-Id: S5VAAC

Email-Id: paula.j@gmail.com

Download and extract the attachment to listen the message.
We have uploaded fax report on dropbox, please use the following link to download your file:

https.//www.dropbox.com/meta_dl/ey)zdWJfcGF0aCl6ICIiLCAIdGVzdF9saW5rljogZmFsc2UsICIzZX J12ZXIiOiAIZGwuZ
HivcGIiveHVzZXjb250ZW50LmNvbSIsICIpdGViX2lkljogbnVsbCwglmizX2RpcilelGZhbHNILCAiIdGtleSI6ICJueGxzcWh
OMDF5ZnloOHMIfQ/AAPQJWOgwKVSIAJCmizztc3dqjAlfdigyD87CwOmg)Olxw?dl=1

Sent by Microsoft Exchange Server

What do you do?

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

X oM X K X
X X X X x
X X X X X
X X X X X
X ¥ X X X

:::::

xxxxx



#]: PHISH
BITING

DLADLIDL 6 9% OF IT SECURITY PROS SAY

THEY COME ACROSS PHISHING
DLIDLIPL] MESSAGES THAT GET PAST
DLIDLKIDLIDL SPAM FILTERS

0Oy OF IT ORGANIZATIONS
/O HAVE TOP EXECUTIVES OR
PRIVILEGED USERS WHO

HAVE FALLEN FOR MALICIOUS

m S

USERS TRAINED IN AVOIDING PHISHING AND SCAM EMAILS FELL FOR
THESE MALICIOUS EMAILS 427% LESS THAN THOSE WITHOUT TRAINING




Avis Car Rental Cases R 13819726

Message [bo) 13819726-2.pdf (7 KB)

Please find attached the requested rental receipt.
Thank you for choosing Avis. We appreciate your business and look forward to serving your future car rental needs.

Sincerely,

Ro1 Morrison| Joint Resolution Specialist | Avis Customer Care
Avis Budget Group, Inc.

W: 800-352.7900(F:303.824.3050

4500 South 129th East Ave | Tulsa, OK |74169

avis budget

Attachment: Rental Receipt



HoX XM X M X M M M X M M M M ¥ M X MN X M ¥ M ¥ M X X X M ¥ M ¥ ¥ M XK ¥ N ¥ M X M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ ¥ M X M X M M ¥ M ¥ H X N N M ¥ M X M X XN XN M X ¥ M K N X
HoX oM X oM X oM X XM X X XN oM oM ¥ M X M X N ¥ M X M X X X M ¥ M ¥ ¥ X XN M N ¥ M ¥ M X X XN X ¥ ¥ M ¥ M ¥ M N XN ¥ ¥ ¥ M X M X M M ¥ M ¥ M ¥ HN ¥ M ¥ M X XK X X XN ¥ X ¥ ¥ ¥ ¥ X
HoX M OX M X X X X X X X ¥ M o¥ K ¥ X ¥ N X M X X X ¥ X ¥ X M ¥ oM X ¥ ¥ ¥ X M X ¥ X X M X M ¥ M ¥ M ¥ M ¥ ¥ ¥ ¥ ¥ X X X X H XN ¥ ¥ ¥ X ¥ XN W XN ¥ M X X X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ X
¥oX oM X M X K X X X M M ¥ oM ¥ oK ¥ oK XK XN X XN X X X ¥ X ¥ X M X M X ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X X ¥ ¥ MK ¥ K ¥ ¥ ¥ X X X ¥ X X X X H M ¥ MK ¥ K ¥ X ¥ X ¥ X ¥ X X ¥ ¥ ¥ X M K ¥ X X
¥ ox oM oM X X X X X M M X X ¥ M K X X X ®X X X X XK X K X X M M X K K ¥ ¥ ¥ X X X X ¥ X M M M X X MK K K X X M X X X X K X X X X M X K K X X ¥ X X X X X X X ¥ X X X X ¥ X X

If an attacker sends an email to ...23 people will open it...
100 people in your company

Source: VerizoData Breach Investigations Report

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X XM ¥ ¥ ¥ ¥ X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X

¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M x X X

H o¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ M ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ M X M N N X X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ W ¥ M MK MK X X

N OX X X

®

LA A
X X X X
¥ X X X X
X X X X X
X X X X X
X X X X X
x X X X X
X ¥ X X
A A A
X X X X
X X X x

*
*
»
x

Attacks happen FAST and are HARD to stop

.11 people will open ..and six will do it in the
first hou

COURE :-

X X X X X

X X X X X

X ¥ X X X



: RECKLESS
_ ABANDQON

897

OF PEOPLE
WHO FIND LOST
CELL PHONES

RUMMAGE

! » “ THROUGH THE
' _ SMARTPHONES DIGITAL CONTENTS TO LOOK
AT SENSITIVE INFORMATION




HoX XM ¥ XM X M X M X M XN ¥ M ¥ M ¥ M N ¥ ¥ X M M X KN X X ¥ M ¥ M X K X N X M ¥ M X M XN X M ¥ M ¥ H X X ks ke oM X X oM ¥ oM ¥ H X N XN M X M M M X M N X M ¥ M ¥ N X N N M X M X M X M X ¥ M O M X
HoX oM X oM X M X X X X X M oM ¥ M X M X N X M M M X XN X N ¥ M ¥ M X M X N ¥ ¥ X M X X X X ¥ ¥ M ¥ M ¥ X x » oM oM X oM oM oM ¥ M X N X M X M X X X X N X M ¥ M ¥ M ¥ N ¥ M X M X X X M X ¥ M ¥ M X
HMoXE oM OX M ¥ X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N M N ¥ M X ¥ X ¥ X ¥ ¥ M X M ¥ ¥ ¥ ¥ ¥ MK X X X ¥ X ¥ M ¥ K ¥ X k. » HoXM oM X M oM oM ¥ oM X M XN N X K XK X X X N X XN ¥ K ¥ X ¥ N XN XN X X X X X ¥ X ¥ ¥ ¥ K X
¥ox oM X M X K X X X M X ¥ ¥ oM K ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ ¥ X ¥ X H ¥ MK ¥ ¥ X ¥ ¥ ¥ ¥ K KX M X X ¥ ¥ MK ¥ K ¥ X X X oM oM X oM X oM O¥ oK ¥ oM ¥ XN X N ¥ W X X X ¥ X X ¥ ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ ¥ X ¥ ¥ M ¥ K X
oK X oM oM oK M oKX XK OoM M M oM K oK oK K K KON X KX KX K XK KM KKK KK KX XN X KKK KK KK M KK KK E HodM ¥ o¥ oM oM oM oM oK oK oKX ox M ¥ XN M K X X M ¥ ¥ XN M K ¥ M M X M X K ¥ M M M ¥ M X M M K X

Protection API

lassic Data

Password, data blob, entropy

Protects from outsiders when being in offline access
Effectively protects users data

NO TRESPASSING

BE
ATORS WILL
V'O,I;RoschTED

You need to be able to get access to some of your
passwords from the past

Condusion: OS greatly helps us to protect secrets

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X XM ¥ ¥ ¥ ¥ X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X x X
¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M x X X l ol IRE x X
® OM

H o¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ M ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ M X M N N X X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ W ¥ M MK MK X X



HoX XM ¥ M X oM X M X M M M M ¥ M ¥ M XN M ¥ M ¥ M X XN X X ¥ M ¥ M M K N N X ¥ ¥ M X M X X M ¥ M ¥ H ¥ N XN M ¥ ¥ X M X M X M M ¥ M ¥ M X N N X M M X M X XM ¥ X X M ¥ H X N ¥ M X M M M X M XN N M ¥ M ¥ X

HoX oM X oM X oM X XM X X X M M ¥ M ¥ M ¥ N ¥ M ¥ M X XN X XN ¥ M ¥ M X XN ¥ N ¥ M ¥ M X X XN X M ¥ M ¥ H ¥ HN XN ¥ ¥ M ¥ X X H X M ¥ ¥ M ¥ M X N N ¥ M M X M X N ¥ ¥ ¥ M ¥ M X M ¥ ¥ ¥ M ¥ M X XN XN X ¥ ¥ M ¥ X

HoX oM OX M OX X X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ N ¥ ¥ ¥ X X ¥ X ¥ ¥ M ¥ M X ¥ ¥ ¥ X ¥ ¥ M X ¥ X X M ¥ M ¥ K ¥ M X H ¥ ¥ ¥ X X X X H ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ M X X X ¥ ¥ ¥ ¥ ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X M X ¥ ¥ X ¥ ¥ MK ¥ X

¥ox oM X M X MK X X X M X ¥ M ¥ K ¥ X ¥ ¥ ¥ X ¥ X ¥ ¥ X ¥ ¥ M X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ ¥ X ¥ ¥ ¥ MK ¥ K ¥ ¥ X H X ¥ ¥ XK X X X H X ¥ K ¥ ¥ ¥ ¥ ¥ X ¥ X ¥ X ¥ ¥ ¥ ¥ X K oK K ¥ ¥ ¥ ¥ XN ¥ K K X ¥ ¥ X M ¥ K ¥ X

b X K M X

I

¥ X K X X X

Incident Response Plan

¥ M X K K K X

E S

I A

oK oM XK MK X K X X K MK K K X X

¥ M X K K K X

X X X X X X X

Solution

*

oM X

oM X X X

oM oM X X

X oM M X M

COURE

X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X ¥ ¥ ¥ ¥ X X X X X X X X X X X X XM ¥ ¥ ¥ ¥ X X X XM X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X X ¥ ¥ ¥ X X X

¥ X X X ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ X X X X X ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ X X X X ¥ ¥ ¥ ¥ ¥ X X X W ¥ ¥ ¥ X X X X X ¥ M ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X X ¥ ¥ ¥ H M x X X

H o¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ M ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N M ¥ ¥ ¥ M X M N N X X X X X X X N M M M ¥ ¥ ¥ ¥ N ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ W ¥ M MK MK X X



#6: HOOKING UP WITH
ANOTHER MAN'S WI-FI

BY 2015, THE NUMBER OF WIFI
HOTSPOT DEPLOYMENTS WILL

INCREASE BY 3 SO%

— 7%
e — 18 o
g s
e e ONLY 18 PERCENT OF USERS
\ g USE A VPN TOOL WHEN
N L A ACCESSING PUBLIC WI-F

THE FBI RECENTLY RELEASED AN ALERT TO
TRAVELERS WARNING AGAINST AN UPTICK IN
MALWARE PASSED OFF AS SOFTWARE UPDATES
ON HOTEL INTERNET CONNECTIONS




b x * { X X < 2 * x x * x X x * x X X X -4

Lack of SMB Sig (or alternative)

X X X X X X X X X X X X ¥ ¥ ¥ X X X X X X X X X X X X X X ¥ ¥ ¥ X X X X X ¥ X X X X X X x ¥ ¥ X X X X X X X X X X X M M M oM X
¥ X X X ¥ ¥ X ¥ X X X M oM ¥ ¥ X X X X ¥ ¥ X X BoOoX M oM M oM oM M N X X N X ¥ ¥ X X X ¥ X M M M ¥ ¥ M ¥ ¥ M ¥ X ¥ X X ¥ ¥ ¥ M M X

B o¥ ¥ ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ W ¥ ¥ ¥ ¥ X ¥ ¥ ¥ ¥ M M M N N N N ¥ X X ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ N N M X X X X X N N M K X




X ¥ ¥ X X
¥ X X ¥ X

¥ X X X

M OX X X

X X X X
x X X X X
X ¥ X X X
X X X X X
X X X X X
X X X X X

KoM X

X ¥ X X
X X X X

E

X X X x

E S

¥ X X X x

X X X X X

XX X X X X

X ¥ X X X

¥ X ¥ ¥ X

¥ OX X ¥ X

H OX X M
X X X X

X o

¥ X X X X

x ¥ X X X

X X X X X

X X X X X

X X ¥ ¥ X

x X X X X

X ¥ X X
X X X X
X X X x

oM M

X X X X x

XX X X X X

X X X X X

X ¥ X X X
¥ X X ¥ X
M X ¥ X
LA A
X X X X
x X X X X
X ¥ X X X
X X X X X
X X X X X
x X X X X
X ¥ X X
LA A A
X X X x
X X X X x
X X X X X
X ¥ X X X
X ¥ X ¥ X
¥ X ¥ ¥ X
x X X X X
X X X X
X X X X
¥ X X X X
x X X X X
X X X X X
X X X X X
X X X X X
x X X X X
E S A A
X X X X
X X X x
X X X X x
X ¥ X X X

X oM X oMW M 4 E

X X X X X

X ¥ X X X
¥ OX X ¥ X
E A A A
LA A A
X X X X
x X X X X
X X X X X
X X X X X
x X X X X
x X X X X
H OX X M
LA A
X X X X
¥ X X X x
XX X X X X
X ¥ X X X
X X ¥ ¥ X
¥ X X ¥ X
N OX X X
LA A
X X X X
¥ X X X X
X X X X X
X X X X X
X X X X X
X X X X X
x X X X X

X oM X oM X oM X

MB2/3 client and SMB2/3 server signing settings

¥ oM K oK X

¥ X X X X
X X X X x
X X X X X
X X X X X
X ¥ X X X

Setting

Group Policy Setting

Registry Key

Required *

Digitally sign communications (always)
— Enabled

RequireSecuritySignature = 1

Not Required **

Digitally sign communications (always)
— Disabled

RequireSecuritySignature = 0

* The default setting for signing on a Domain Controller (defined via Group Policy) is “Required”.
** The default setting for signing on SMB2 Servers and SMB Clients is “Not Required”.

Effective behavior for SMB2/3:

Server — Required

Server — Not Required

Client — Required

Signed

Signed

Client — Not Required

Signed*

Not Signed**

* Default for Domain Controller SMB traffic.
** Default for all other SMB traffic.
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ing unusual code execution
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x
Ed
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kS
®
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Allow
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Old protocols or their default setti
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Solution: Machine Lea |

Forexample: What i we use a austom reflective PE Loader
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B #7: ALITTLE

lo downlead virus...err, new video

codec
@
No r 67% OF YOUNG WORKERS THINK CORPORATE

HECK, YES! SOCIAL MEDIA POLICIES ARE OUTDATED

AANRIRLY

| 7 O% REGULARLY IGNORE IT POLICIES

00000

INFECTIONS DUE TO EMPLOYEES' USE OF SOCIAL MEDIA

5 2 O/ OF ENTERPRISES HAVE SEEN AN INCREASE OF MALWARE
Q



¥ ¥ X X X
¥ X X ¥ X
¥ OX X X X

x
x
x
x
x

¥ X X X X
x X X X X
x X X X X
X X X X X
X X X X X
X X X X X
x X X X X
x X X X X
X X X X X
®x X X X X
X X X X x
X ¥ X X X
¥ ¥ X X X
¥ X ¥ ¥ X
¥ OX X ¥ X
oM X X M
¥ X X X X
¥ X X X X
x ¥ X X X
x X X X X
X X X X X
¥ X ¥ ¥ X
x X X X X
X X X X X
X X X X X
x X X X X
X X X X x
XX X X X X
¥ ¥ X X X
¥ X ¥ ¥ X
¥ X X ¥ X
oM X X X
I
¥ X X X X
x X X X X
x X X X X
X X X X X
X X X X X
x X X X X
x X X X X
¥ oM K K X
X X X X X
X X X X X
X X X X X
X ¥ X X X
¥ ¥ X ¥ X
¥ X ¥ ¥ X
x X X X X
¥ X X X X
¥ X X X X
¥ X X X X
x X X X X
x X X X X
X X X X X
X X X X X
x X X X X
L A
X X X X X
= X X X X
X X X X x
X ¥ X X X
X X X X X
¥ X ¥ X X
¥ OX X ¥ X
oM X M M
A
x X X X X
x X X X X
X X X X X

Solution:
Sad facts

Most of the companies we deal with did not have security
policies in place that included security awareness education
programs.

Management understands risk. IT also understands it. This can
be nicely combined together when we use appropriate
language.

RE: Tests for for singapore

Hi Paula,

schedule the meeting regarding penetration test?

| think we have the Cryptolocker... Again &
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Talk Security to Employees

X X X X X
X K X X X
X K X X X
oM oM O X
oMK K oK X
XK K oK X
x X X X X
X X X X X
X X X X X
X X ¥ X X
X OX ¥ M X

X X X X X ¥ ¥ ¥ X X X

¥ X X X X ¥ ¥ ¥ X X X

¥ OX ¥ XN X ¥ ¥ oM X X X

oM X ¥ X

oM oM KM
¥ X X X X
¥ X X X X
X X X X X
x X X X X
X X X X X
X X X X X
x X X X X

¥ oM K oK X

¥ X X X X

x X X X X

X X X X X

X ¥ X X X

X ¥ X X X



X ¥ ¥ X X
N X X ¥ X
L A
L T 4
oM oM X X
X X X X X
X ¥ X X X
X X X X X
X X X X X
X X X X X
oM M oMK o®
oM oM oMK oM
x X X X X
X M X X X
X X X X X
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X ¥ X X X
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L A A
L T
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A B 3
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X X X ¥ X
L A A
L T 3
oM oM X X
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X ¥ X X X
X X X X X
X X X X X
x X X X X
oM M oMK o®
x X X KX X
X X X X
X X X X X
X X X X X
X ¥ X X X
X ¥ X ¥ X
N X ¥ ¥ X
oM M oMK o®
oMK X K X
oM oM X X
oM oM X X
X ¥ X X X
X X X X X
X X X X X
X X X X X
oM M oM o®
®x X X K X
x X X X X
X X X X X
X X X X X
X ¥ X X X
X X X X X
X ¥ X X X
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L T 4
L T 3
oM oM X X
X X X X X
X X X X X
X X X X X
x X X X X
x X X X X
L T A
L T 3
oM oM X X
X X X X X
XX X X X X
X ¥ X X X
X X ¥ ¥ X
N X X ¥ X

Agenda
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A A A 3
®x X X K X
X X X X X
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X X X X X

X X X X X

X ¥ X X X
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Why human
factor is so

X X X X X X X X

X X X X X X X X X
X X X X X X X X
XTx X X X X X X X

important?
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Reason 2: Not every attack(er) is that smart

Technology & Processes

% Awareness & Competence

The very smart attacker

A
Risk severity/ 3
Attacker =—— — — — —— — -
Smartness/
2 e

Ef'?tt.a(:k echnology + Human — Firewall configuration,
Iciency Choosing a secure Wifi

1 Automatic security controls — AV, Updates

Control efficiency
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Reason 3: Technology...yes, but humans... of
course!
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A be St o Context and Leadership Evaluation and Direction Compliance, Audit, and Review
security
framework g

Identity and Access
Management

Information Security Charter Security Risk Management Security Compliance

Management Internal Security Audit

Information Security

Organizational Structure Security Policies

Management Review of

External Security Audit Security

Governance

Security Strategy and

Culture and Awareness 2
Communication

Infrastructure Security

Network Security Vulnerability Management HR Security

Endpoint Security Cryptography Management

Hardware Asset
Management

Configuration and Change

Malicious Code Physical Security Management

Data Security & Privacy Application Security Cloud Security Vendor Management

Management

Detection Response and Recovery Measurement

Security Incident Security eDiscovery and

Security Threat Detection Management Forensics

Metrics Program

Log and Event Management Information Security in BCM Backup and Recovery Continuous Improvement
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The 11 key cyber security questions

1. Do we treat cyber security as a business or IT responsibility?

2. Do our security goals align with business priorities?

3. Have we identified and protected our most valuable processes and information?

4. Does our business culture support a secure cyber environment?

5. Do we have the basics right? (For example, access rights, software patching,
vulnerability management and data leakage prevention.)

6. Do we focus on security compliance or security capability?

7. Are we certain our third-party partners are securing our most valuable information?

8. Do we regularly evaluate the effectiveness of our security?

9. Are we vigilant and do we monitor our systems and can we prevent breaches?

10. Do we have an organized plan for responding to a security breach?

11. Are we adequately resourced and insured?
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Summary: Best Practices
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X X X X X
A B 3
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X ¥ X X X

Additional Resources

Ars Technica

SC Magazine
Wired
Schneier on Security

The Register

The Hacker News
Dark Reading
Krebs on Security
Computer World
Threat Post

Beta News

Tech News World
Tech Crunch
ZDNetSecurity Affairs
Computer Weekly
Network World
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t our BLOG and discover more abou
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Advanced Windows
Security Course 2021

Online certified course for intermediate and
advanced professionals.
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