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Searching for a Trace: Disk




Demo: Data on Disk
Analysis



Techniques for Hiding vs. Recovering Data




Demo: Data Recovery



Searching for a Trace: Memory




Demo: Extracting Logs from
Memory



Demo: Dump Analysis






Sysmon

Entry Information

Allows to build an attack timeline

Allows to define an entry point and anomalies

Collects and records system events to the Windows event log
It is free and easy to set up

Good practices

Filter out uninteresting events (image loads etc.)
Make sure event log is big enough
Centralize the events in a separate server

You can download Sysmon from Sysinternals.com




Demo: Sysmon in Action



Sysmon: Events and Filtering Examples

-

Filtering Rules

Include thread injections into Isass:
<CreateRemoteThread onmatch="include">

<Targetimage condition="image">lsass.exe</Targetimage >
</CreateRemoteThread >

Exclude all Microsoft-signed image loads:
<IlmagelLoad onmatch="exclude">
<Signature condition="contains">Microsoft</Signature>
<Signature condition="contains">Windows</Signature>
</ImagelLoad>

Recorded Events

Event ID 1: Process creation

Event ID 2: A process changed a file creation time
Event ID 3: Network connection

Event ID 4: Sysmon service state changed

Event ID 5: Process terminated

Event ID 6: Driver loaded

Event ID 7: Image loaded

Event ID 8: CreateRemoteThread

Event ID 9: RawAccessRead

Event ID 10: ProcessAccess




Demo: Sysmon Customized



= + getting info about the IP
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Forensics adventures: Summary
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Hardcore Cyber
Security QUIZ 4.0

by CQURE Experts

Take the Quiz

: https://cqu.re/quiz
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30-day Windows Security
Crash Course
Get Security Professional

Certification in 30 Days
Online

Boost Your Career zsms

https://cqu.re/30dayWindowsSecurity
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