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According to the industry’s statistics, by 2019 the 
market will need 6 mln security professionals.
But only 4 to 5 million of them will have the 

needed qualifications.

https://www.ft.com/content/4cabd0fe-8940-11e5-90de-f44762bf9896?siteedition=intl&_i_location=http://www.ft.com/cms/s/0/4cabd0fe-8940-11e5-90de-f44762bf9896.html?siteedition%3Dintl&_i_referer=&classification=conditional_standard&iab=barrier-app#axzz41vPbZVSq




I know the traffic rules….

I know the traffic rules….



Does it guarantee that I am a good driver?







2HIPPA Secure Now, “A look at the cost of healthcare data breaches,” Art Gross, March 30, 2012

Have accidentally sent sensitive 
information to the wrong person1

58%

…of senior managers admit to 
regularly uploading work files to a 
personal email or cloud account1

87%

Average per record cost of a data 
breach across all industries2

$240
PER 

RECORD

1Stroz Friedberg, “On The Pulse: Information Security In American Business,” 2013



We have the best security solutions…



…but the security landscape has changed.



https://cybersecurityventures.com/jobs/


Securing Privileged Access

Office 365 Security

Rapid Cyberattacks 
(Wannacrypt/Petya)

https://aka.ms/MCRA Video Recording Strategies
Office 365

Dynamics 365

+Monitor

Azure Sentinel – Cloud Native SIEM and SOAR (Preview)

SQL Encryption &

Data Masking

Data Loss Protection

Data Governance

eDiscovery

https://docs.microsoft.com/en-us/sccm/
https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/
https://support.office.com/en-us/article/Introducing-the-Office-365-Secure-Score-c9e7160f-2c34-4bd0-a548-5ddcc862eaef
https://aka.ms/SPARoadmap
https://aka.ms/O365SecRoadmap
http://aka.ms/rapidattack
https://docs.microsoft.com/en-us/azure/active-directory/
https://aka.ms/cyberpaw
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://azure.microsoft.com/en-us/services/security-center/
https://aka.ms/ESAE
http://aka.ms/cyberpaw
https://azure.microsoft.com/en-us/marketplace/
https://developer.microsoft.com/en-us/windows/iot
https://www.microsoft.com/en-us/iot-central/
https://aka.ms/MCRA
https://aka.ms/mcra-mva
https://aka.ms/cyberstrategies
https://www.microsoft.com/en-us/cloud-platform/microsoft-intune
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
https://docs.microsoft.com/en-us/azure/security-center/security-center-monitoring
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://support.office.com/en-us/article/Office-365-ATP-for-SharePoint-OneDrive-and-Microsoft-Teams-26261670-db33-4c53-b125-af0662c34607
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://aka.ms/graphsecuritydocs
https://www.microsoft.com/en-us/security/threat-protection
https://aka.ms/SIEMConnect
https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/en-us/azure/active-directory-b2c/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-security-architecture
http://www.iiconsortium.org/pdf/SMM_Description_and_Intended_Use_2018-04-09.pdf
https://azure.microsoft.com/en-us/blog/introducing-microsoft-azure-sphere-secure-and-power-the-intelligent-edge/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://blogs.technet.microsoft.com/enterprisemobility/2016/08/10/azure-information-protection-with-hyok-hold-your-own-key/
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-overview
https://docs.microsoft.com/en-us/azure/virtual-network/security-overview
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-antimalware
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/en-us/services/site-recovery/
https://docs.microsoft.com/en-us/azure/azure-policy/azure-policy-introduction
https://azure.microsoft.com/en-us/blog/azure-confidential-computing/
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/WindowsForBusiness/Windows-security
https://docs.microsoft.com/en-us/windows/deployment/windows-10-pro-in-s-mode
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/secure-score-dashboard-windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/threat-analytics-dashboard-windows-defender-advanced-threat-protection
https://www.microsoft.com/en-us/cloud-platform/windows-server-security
https://azure.microsoft.com/en-us/services/expressroute/
http://www.microsoft.com/SDL
https://aka.ms/STP
https://www.microsoft.com/trustcenter
https://www.microsoft.com/security/intelligence
https://technet.microsoft.com/en-us/windows-server-docs/security/guarded-fabric-shielded-vm/guarded-fabric-and-shielded-vms
https://azure.microsoft.com/en-us/blog/security-and-compliance-in-azure-stack/
http://aka.ms/pam
https://www.microsoft.com/security/blog/2019/01/17/windows-defender-atp-integrates-with-microsoft-information-protection-to-discover-protect-and-monitor-sensitive-data-on-windows-devices/
https://docs.microsoft.com/en-us/azure/firewall/overview
https://aka.ms/AzureSentinel
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection
https://msdn.microsoft.com/en-us/library/dn948096.aspx
https://azure.microsoft.com/en-us/blog/introducing-sql-information-protection-for-azure-sql-database-and-on-premises-sql-server/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://support.office.com/en-us/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09
Simplifies%20the%20eDiscovery%20process%20and%20helps%20analyze%20unstructured%20data%20within%20Office%20365,%20efficiently%20review%20documents,%20and%20make%20scope%20reduction%20decisions%20for%20eDiscovery.
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/microsoft-threat-experts
https://www.microsoft.com/en-us/microsoftservices/campaigns/cybersecurity-protection.aspx#stage-3


Median number of 
days attackers are 

present on a victims 
network before 

detection

200+
Days after detection 

to full recovery

80
Impact of lost 

productivity and 
growth

$3Trillion

Average cost of a data 
breach (15% YoY 

increase)

$3.5Million

“ THERE ARE TWO KINDS OF BIG COMPANIES,  THOSE 
WHO’VE BEEN HACKED, AND THOSE WHO DON’ T KNOW 

THEY’VE BEEN HACKED.”
- J A M E S  C O M E Y ,  F B I  D I R E C T O R



7 Security Issues that just 
should not happen











Answer on the next page…



If an attacker sends an email 

to 100 people in your 

company…

Source: VerizoData Breach Investigations Report

…23 people will open it… …11 people will open the 

attachment…

…and six will do it in the 

first hour.





Action list
In case of emergency situation: allows to act reasonably and 
according to the plan

Increases chances that evidence is gathered properly

Allows to define responsibilities for recovery

Discussions provide management with understanding of security

Recovery plan
Centralization of the event logs

BYOD management strategy

‘Connect and go’ approach for better efficiency







Sad facts

Photo: the New York Times Magazine







For End User

Security is a feeling

Success lies in influencing the “feeling” of security



Control efficiency

Risk 

severity/ 

Attacker 

Smartness/ 

Attack 

Efficiency

Technology & Processes

Awareness & Competence

Automatic security controls – AV, Updates

Technology + Human – Firewall configuration,  

Choosing a secure Wifi

Human  – Recognizing a zero day attack, 

Phishing mails, Not posting business 

information in social media

The very smart attacker

1

2

3

4

People exaggerate risks 

that are spectacular or 

uncommon



Aircrafts have become more advanced, 

but does it mean that pilot training 

requirements have reduced?

Medical technology has become more 

advanced, but will you choose a hospital  

for it’s machines or the doctors?
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Context and Leadership

Information Security 

Charter

Culture and Awareness

Information Security 

Organizational Structure

Prevention

Identity and Access 

Management

Identity Security

Data Security

Hardware Asset 

Management

Data Security & Privacy

Infrastructure Security

Network Security

Evaluation and Direction

Security Risk 

Management

Security Strategy and 

Communication

Security Policies

Endpoint Security

Malicious Code

Application Security Cloud Security

Vulnerability 

Management

Cryptography 

Management

Physical Security

HR Security

HR Security

Change and Support

Configuration and 

Change Management

Vendor Management

Compliance, Audit, and Review

Security Compliance 

Management

External Security Audit

Internal Security Audit

Management Review of 

Security

Detection

Security Threat 

Detection

Log and Event 

Management

Measurement

Metrics Program

Continuous 

Improvement

Response and Recovery

Security Incident 

Management

Information Security in 

BCM

Security eDiscovery and 

Forensics

Backup and Recovery



1. Do we treat cyber security as a business or IT responsibility? 

2. Do our security goals align with business priorities? 

3. Have we identified and protected our most valuable processes and information?

4. Does our business culture support a secure cyber environment?

5. Do we have the basics right? (For example, access rights, software patching, 

vulnerability management and data leakage prevention.)

6. Do we focus on security compliance or security capability?

7. Are we certain our third-party partners are securing our most valuable 

information? 

8. Do we regularly evaluate the effectiveness of our security? 

9. Are we vigilant and do we monitor our systems and can we prevent breaches? 

10. Do we have an organized plan for responding to a security breach?

11. Are we adequately resourced and insured?



Understanding is the key to security
Continuous vulnerability discovery

Context-Aware Analysis

Prioritization 

Remediation and Tracking

Configuration reviews

Put on the Hacker’s Shoes

Prevention is the key to success



Websites

Ars Technica

The Register

The Hacker News

Dark Reading

Krebs on Security

Computer World

Threat Post

Beta News

Tech News World

Tech Crunch

ZDNetSecurity Affairs

Computer Weekly

Network World

SC Magazine

Wired

Schneier on Security






