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What does CQURE Team do?
Consulting services Trainings

- High quality penetration tests with useful reports —> Security Awareness trainings for executives
Applications

Websites - CQURE Academy: over 40 advanced security trainings for IT
External services (edge) ICEINS

Internal services
+ configuration reviews - Certificates and exams

- Incident response emergency services —> Delivered all around the world only by a CQURE Team:
— immediate reaction! training authors

—> Security architecture and design advisory

—> Forensics investigation

- Security awareness info@cqure.us

For management and employees
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CQKawalii CQPrefetchParser
CQUndelete CQRDCache

CQWSLMon CQSecretsDumper
CQEVTXRecovery CQPSWIinRMHistory
CQRDCManDecrypter CQDPAPINGPFXDecrypter
CQDPAPIKeePassDBDecryptor CQHashDumpv2
CQMasterKeyAD CQSysmonNetAnalyzer
CQRegKeyLastWriteTime CQReflectivePELoader
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CQMasterKeyAD
CQDPAPIKeePassDBDecryptor
CQDPAPIENncDec
CQDPAPIExportPFXFromAD
CQRDCManDecrypter

CQDPAPINGPFXDecrypter

CQDPAPINGDNCoreMasterKeyDecrypter

COURE &5 W

@CQUREAcademy

DPAPIBlobCreator

DPAPINGDecrypter
CQAspNetCoreDecryptData.
CQAspNetCoreMasterKeyCreate

CQAspNetCoreEncryptData

*CQlmpersonateWithSeTcb
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Classic Data Protection API

© Based on the following components:

Password, data blob, entropy

Protects from outsiders when being in offline access
Effectively protects users data

© Stores the password history

You need to be able to get access to some of your passwords
from the past

Conclusion: OS greatly helps us to protect secrets

@paulacqure
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Getting the: Classic DPAPI Secrets

DPAPI (classic)

A. MasterKey

1. pwdhash = MD4 (password) or SHAI (password)
2. pwdhash key = HMACSHAI] (pwdhash, user sid)

3. PBKDFZ2(.., pwdhash key,..), another elements from the file. Windows 10 no domain: SHA512,
AES-256, 8000 rounds
4., Control - HMACSHAb512

B. CREDHIST

1. pwdhash = MD4 (password) or SHAI (password)
2. pwdhash key = HMACSHAI] (pwdhash, user sid)
3

PBKDF2 (.., pwdhash key,..), another elements from the file. Windows 10 no domain: SHAb512,
AES-256, 8000 rounds

4, Control — HMACSHALS12

C. DPAPI blob Algorithms are written in the blob itself.

@paulacqure
@mjl_pl , IBHUSA WEBLACK HAT EVENTS
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Classic DPAPI Flow: getting the
system’s secrets (easy)




DPAPI + AD

CLIENT AD SERVER

RPC Call

v

BackupKey(masterkey)

A

Decrypted masterkey

Scenario: offline changed user
password or local masterkey can't be

decrypted

DPAPI
CryptUnprotectData()

01 00 00 00 dO 8c 9d df 01 15 dl 11 8c 7a 00 cO
4f c2 97 eb 01 00 00 00 ......

DPAPI-PROTECTED BLOB

@paulacqure
@mijl_pl y fBHUSA WIBLACK HAT EVENTS
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Cached Logons

©  Windows Vista / 2008 +

The encryption algorithm is AES128.

The hash is used to verify authentication is calculated as
follows:

MSDCC2 = PBKDF2 (HMAC-SHAl, Iterations,
DCC1l, LowerUnicode (username) )

with DCC 1 calculated in the same way as for 2003 / XP.
© Usage in the attack

There is actually not much of a difference with XP / : -
2003! | P
No additional salting.

PBKDF2 introduced a new variable: the number of
iterations SHA1 with the same salt as before (username).

@paulacqure
@mijl_pl y FBHUSA WIBLACK HATEVENTS
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Getting the: cached data

MSDCC2

1.bootkey: classes from HKLM\SYSTEM\CCS\Control\Lsa + [class
names for: Data, GBG, JD, Skewl] (+arrays’ permutations)
int[] permutationBootKey = new int[] { 0x8, 0x5, 0x4, 0xZ2,
Oxb, 0x9, 0Oxd, 0x3, 0x0, Oxo, 0Ox1l, Oxc, Oxe, Oxa, Oxf, Ox7
b

.PolEKList: HKLM\SECURITY\Policy\PolEKList [default wvalue]
.1lsakey: AES DECRYPT (key, data) -> AES (bootkey, PolEKList)
.NLSKM secret: HKLM\SECURITY\Policy\Secrets\NLSKM

.nlkm decrypted: AES DECRYPT (lsakey, NLSKM secret)

.Cache Entry{id} -> HKLM\SECURITY\Cache\NL${id}
.cache entry decrypted -> AES DECRYPT (nlkm decrypted,

Cache Entry{id})

O O B W I
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@mjl_pl , IBHUSA WEBLACK HAT EVENTS
@CQUREAcademy



M

10 00 OA 00 10 00

0000h:
0010n: 8B 09 00 OO0 02 00 00 00 QA OO0 18 QO

0020h: SENCTNRENES 04 00 01 00 01 00 00 00 BESCEREN........
0030h: 01 00 OA 00 10 00 00 00 10 oo oo oo (NN 29066  ............
IIiin: 4B 4F 26 0563 9B C3 22 OF 97 77 E6

0050h: CO 76 14 67 D& 68 37 04 87 72 95 DC 19 6D 26 90 Av.gOn7.tr+U.ms.

0060n: 15 S5C 25 C7 A8 17 05 7B A3 DO 5C 6F 3C A7 82 4A .\%G"..{£D\o<§,J Encrypted Cached Credentials:
0070h: 52 72 D1 B6 1F 91 6B B7 9C D2 20 9A 1B 25 ED A0 Rrfig. 'k-wd &.%4

0080n: €8 ES 4D 3E 42 F6 C4¢ BA 68 Al BD CB SA 73 4A 89 haM>BoA°h;uEzZsdw Legend

00%0n: 07 CT E2 C5 50 20 4E De CD 02 BA BB E6 ES CA FO .CALP NOI. o w=2ES

O0RAOh: 8C 17 4E CF 60 F7 90 D3 37 FB 30 4B C3 95 B7 02 | @€.NI'+.0700KA--.

00BOh: D6 38 75 63 D2 OF 15 AD 3A C4 32 53 DS 8B 66 7D  (O8ucO..-:A250« £}

00COh: 9D FB SD AR 30 7E B7 A5 F5 9B 57 32 D9 47 EE EE | .0)*0~ W8> W2UGiL

\.1l;dxStxhed""Ex
Y4r . “¥e,B8c{0i5—P

00D0OR: 5C 07 &C 3B €4 78 AT Bl 78 C2
00FOh: DD 34 92 00 93 SF 65 9D 38 E7

EA F5 98 A8 CB Bl
7B F9 69 53 97 50

O0OFOh: CB 82 43 38 CF B4 CA F2 4B EE D8 S8E 4C D4 6D CE E,ISI 'EaKegZLOmI
0100h: 09 7E 6F F6 65 49 C6& 9F 61 8D 4A 16 24 34 40 CB .~otelEYa.J.5:@8E Name Value Start  Size Color Comment
0110h: CC 3C D8 FD FC 91 6B ES 84 SE 68 9C 69 D7 B4 FD I<@yii‘ka. heix‘y | 4 structHeader h Oh 96 Fg:  Ba:
0120h: &2 44 8D 23 E8 OA 1E BE BB 34 EB 81 23 FE E3 OFE | bD.#&..%s48 ¥p4,. ushort uname_len 16 oh 2 Fg: Bg:
0130h: 76 55 9E 63 9E DE 57 DC OC 60 BE A8 53 AF BD AR vUZciZBWU. %S %° ushort domain_len 10 2h ! Fg:  Bg:
0140h: BB 3F ED 7A EE B4 62 50 EC E1 B8 Bl 8F OF A6 2B «2izi‘bPia +.3'4 ushort mail_nick_len 18 4h 2 Fo:  Bo:
0150n: 9B 85 71 &3 D9 &C &6 09 C2 70 DC 63 E6 22 ES 08  ».gcUlf.hplic=re. ﬂiz:zﬂ-'en ﬁa $ i Egj gg:-
0160h: A4 55 S5F 36 C2 64 1E 2B B8 80 6A AS AC 17 92 41 nU_EI"Ld.+,Ej¥—-;'I!. ushort logon, aaript jen 0 AR 7 Fg; Eg;-
0170nh: 3C 21 2E DF CC EA 75 9E 99 31 C4 D& 8C AF C7T 04 <!, pléanE=1A0E G. ushort profile_path_len 0 ch 2 Fa: Bg: Il
0180h: ushort home_dir_len 0 Eh 2 F|;|. El;l. m
uint user_sid 1163 10k
--—
uint u2 18h 4 Bag:
ushart group_sids_len 10 1Ch 2 Fg: Ba:
c ushort domain_netbios_name... 24 1Eh 2 Fag: Bag:
Encrypted Cached Credentials FILETIME last_local_logon 04/25/2015 18:47:22 20h 8 Fg:  Bg: I
ushart ul 4 28h 2 Fg: Bg:
DK = PBKDF2(PRF, Password, Salt, c, dkLen) ushort u4 ! h 2 Fgi  Bg:
uint us 1 2Ch 4 Faq: Bag:
ushart us 1 30h 2 Fa: Ba:
. . . ushort u? 10 32h 2 Fag: Bag:
Microsoft's implementation: MSDCC2= uint u8 16 4 s By
uint us9 16 38 4 Fg: Bg:
PBKDFZ(HMAC-SHA1, DCC1, username, 10240, 16) ushort domain_name_len 18 ich 2 Fg:  Bg: M
ushort email_len 36 - ) 3Eh 2 Fa: Bg: B
+ byte iv[18] J0& |cA™ —wee IR 40h 16 Fa: Bo: W
& byte cksum[16] AvTgOh7 2r el masg 50h 16 Fg:  Ba:




Classic DPAPI Flow: getting the
user's secrets




Retrieving Golden Key from LSA - Mimikatz’ way

LSASRV.DLL
L
—— G$BCKUPKEY_PREFERRED
LSASRV.DLL, LSASS.EXE, etc. E l
X
% :",J, > G$BCKUPKEY_940db612-ee8f-4a31-84b3-8f80c25be
%o
J)
L
%
% ©
< R
cﬁ/ﬁ\ ’b&&e \S:q,of.
S 3 Ty
Oé/ \ Z‘@/
R o Bl
) e c
Q \) fa
X S
< Lg
cje@ //’
PATTERNS (for different versions of modules) GoldenKey.pfx
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Retrieving Golden Key from LSA - CQURE’s way

LSASRV.DLL

> G$BCKUPKEY_PREFERRED

> G$BCKUPKEY_940db612-ee8f-4a31-84b3-8f80c25be

=RID Manager$

. : ?
LIPKEY | R ot secret ?

AD secret? HOW?!

GoldenKey.pfx

@paulacqure
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Z 00 00 00 00 00O OO OO0 OO 00 OO DO SEHEESSESHN | .......0000. J.8.
€64 00 63 00 65 00 30 00 33 00 66 00 2D 00 36 00 d.c.e.0.3.f.-.6.

63 00 35 00 65 00 2D 00 34 00 65 00 39 00 38 00 c.5.e.—.4.e.9.8.

2D 00 38 00 32 00 63 00 38 00 2D 00 32 00 35 00 -.8.3.c.8.-.2.5. ° °

33 00 33 00 61 OO0 30 00 34 00 31 OO0 39 00 62 00 3.3.a.0.4.1.9.b. DPAPI_AD' HOW (the hell) dld We do It?
37 00 64 00 00 00 OO0 OO0 00 OO0 OO0 OO0 OO0 OO0 OO0 00 @ Fallecvuueuenennns 1 4

88 00 00 00 OO0 OO0 00 00 68 0OC 00 00 00 00 0O 00 | ~uowv.... Meeenns

00 00 00 00 OO0 OO0 00 OO0 74 01 00 00 00 00 00 00 | vuuwuw.. e

0Z 00 00 00 35 77 9B 32 OC 12 OC EF 04 AB D4 84 SWrZ...1.a0. .
E7 A0 80 A4 CO SD 00 00 09 80 00 0O D3 66 00 00 ¢ €HA]...€...E.. . . DUde/ [OOk (n
C7 29 95 2B E0 E3 3D 29 3C 56 EC 3B BB 11 09 F1  G)-+23=)<Vi;»..A DomamKey contains some GUID and h

BA A4 DO E5 8C 49 B6 B7 C2 SA 11 D8 86 3C C4 65 °HDAEIY-AZ.@Bt<he the AD

2C OD 7D 1D 1C B6 B2 91 69 1D 77 F1 7A E5 29 38 ,.}..9%'i.whz4a)8 256_byte |en secret — RSA?7

S0 D6 FA 4F 13 96 10 97 €8 FE 08 98 26 35 26 FO .000.—.—hp. &5&8

A6 E7 BB 03 5D €5 BF BE SE €6 0D 95 ES C2 E7 52  !gw.lezsI2f.-2icR

ES 29 97 65 E6 ES FE 09 32 S0 70 8E F3 07 F7 1F 4&)—e=éb.2.p3o.=. Name Value Comment

EE 84 AB 88 B8 D3 A2 04 02 00 00 00 76 41 15 68 j.& .06.....vA.h v struct MasterkeyFle mkf

B9 96 9D A2 EO C2 DC D8 S8F A0 2D F5 CO 5D 00 00 | *-.caldliz. -5A].. e =

09 80 00 00 03 €6 00 00 16 6B FA F7 TA EA A6 CD .€...f...ka:zéji int unknown 1 2

Bl BB CO A7 6F 58 02 03 25 FD D8 DD A6 3C D1 ED +w»ASoX..3v@¥!<fi :

2E CE EO 17 5C B5 03 F4 E3 Al F7 D2 37 85 65 DE | .Ta.\n.5&;<07_eb I 0

E7 70 76 64 4B C4 76 17 50 OB 4C AD 37 4B 8C 74 cpvdiAv.P.L-TKEC 'n:char_tguld[SE] 36dcel3f-6c5e-4298-83c8-2533a0415%b7d

22 CD BE 91 CO 7D A3 A7 F3 2A 59 8D 52 OC F3 87  “I%‘A}£§O*Y.R.6— uint unknawn3 o

02 00 00 OO0 00 Ol 00 00 58 00 00 00 BE 0D 94 uint unknown4 0

€7 CC OF 8A EC 83 A9 94 AA BO C% 3% 95 86 B3 27  gl.S5if@32°Eg-t>"

A0 E7 43 14 12 4F 2D A7 A% 36 4% 16 3E EY BB AD  cC..0-§D6L.>én- struct GUID guidkey 940db& 12-ee8f-4a31-8403-8f80c25bed 55
47 06 C& 18 56 3F 9E 02 1F OF 93 33 0D 82 D9 98 G.E.V?%Z..."3.,0" { byte encryptedSecret[256] | EAEA V20" EIMIGL#ViaXa EUx GG %o030...
DE BA BA ZF T7E ED FC 70 79 DA 4C 7A C7 &0 C7 36 B°°/~ifipyULzC C6 byte accessCheck[38] MIOglOSiFEEa"EeT? (COO0-58610. ..
54 23 C5 51 T7A D1 94 C8 2C E9 85 05 5B 2C 6F 4F T#A4QzN"E,&_.[,00

........ X....9."7

be, L IMiGI#VREAXEE
TxJAGE 1%85h™ { "0’

.ipRn.P®. . [™.5.
oY¥.. AnzH:> .0UA

y&. .f1»" . ABOYXFi
VvERrTAL AVYY.
[ . SELAQC™. pz8306W
-.T [ﬁ.i$; LB Cgel
aTghh.1E7?. ?idzs

.0

uint policy
guad masterkeyLe
guad backupkeyLe
guad credhistLen
quad domainkeylLen
struct Masterkey magterkey
uint version
byte iv[18]
uint rounds
uint hashalga
uint dpheralgo
byte cipherText[104
struct Masterkey backupkey

» struct Domainkey domainkey

uint version
uint secretlen
uint accesschedklen

0

2
Sw: 20O i),

24000

32777

26115

Cle+ad=)<Vi:=O Ar=DAEIf-AZOOT<A...

2
2586
88
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Demo:
What about KeePass?




DPAPI in pictures

Example: KeePass ProtectedUserKey.bin

Hame Value Start Size Color Comment

0000OR: 01 00 00 00 DO 8C SD DF 01 15 D1 11 8C 7& 00 CO struct DPAPIBlob blob oh  [126h [Fg: 6Bo:EN]
ooz0n; SENGaSTIES 0100 00 oo N IR e h_ & = B
. e struct GUID provider  df9d8cd0-1501-11d1-8c7a-00c04fc297eb 4h 10h Fa: Bg:
cozon: [N oo oo oo 00 02 00 00 00 S X . 6 Fe B
Q0030R: 00 00 10 &6 (00 OO0 OO0 01 Q0 Q0 20 Q0 Q0 00 5E &7 uint miversion . o ~ 2 g-
- - _ struct GUID mkguid ae954f9e-21cf-4662-acea-6be 2fcfc23b3 18h 10h Fa: Bo: N
0040n: 54 64 F4 D5 D7 E4 CB 14 23 53 B4 SE 4B 44 61 F9 Lint fiags = >8h ah Fo:  Ba:
00S0n: CE E3 76 9D F4 25 08 23 44 DC 35 32 C2 70 00 00 uint descriptionLen 2 ach 4 Fo:  Ba:
0060R: 00 00 OE 80 00 00 0O 02 00 00 20 00 00 00 D6 BD  ...E...... ... O wstring description[1] a0h - Fo:  Ba:
0070k : 40 A5 3D 14 BT &4 84 54 56 &E &C 03 BE SD 8D DA @¥=. -j,,T‘Jnl. i . U uintcipher.ﬁ.lgn 25128 331 _*H-I FEII Bg:
C0og0n: DO AF C8 1B F2 16 26 E4 1C F3 A3 FA 10 1B 50 00 B E.d.&&.08d..P. uint keyLen 255 36h ah Fg:  Ba:
00S0h: 00 00 2F C6 SA 86 OF 66 04 BA 25 D5 C2 A3 89 EB  ../EZt.f.°30AL%E uint saltLen 32 3Ah 4h Fg: Bag:
COROn: 2C 33 E1 38 6E D6 41 OE D3 ES E7 E3 B7 5D B2 E8  ,3a8n0n.0éca-]=e byte salt[32] ~gTdé0=3E0#5 "ZKDalizva%02005... 3Eh 20h Fo:  Bag:
C0B0h: B4 3F 79 36 OF 6E 1F D1 67 DO BT 06 D8 C1 20 25 “?vé.n.HgD-.@A % uint stronglLen 0 5Eh 4h Fo:  Ba:
0OCOn: C1 BS DF 11 SF DD FF A4 CF BC A6 3E 20 A5 C% 4C Aps.¥iynin!> ¥EL uint hashAlgo 32782 62h 4h Fg:  Bao:
00DOnR: AA D4 C3 16 4F €8 C7 AB BO 66 80 E5 DA 2D 6E A0 *0A.ChC«°f€al-n uint hashlLen 512 66 4h Fg:  Ba:
0OEOh: CA 35 40 00 00 oo IDNGD|GFNESNE3"ED 40NEEEENSE Esc. .. Ams@nex uint hmacl.en 2. . . 6An h Fg:  Bg:
20Fca: 54 C7 B8 9D 7E 1E 6A 93 41 59 EB B3 SE 4A 66 72 TG, .~.j"AY&*ZJfr byte hmac[3J] O12@¥=017TVnl0, fUD ECI60I8A06... 6Eh 20h  Fg:  Bg:
0l00n: S5F 43 OA DS 40 CC 37 09 19 AF 6F 7C 91 21 1F €0 _C.U@I7.. o|"!. E'”t" E'Ph:”??‘ttesnn B'EEz-jfj}ﬂfrfmﬁ'w T EEHE ;Eh Eg: Eg:
©1l0h: 58 35 2E 20 01 CE 38 F7 E4 5C 0D 8A 8B 28 80 11 ¥5. .Igza\.5c(e. yie dpherText(s0] |/ it L sl e
01-0n:. B4 84 &S 24 &1 52 <SR uint signLen 64 . ) ) . Ezh 4h Fa: Bg:
el - byte sign[64] O OA™v2@nexTC f~0aYesiir_cU..  Esh 40h Fo:  Ba:

DPAPI blob:
Legend
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Demo:
What about RDP Connections?




Getting the: DPAPI-NG Secrets

DPAPI-NG

A. RootKey Algorithms Key derivation function:
SP800 108 CTR HMAC (SHA512) Secret agreement: Diffie-Hellman

B. DPAPI blob Key derivation: KDF SP800560A CONCAT

After getting the key, there 1s a need for decryption: Key wrap

algorithm: RFC3394 (KEK -> CEK) Decryption: AES-256-GCM (CEK,
Blob)

@paulacqure
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DPAPI-NG: Data encryption flow

CLIENT AD SERVER

RPC Call
GetKey(SID, LO, L1, L2 param

Group key

ADS5] Edit

File Action

Mame

CNG DPAPI
NCryptUnprotectSecret()

;eregAayooy

s-KDFAlgorithm|D

5-K

top; msKds-Fro

wn Security Principals

o Default naming context
ne_canne ne

SID-PROTECTED BLOB
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DPAPI-NG: Protected data encoded as ASN.1 blob

=[] (e, 478) SEQUENCE
(4, 9) OBIECT_IDENTIFIER : PKCS 7 Enveloped (1.2.840.113549.1.7.3)
= (15, 463) CONTEXT SPECIFIC (@)
= 7= (19, 459) SEQUENCE

3 (23, 1) ITEGER 2 KEK (Key Encryption Key)
o % (26, 378) SET
-JC (3@, 374) CONTEXT SPECIFIC (2) stored as DPAPI blOb

31] (34, 1) INTEGER : 4
= 7= (37, 312) SEQUENCE
B (41, 262) OCTET_STRING :|918@0826D83CSDDFe11501115C7ARBCE4FC297EBE1000000C38A3C14E312944EB51BFBCOFCIEIT510000 -
| Sn (307, 44) stouice Forced by protection
€) (3e0, 9) OBIECT_IDENTIFIER : 1.3.6.1.4.1.311.74.1 descriptor
= §= (328, 31) SEQUENCE
€@ (322, 1) OBIECT_IDENTIFIER : 1.3.6.1.4.1.311.74.1.8 LOCAL=user
= §= (334, 17) SEQUENCE
= T= (336, 15) SEQUENCE
= 7= (338, 13) SEQUENCE

A (30, 5) utrsstring s[local] _——— Protection descriptor: LOCAL=user Key Wrap (RFC3394)
A (347, 4) UTF8string :|user Contalns encrypted CEK

= T= (353, 11) SEQUENCE
€) (355, 9) OBIECT_IDENTIELER ; ges2Séwrap (2,16,849,1,191.3.4,1,45) (Content Encryption Key)
B (366, 48) OCTET_STRING : |2CD21C53E6DA47B6371DAF77471DB800F 13EFEF41FEFB3AR4OEEFACS52A9C5B8DA7 2D9BCABERBEA3
T (488, 72) SEQUENCE
(41@, 9) OBIECT_IDENTIFIER : PKCS 7 Data (1.2.84@.113549.1.7.1)
= no; (421, 38) SEQUENCE Data encrypted by CEK
€) (223, 9) OBIECT_IDENTIFIER : 2.16.848.1.101.3.4.1.46
= T= (434, 17) SEQUENCE
B (436, 12) OCTET_STRING :| EBF7BCAG937AG7C74F3B5EB
31| (450, 1) INTEGER : 16
C (453, 27) CONTEXT SPECIFIC (@) :|13F67D65A52DEDGEC2508BEDSEE7A4ET1BDF4464A40F55A21B6E5F
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DPAPI-NG: getting to SID-
Protected PFX files




https://cqu.re/forensictoolkit
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