
CQForensic: The Efficient Forensic Toolkit



What does CQURE Team do? 

Consulting services

→ High quality penetration tests with useful reports

Applications

Websites

External services (edge)

Internal services

+ configuration reviews

→ Incident response emergency services

– immediate reaction! 

→ Security architecture and design advisory 

→ Forensics investigation

→ Security awareness

For management and employees
info@cqure.us

Trainings

→ Security Awareness trainings for executives

→ CQURE Academy: over 40 advanced security  trainings for IT 

Teams

→ Certificates and exams

→ Delivered all around the world only by a CQURE Team: 

training authors 



Tools

CQKawaii CQPrefetchParser

CQUndelete CQRDCache

CQWSLMon CQSecretsDumper

CQEVTXRecovery CQPSWinRMHistory

CQRDCManDecrypter CQDPAPINGPFXDecrypter

CQDPAPIKeePassDBDecryptor CQHashDumpv2

CQMasterKeyAD CQSysmonNetAnalyzer

CQRegKeyLastWriteTime CQReflectivePELoader

CQURE Toolkit



Tools
CQMasterKeyAD DPAPIBlobCreator

CQDPAPIKeePassDBDecryptor DPAPINGDecrypter

CQDPAPIEncDec CQAspNetCoreDecryptData.

CQDPAPIExportPFXFromAD CQAspNetCoreMasterKeyCreate

CQRDCManDecrypter CQAspNetCoreEncryptData

CQDPAPINGPFXDecrypter

CQDPAPINGDNCoreMasterKeyDecrypter *CQImpersonateWithSeTcb



Based on the following components:

Password, data blob, entropy

Is not prone to password resets! 

Protects from outsiders when being in offline access 

Effectively protects users data

Stores the password history

You need to be able to get access to some of your passwords 
from the past

Conclusion: OS greatly helps us to protect secrets



DPAPI (classic)

A. MasterKey

1. pwdhash = MD4(password) or SHA1(password) 

2. pwdhash_key = HMACSHA1(pwdhash, user_sid) 

3. PBKDF2(…, pwdhash_key,…), another elements from the file. Windows 10 no domain: SHA512, 

AES-256, 8000 rounds

4. Control – HMACSHA512

B. CREDHIST 

1. pwdhash = MD4(password) or SHA1(password) 

2. pwdhash_key = HMACSHA1(pwdhash, user_sid) 

3. PBKDF2(…, pwdhash_key,…), another elements from the file. Windows 10 no domain: SHA512, 

AES-256, 8000 rounds

4. Control – HMACSHA512

C. DPAPI blob Algorithms are written in the blob itself.





DPAPI-PROTECTED BLOB
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BackupKey(masterkey)

Decrypted masterkey

01 00 00 00 d0 8c 9d df 01 15 d1 11 8c 7a 00 c0

4f c2 97 eb 01 00 00 00 ......

G$BCKUPKEY_PREFERRED

G$BCKUPKEY_940db612-ee8f-4a31-84b3-8f80c25be855

Scenario: offline changed user

password or local masterkey can’t be 

decrypted



There is actually not much of a difference with XP / 

2003!

No additional salting. 

PBKDF2 introduced a new variable: the number of 

iterations SHA1 with the same salt as before (username). 



Getting the: cached data

MSDCC2

1.bootkey: classes from HKLM\SYSTEM\CCS\Control\Lsa + [class 

names for: Data, GBG, JD, Skew1] (+arrays’ permutations) 

int[] permutationBootKey = new int[] { 0x8, 0x5, 0x4, 0x2, 

0xb, 0x9, 0xd, 0x3, 0x0, 0x6, 0x1, 0xc, 0xe, 0xa, 0xf, 0x7 

}; 

2.PolEKList: HKLM\SECURITY\Policy\PolEKList [default value] 

3.lsakey: AES_DECRYPT(key, data) -> AES(bootkey, PolEKList) 

4.NL$KM secret: HKLM\SECURITY\Policy\Secrets\NL$KM 

5.nlkm_decrypted: AES_DECRYPT(lsakey, NL$KM secret)

6.Cache_Entry{id} -> HKLM\SECURITY\Cache\NL${id} 

7.cache_entry_decrypted -> AES_DECRYPT(nlkm_decrypted, 

Cache_Entry{id})



DK = PBKDF2(PRF, Password, Salt, c, dkLen)

Microsoft’s implementation: MSDCC2=

PBKDF2(HMAC-SHA1, DCC1, username, 10240, 16) 

Legend
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LSASRV.DLL

G$BCKUPKEY_PREFERRED

G$BCKUPKEY_940db612-ee8f-4a31-84b3-8f80c25be855

GoldenKey.pfx

LSASRV.DLL, LSASS.EXE, etc.

PATTERNS (for different versions of modules)
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AD secret? HOW?!
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DomainKey contains some GUID and 

256-byte len secret – RSA??

Dude, look in

the AD...





Legend

The master password for KeePass files encrypted &

stored as cipherText (80 bytes)





Getting the: DPAPI-NG Secrets 

DPAPI-NG

A. RootKey Algorithms Key derivation function: 

SP800_108_CTR_HMAC (SHA512) Secret agreement: Diffie-Hellman

B. DPAPI blob Key derivation: KDF_SP80056A_CONCAT

After getting the key, there is a need for decryption: Key wrap 

algorithm: RFC3394 (KEK -> CEK) Decryption: AES-256-GCM (CEK, 

Blob)
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Looks familiar? It should!

It’s DPAPI blob!

Protection descriptor: LOCAL=user

• KEK (Key Encryption Key)

stored as DPAPI blob

• Forced by protection 

descriptor

LOCAL=user

• Key Wrap (RFC3394) 

contains encrypted CEK 

(Content Encryption Key)

• Data encrypted by CEK







Thank you!


