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What does CQURE Team do?

Consulting services Trainings

v" High quality penetration tests with useful reports v’ Security Awareness trainings

* Applications for executives VAN
* Websites W u"'w‘f‘m Y

* External services (edge) v' CQURE Academy: over 40 advanced
e Internal services security trainings for IT Teams
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+ configuration reviews
v Incident response emergency services
— immediate reaction!
v’ Security architecture and design advisory
v’ Forensics investigation
v’ Security awareness

For management and employees |nf0@cqure.us

v Certificates and exams

v" Delivered all around the world
only by a CQURE Team: training authors
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ATTEND TRAININGS BRIEFINGS ARSENAL FEATURES SCHEDULE SPECIAL

SEE ALL PRESENTERS SPEAKER

PAULA JANUSZKIEWICZ
COURE INC.

Paula Januszkiewicz is a CEO and Found:

. : } ¥ ¢ Mark Kennedy Samir Saklikar Marc Bown Paula Januszkiewicz
also an Enterprise Security MVP and a wq v h, 1 5 s ~ Symamec Dennis Moreau Trustwave CQURE
Customers all around the world. She haf A \ Topic: Anti-Malware Industry. .. RSA, The Security Division of Topic: APAC Data Compromise Topic: Password Secrets
deep belief that positive thinking is key Cooperating. Are You Serious? EMC Trends Revealed! All You Want to Know

extreme attention to details and confere] Toplc B|g Data Techmques for but Are Afraid to Ask
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Session Abstract

We all need the mandatory list of places to check in case of being hacked,
or at least when we are in doubt. There are OS behaviors that could
indicate something is currently active, but how can we spot exactly what
that is? We look at the places used by the system to store such
information.

Surprisingly, your disk drive contains a lot of juicy information that can
reveal secrets and history. There are also places where data can be
deliberately hidden by malicious software and it would be great to know
where! Become familiar with the symptoms that could indicate you have
been hacked, and tools and techniques to spot these kind of activities.
Also, learn how you can mitigate hackers to exploit discussed OS areas.
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What has evolved over the yec

During forensic take into consideration the new malware trends, e.g.:

v' Malware tries to blend in day-to-day admin operations (PowerShell script:
LOLBINS, etc.);

v' Machine learning may be used to identify malicious activity but also it may
be used to make malware harder to analyse (e.g. hard to analyze ML model
built in malware trained to check if it runs on the victim machine).
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#1 Disc analysis -> anomalies

#2 Unusual processes
communicating over network
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There is pretty much always something you can find...
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#3 Unexpected service behavior /
Unusual Prefetch content

#4 System files with different hashes
on different computers
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#5 Change of group membership
or privileges

#6 Usage of seDebugPrivilege
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#7 Watchdog files -> touched
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Disk Level Games
Hiding data
Encryption
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#8 Social media activity / data
revealed

#9 Patterns in Sysmon

#10 Suspicious deleted files




Conference?2019
Pacific & Japan

RSA
Asia




RSAConference2019
Asia Pacific & Japan

#1 Disc analysis -> anomalies

#2 Unusual processes communicating over network

#3 Unexpected service behavior / Unusual Prefetch content
#4 System files with different hashes

#5 Change of group membership or privileges

#6 Usage of seDebugPrivilege

#7 Watchdog files -> touched

#8 Social media activity / data revealed

#9 Patterns in Sysmon

#10 Suspicious deleted Files
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Session summary

Continuous activities

v Review configuration of servers’ and workstations’ periodically
Prevention

v Act proactively: Implement code execution prevention and exploit
prevention solutions

v' Reconsider privileged access management
 Isolate infrastructure components so that in case of attack they prevent spreading
Analysis

« Investigate and remediate unknown traffic
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COURE To get SLIDES & TOOLS

(and not to miss out on my video tutorials):

/ f;. @
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The best option — all of the above!
| won’t think you’re a stalker, promise
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