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According to the industryõs statistics, by 2019 the 
market will need 6 mln security professionals.
But only 4 to 5 million of them will have the 

needed qualifications.

*Source: Financial Times

https://www.ft.com/content/4cabd0fe-8940-11e5-90de-f44762bf9896?siteedition=intl&_i_location=http://www.ft.com/cms/s/0/4cabd0fe-8940-11e5-90de-f44762bf9896.html?siteedition%3Dintl&_i_referer=&classification=conditional_standard&iab=barrier-app#axzz41vPbZVSq


Awareness >> Behavior >> Culture

must aim 
for a responsible security culture.



I know the traffic rulesê.

Awarenesscomes with experience

I know the traffic rulesê.



Does it guarantee that I am a good driver?

Behaviorcomes with awareness



Culturecomes with understanding



Culturecomes with understanding

5ƛŘ ȅƻǳ ƪƴƻǿ ǘƘŀǘ ƻƴŜ ƻŦ ǘƘŜ Ƴŀƛƴ ǊŜŀǎƻƴǎ ŦƻǊ ƛƴŦƻǊƳŀǘƛƻƴ ƭƻǎǎ ŀǊŜΧ



2HIPPA Secure Now, òA look at the cost of healthcare data breaches,ó Art Gross, March 30, 2012

Have accidentally sent sensitive 
information to the wrong person 1

58%

êof senior managers admit to 
regularly uploading work files to a 
personal email or cloud account1

87%

Average per record cost of a data 
breach across all industries2

$240
PER 

RECORD

1Stroz Friedberg, òOn The Pulse: Information Security In American Business,ó 2013

Data Leakage



We have the best security solutionsê



êbut the security landscape has changed.



Cybersecurity Venturespredicts there will be 
additional 3.5 million 

cybersecurity job openings by 2021

*Source: Cybersecurity Ventures

https://cybersecurityventures.com/jobs/


Securing Privileged Access
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Median number of 
days attackers are 

present on a victims 
network before 

detection

200+
Days after detection 

to full recovery

80
Impact of lost 

productivity and 
growth

$3Trillion

Average cost of a data 
breach (15% YoY 

increase)

$3.5Million

òTHERE ARE TWO KINDS OF BIG COMPANIES, THOSE 
WHOõVE BEEN HACKED, AND THOSE WHO DONõT KNOW 

THEYõVE BEEN HACKED.ó
- J A M E S  C O M E Y,  F B I  D I R E C T O R



Agenda



7 Security Issues that should not 
happen in 2019 



Here comes the 1stƛǎǎǳŜΧ



Services

Store configuration in the registry

Always need some identity to run the executable! 

Local Security Authority (LSA) Secrets

Must be stored locally, especially when domain credentials are used

Can be accessed when we impersonate to Local System 

Their accounts should be monitored 

If you cannot use gMSA, MSA, use subscription for svc_ accounts (naming convention)

Conclusion: Think twice before using an Administrative account, use gMSA



IIS Structure



IIS Configuration

In contrast to the earlier IIS versions, IIS 10.0 is set to use two new Cryptography API: Next 

Generation (CNG) providers by default:

IISWASOnlyCngProviderand IISCngProvider. We still have: IISWASOnlyRsaProvider, AesProvider, 
IISWasOnlyAesProviderand RsaProtectedConfigurationProvider, DataProtectionConfigurationProvider

CNG stores shared private keys in the %ALLUSERSPROFILE%\Application Data\Microsoft\Crypto\Keys\

Worker Processes (w3wp.exe)

Their identity is defined in Application Pool settings

Are managed by Windows Process Activation Service that knows how to read secrets 

Passwords for AppPoolidentity can be õdecryptedõ even offline

They are stored in the encrypted form in applicationHost.config

Conclusion: IIS relies itõs security on Machine Keys (Local System)



What is the most successful 
path for the attack right now?



:)

THE ANATOMY OF AN ATTACK

Healthy 
Computer

User Receives 
Email

User Lured to 
Malicious Site

Device 
Infected with 

Malware



HelpDesk Logs 
into Device

Identity Stolen, 
Attacker Has 

Increased Privs

:)

Healthy 
Computer

User Receives 
Email

User Lured to 
Malicious Site

Device 
Infected with 

Malware



User Lured to 
Malicious Site

Device 
Infected with 

Malware

HelpDesk Logs 
into Device

Identity Stolen, 
Attacker Has 

Increased Privs

User Receives 
Email





òPASS THE HASHó 
ATTACKS

Todayõs security challenge



User: Adm...

Hash:E1977

Fredõs Laptop

Fredõs User Session

User: Fred

Password hash: A3D7ê

Sueõs Laptop

Sueõs User Session

Pass-The-Hash Technique

Malware Session

User: Administrator

Password hash: E1977ê

Malware User Session

User: Admê

Hash: E1977

User: Sue

Hash: C9DF

User: Sue

Password hash: C9DFê

File Server

User: Sue

Hash:C9DF

1 3 4

1. FREDRUNSMALWARE, HE IS A LOCALADMINISTRATOR

2. THEREIS A PASSTHEHASH SESSIONESTABLISHEDWITH ANOTHERCOMPUTER

3. MALWAREINFECTSSUEõS LAPTOPAS FRED

4. MALWAREINFECTSFILESERVERAS SUE

2



Virtual Secure Mode

Virtual Secure Mode (VSM)
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Solution: Well done PKI Implementation

Pretty much every time we do an audit we see 

incorrectly implemented PKI

Certificates are or can be used in most of the 

modern services 

Be aware of the newest security trends in the 

certificate services

Smart card logon can be bypassed

Private key that is not exportable isê 

exportable

CQURE discovery: SID-protected PFX files 

can be access to by unauthorized users



Solution: Hardware-based Credentials Protection

Virtual Secure Mode (VSM)

VSM isolates sensitive Windows processes in a hardware 
based Hyper-V container

VSM protects VSM kernel and Trustlets even if Windows 
Kernel is fully compromised 

Requires processor virtualization extensions (e.g.: VT-X, 
VT-D)

Implements Credential Guard where derivedcredentials 
that VSM protected LSA Service gives to Windows are 
non-replayable

VSM runs the Windows Kernel and a series of Trustlets
(Processes) within it





Class names for keys from HKLM\SYSTEM\CCS\Control\Lsa

HKLM\SECURITY\Cache

HKLM\SECURITY\Policy\Secrets

HKLM\SECURITY\Policy\Secrets



Classic Data Protection API

Based on the following components:

Password, data blob, entropy

Is not prone to password resets! 

Protects from outsiders when being in offline access 

Effectively protects users data

Stores the password history

You need to be able to get access to some of your passwords 
from the past

Conclusion: OS greatly helps usto protect secrets



Classic DPAPI Flow: getting the 
ǎȅǎǘŜƳΩǎ ǎŜŎǊŜǘǎ όŜŀǎȅύ



/ŀŎƘŜŘ [ƻƎƻƴǎΥ Lǘ ǳǎŜŘ ǘƻ ōŜ ƭƛƪŜ ǘƘƛǎΧ

Before the attacks facilitated by pass-the-hash, we can 

only rejoice the "salting" by the username. 

There are a number pre-computed tables for users as 

Administrator facilitating attacks on these hashes. 



Cached Logons

There is actually not much of a difference with XP / 

2003!

No additional salting. 

PBKDF2 introduced a new variable: the number of 

iterations SHA1 with the same salt as before (username). 


