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Consulting services

→ High quality penetration tests with useful reports

Applications

Websites

External services (edge)

Internal services

+ configuration reviews

→ Incident response emergency services

– immediate reaction! 

→ Security architecture and design advisory 

→ Forensics investigation

→ Security awareness

For management and employees

info@cqure.us

Trainings

→ Security Awareness trainings for executives

→ CQURE Academy: over 40 advanced security  

trainings for IT Teams

→ Certificates and exams

→ Delivered all around the world only by a CQURE 

Team: training authors 













I know the traffic rules….

I know the traffic rules….



Does it guarantee that I am a good driver?





10 Deadly Sins



Will you share your passwords with others? 
We do this every day!

How do services store passwords?

Passwords are often similar to your other passwords
At least one of them can be easily accessed by the administrator of the service

Be prepared for password loss and service recovery





Key learning points:
✓ Set SPNs for services to avoid NTLM:

SetSPN –L <your service account for AGPM/SQL/Exch/Custom>

SetSPN –A Servicename/FQDN of hostname/FQDN of domain 
domain\serviceaccount

✓ Reconsider using Kerberos authentication all over

https://technet.microsoft.com/en-us/library/jj865668.aspx

✓ Require SPN target name validation

Microsoft network server: Server SPN target name validation level

✓ Reconsider turning on SMB Signing

✓ Reconsider port filtering

✓ Reconsider code execution prevention but do not forget that 
this attack leverages administrative accounts 
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No-brainer or unseen network security threat?



Key learning points:
✓ Worldwide spending on information security is expected to reach 

$90 billion in 2017, an increase of 7.6 percent over 2016, and to top 

$113 billion by 2020, according to advisory firm Gartner

✓ With increasing budget the risk of possessing hipster tools increases 

too – do we know where these tools come from and what are their 

security practices? 

✓ Lots of solutions where not created according to the good security 

practices (backup software running as Domain Admin etc.)

✓ Each app running in the user’s context has access to secrets of other 

apps – Data Protection API

✓ Case of CCleaner
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Key learning points:
Common file formats containing malware are:

✓ .exe (Executables, GUI, CUI, and all variants like SCR, CPL etc)

✓ .dll (Dynamic Link Libraries)

✓ .vbs (Script files like JS, JSE, VBS, VBE, PS1, PS2, CHM, BAT, 

COM, CMD etc)

✓ .docm, .xlsm etc. (Office Macro files)

✓ .other (LNK, PDF, PIF, etc.)

If SafeDllSearchMode is enabled, the search order is as follows:

1. The directory from which the application loaded

2. The system directory

3. The 16-bit system directory

4. The Windows directory

5. The current directory

6. The directories that are listed in the PATH environment 

variable



Key learning points:
✓ The best operators won't use a component until they 

know how it breaks.

✓ Almost each solution has some ‘backdoor weakness’ 

✓ Some antivirus solutions can be stopped by SDDL 
modification for their services

✓ Configuration can be monitored by Desired State 
Configuration (DSC)

✓ DSC if not configured properly will not be able to spot 
internal service configuration changes

Example: how to I get to the password management 
portal?  



https://www.ft.com/content/4cabd0fe-8940-11e5-90de-f44762bf9896?siteedition=intl&_i_location=http://www.ft.com/cms/s/0/4cabd0fe-8940-11e5-90de-f44762bf9896.html?siteedition%3Dintl&_i_referer=&classification=conditional_standard&iab=barrier-app#axzz41vPbZVSq




Is this really the admin’s sin?

The negative side of this sin is that you need to trust people

Most companies are not prepared for the IT Staff going on a… 

vacation

Set up the rules before creating the solutions



Infrastructure can be a silent 
killer

Vulnerability Management

Put on the Hacker’s Shoes
External + Internal + Web Penetration tests

Configuration reviews

Prevention
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