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What does CQURE Team do?

Consulting services Trainings

- High quality penetration tests with useful reports —> Security Awareness trainings for executives
Applications
Websites - CQURE Academy: over 40 advanced security
External services (edge) trainings for IT Teams
Internal services
+ configuration reviews —> Certificates and exams

- Incident response emergency services —> Delivered all around the world only by a CQURE
— immediate reaction! Team: training authors

—> Security architecture and design advisory

-> Forensics investigation

info@cqure.us

—> Security awareness
For management and employees
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IMPORTANT UPDATE If You Want To
Seriously Level Up In This Area..
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And here come statistics...

BUSINESSES BREACHED THAT D/O NOT HAVE
SECURITY POLICIES IN PLACE THAT INCLUDED
SECURITY
AWARENESS
EDUCATION
PROGRAMS

EMPLOYEES THAT SAY
THEY WERE
EDUCATED
ON SECURITY
POLICIES

PUBLICLY REPORTED
INSIDER BREACHES

THAT ARE EXECUTED WITH
MALICIOUS INTENT




Awareness >> Behavior >> Culture

Each organization processing sensitive data must aim
for a responsible security culture.



Awareness comes with experience

| know the traffic rules....




Behavior comes with awareness

s




Culture comes with understanding

Did you know that one of the main reasons for information loss are...

UNEDUCATED
EMPLOYEES

THE TOP CAUSE OF TODAY'S ORGANIZATIONS
ORGANIZATIONAL EXPERIENCE AN AVERAGE OF

DATA BREACHES: 744 INCIDENTS/YEAR

OF UNINTENTIONAL DATA LOSS
"NEGLIGENT INSIDERS" THROUGH EMPLOYEE NEGLIGENCE




10 Deadly Sins



Sin 10: Misunderstanding Passwords

Will you share your passwords with others?
We do this every day!

How do services store passwords?
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Sin 9




Sin 8: Lack of SMB Signing (or alternative)

Key learning points:

v" Set SPNs for services to avoid NTLM:
SetSPN —L <your service account for AGPM/SQL/Exch/Custom >

SetSPN A Servicename/FQDN of hostname/FQODN of domain
domain\serviceaccount

v' Reconsider using Kerberos authentication all over
https.//technet.microsoft.com/en-us/library/jj865668.aspx

v" Require SPN target name validation

Microsoft network server: Server SPN target name validation level
v" Reconsider turning on SMB Signing

v" Reconsider port filtering

v" Reconsider code execution prevention but do not forget that
this attack leverages administrative accounts




Sin 7: No network segmentation

Key learning points:

v Network segmentation can be a blessing or a curse

v' Greater control over who has access to what

v" Allows to set rules to limit traffic between each distinct subnet
v" Allows to reduce exposure to security incidents

v' Performance: allows to reduce Broadcast Domains so that
broadcasts do not spread on the entire network

X VLANSs limit — only 4094 different VLANSs for the same network
X Security limits — geo locations vs. ATM clouds
X Managerial overhead

No-brainer or unseen network security threat?



Sin 6: Falling for (hipster) tools with issues
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v Worldwide spending on information security is expected to reach
$90 billion in 2017, an increase of 7.6 percent over 2016, and to top
$113 billion by 2020, according to advisory firm Gartner

v With increasing budget the risk of possessing hipster tools increases
too — do we know where these tools come from and what are their

security practices?

v' Lots of solutions where not created according to the good security
practices (backup software running as Domain Admin etc.)

v Each app running in the user’s context has access to secrets of other
apps — Data Protection AP

v' Case of CCleaner




Sin 5: Lack of proactive approach in security

© Important skills:

© Using Windows Built-in monitoring tools
© ETW and EVT
© 3rd party monitoring tools
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Sin 4: Lack of forensics skills

© Important skills:
© Performing Disk Forensics

© Memory Analysis
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Sin 3




Sin 2: Trusting solutions without knowing how to break them

Key learning points:

v" The best operators won't use a component until they
know how it breaks.

v Almost each solution has some ‘backdoor weakness'

v Some antivirus solutions can be stopped by SDDL
modification for their services

v" Configuration can be monitored by Desired State
Configuration (DSC)

v DSC if not configured properly will not be able to spot
internal service configuration changes

Example: how to | get to the password management
portal?



According to the industry’s statistics, by 2019 the
market will need 6 min security professionals.
But only 4 to 5 million of them will have the needed
qualifications.
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Sin 1. Lack of Documentation or Training



Sin 1. Lack of Documentation or Training
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